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Preface

The RSA Conference, with over 15,000 attendees and 300 exhibitors, is the
largest computer security event of the year. The Cryptographers’ Track (CT-
RSA) is a research conference within the RSA Conference. Starting in 2001,
CT-RSA continues to its seventh year and is now regarded as one of the major
regularly staged event for presenting the results of cryptographic research to a
wide variety of audiences.

The proceedings of CT-RSA 2007 contain 25 papers selected from 73 sub-
missions which cover all the topics of cryptography. All the submissions were
reviewed by at least three reviewers, which was possible by the hard work of 23
Program Committee members and many external reviewers listed in the follow-
ing pages. The papers were selected as a result of conscientious discussion. The
program includes two invited talks, by Michel Rabin and Andrew Odlyzko.

I would like to express my gratitude to the Program Committee members,
who were enthusiastic from the very beginning of this completed project. Thanks
also to the external reviewers including those who completed urgent reviews
during the discussion phase. Special thanks to Shai Halevi for providing and
maintaining the Web review system. Finally, I would like to thank Burt Kaliski
of RSA Laboratories and the Steering Committee for their suggestions and con-
tinuous assistance.

October 2006 Masayuki Abe
CT-RSA 2007 Program Chair
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MV3: A New Word Based Stream Cipher Using
Rapid Mixing and Revolving Buffers

Nathan Keller!:*, Stephen D. Miller!2**, Ilya Mironov?,
and Ramarathnam Venkatesan*

! Institute of Mathematics, The Hebrew University, Jerusalem 91904, Israel
2 Department of Mathematics, Rutgers University, Piscataway, NJ 08854
3 Microsoft Research, 1065 La Avenida, Mountain View, CA 94043
4 Microsoft Research, 1 Microsoft Way, Redmond, WA 98052
Cryptography, Security and Algorithms Group, Microsoft Research India

Abstract. MVv3 is a new word based stream cipher for encrypting long
streams of data. A direct adaptation of a byte based cipher such as
RC4 into a 32- or 64-bit word version will obviously need vast amounts
of memory. This scaling issue necessitates a look for new components
and principles, as well as mathematical analysis to justify their use. Our
approach, like rRC4’s, is based on rapidly mixing random walks on di-
rected graphs (that is, walks which reach a random state quickly, from
any starting point). We begin with some well understood walks, and
then introduce nonlinearity in their steps in order to improve security
and show long term statistical correlations are negligible. To minimize
the short term correlations, as well as to deter attacks using equations
involving successive outputs, we provide a method for sequencing the
outputs derived from the walk using three revolving buffers. The cipher
is fast — it runs at a speed of less than 5 cycles per byte on a Pentium
IV processor. A word based cipher needs to output more bits per step,
which exposes more correlations for attacks. Moreover we seek simplicity
of construction and transparent analysis. To meet these requirements, we
use a larger state and claim security corresponding to only a fraction of
it. Our design is for an adequately secure word-based cipher; our very
preliminary estimate puts the security close to exhaustive search for keys
of size < 256 bits.

Keywords: stream cipher, random walks, expander graph, cryptanalysis.

1 Introduction

Stream ciphers are widely used and essential in practical cryptography. Most are
custom designed, e.g. alleged RC4 [Sch95], Ch. 16], SEAL [RC9§|, scrEaM [HCI02],
and LFSR-based NESSIE submissions such as LILI-128, SNOW, and SOBER [P+03]
Ch. 3]. The VRA cipher [ARV95] has many provable properties, but requires more

* Partially supported by the Adams Fellowship.
** Partially supported by NSF grant DMS-0301172 and an Alfred P. Sloan Foundation
Fellowship. Corresponding author (miller@math.rutgers.edu).

M. Abe (Ed.): CT-RSA 2007, LNCS 4377, pp. 1-{19] 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 N. Keller et al.

memory than the rest. We propose some new components and principles for stream
cipher design, as well as their mathematical analysis, and present a concrete stream
cipher called MV 3.

To motivate our construction, we begin by considering RC4 in detail. It is an
exceptionally short, byte-based algorithm that uses only 256 bytes of memory.
It is based on random walks (card shuffles), and has no serious attacks. Modern
personal computers are evolving from 32 to 64 bit words, while a growing number
of smaller devices have different constraints on their word and memory sizes.
Thus one may desire ciphers better suited to their architectures, and seek designs
that scale nicely across these sizes. Here we focus on scaling up such random walk
based ciphers. Clearly, a direct adaptation of RC4 would require vast amounts
of memory.

The security properties of most stream ciphers are not based on some hard
problem (e.g., as RSA is based on factoring). One would expect this to be the case
in the foreseeable future. Nevertheless, they use components that — to varying
degrees — are analyzable in some idealized sense. This analysis typically involves
simple statistical parameters such as cycle length and mixing time. For example,
one idealizes each iteration of the main loop of RC4 as a step in a random walk
over its state space. This can be modeled by a graph G with nodes consisting
of Sa56, the permutations on 256 objects, and edges connecting nodes that dif-
fer by a transposition. Thus far no serious deviations from the random walk
assumptions are known. Since storing an element of Spsz or Sges is out of the
question, one may try simulations using smaller permutations; however, this is
nontrivial if we desire both competitive speeds and a clear analysis. It therefore
is attractive to consider other options for the underlying graph G.

One of the most important parameters of RC4 is its mixing time. This denotes
the number of steps one needs to start from an arbitrary state and achieve
uniform distribution over the state space through a sequence of independent
random moves. This parameter is typically not easy to determine. Moreover, RC4
keeps a loop counter that is incremented modulo 256, which introduces a memory
over 256 steps. Thus its steps are not even Markovian (where a move from the
current state is independent of earlier ones). Nevertheless, the independence of
moves has been a helpful idealization (perhaps similar to Shannon’s random
permutation model for block ciphers), which we will also adhere to.

We identify and focus on the following problems:

e Problem 1 — Graph Design. How to design graphs whose random walks
are suitable for stream ciphers that work on arbitrary word sizes.

e Problem 2 — Extraction. How to extract bits to output from (the labels
of) the nodes visited by walk.

e Problem 3 — Sequencing. How to sequence the nodes visited by the walk
so0 as to diminish any attacks that use relationships (e.g. equations) between
successive outputs.

We now expand on these issues. At the outset, it is important to point out
the desirability of simple register operations, such as additions, multiplications,
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shifts, and XOR’s. These are crucial for fast implementation, and preclude us
from using many existing constructions of expander graphs (such as those in
ILPS86l HLWO6]). Thus part of the cipher design involves new mathematical
proofs and constructions. The presentation of the cipher does not require these
details, which may be found in the Appendix.

High level Design Principles: Clearly, a word based cipher has to output
more bits per step of the algorithm. But this exposes more relationships on the
output sequence, and to mitigate its effect we increase the state size and aim
at security that is only a fraction of the log of the state size. We also tried to
keep our analysis as transparent and construction as simple as possible. Our
key initialization is a bit bulky and in some applications may require further
simplifications, a topic for future research.

1.1 Graph Design: Statistical Properties and Non-linearities

In the graph design, one wants to keep the mixing time 7 small as a way to keep
the long term correlations negligible. This is because many important properties
are guaranteed for walks that are longer than 7. For example, such a walk visits
any given set S nearly the expected number of times, with exponentially small
deviations (see Theorem [A.2). A corollary of this fact is that each output bit is
unbiased.

Thus one desires the optimal mixing time, which is on the order of log N,
N being the size of the underlying state space. Graphs with this property have
been well studied, but the requirements for stream ciphers are more complicated,
and we are not aware of any work that focuses on this issue. For example, the
graphs whose nodes are Z/2"Z (respectively (Z/2"7Z)*) and edges are (z,z+ g;)
(respectively (z,x - g;)), where g; are randomly chosen and ¢ = O(n), have this
property [AR94]. While these graphs are clearly very efficient to implement,
their commutative operations are quite linear and hence the attacks mentioned
in Problem 3 above can be effective.

To this end, we introduce some nonlinearities into our graphs. For example,
in the graph on Z/2"Z from the previous paragraph, we can also add edges of
the form (z, hx) or (z,2z"). This intuitively allows for more randomness, as well
as disrupting relations between successive outputs. However, one still needs to
prove that the mixing time of such a modified graph is still small. Typically this
type of analysis is hard to come by, and in fact was previously believed to be
false. However, we are able to give rigorous proofs in some cases, and empirically
found the numerical evidence to be stronger yet in the other cases. More details
can be found in the Appendix.

Mixing up the random walks on multiplicative and additive abelian groups
offers a principled way to combine with nonlinearities for an effective defense.
As a practical matter, it is necessary to ensure that our (asymptotic) analysis
applies when parameters are small, which we have verified experimentally.

We remark here that introduction of nonlinearities was the main motivation
behind the construction of the T-functions of Klimov and Shamir ([KS02]). They
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showed that the walk generated by a T-function deterministically visits every
n-bit number once before repeating. A random walk does not go through all the
nodes in the graph, but the probability that it returns to a previous node in m
steps tends to the uniform probability at a rate that drops exponentially in m.
It also allows us to analyze the statistical properties as indicated above. (See the
Appendix for more background.)

1.2 Extraction

Obviously, if the nodes are visited truly randomly, one can simply output the
LsB’s of the node, and extraction is trivial. But when there are correlations
among them, one can base an attack on studying equations involving successive
outputs. One solution to this problem is to simultaneously hash a number of
successive nodes using a suitable hashing function, but this will be expensive
since the hash function has to work on very long inputs.

Our solution to the sequencing problem below allows us to instead hash a lin-
ear combination of the nodes in a faster way. A new aspect of our construction is
that our hash function itself evolves on a random walk principle. We apply suit-
able rotations on the node labels (to alter the internal states) at the extraction
step to ensure the top and bottom half of the words mix well.

1.3 Sequencing

As we just mentioned, the sequencing problem becomes significant if we wish
to hash more bits to the output (in comparison to RC4). First we ensure that
our graph is directed and has no short cycles. But this by itself is insufficient,
since nodes visited at steps in an interval [t,t + A], where A < 7, can have
strong correlations. Also, we wish to maximize the number of terms required
in equations involved in the attacks mentioned in Problem 3. To this end, we
store a short sequence of nodes visited by the walk in buffers, and sequence them
properly. The buffers ensure that any relation among output bits is translated
to a relation involving many nonconsecutive bits of the internal state. Hence,
such relations cannot be used to mount efficient attacks on the internal state of
the cipher.

The study of such designs appear to be of independent interest. We are able to
justify their reduction of correlations via a theorem of [CHJI02] (see Section [.H).

1.4 Analysis and Performance

We do not have a full analysis of the exact cipher that is implemented. How-
ever, we have ensured that our idealizations are in line with the ones that allow
RC4 be viewed via random walks. Of course some degree of idealization is nec-
essary because random bits are required to implement any random walk; here
our design resembles that of alleged RC4 [Sch95, Ch. 16]. Likewise, our cipher
involves combining steps from different, independent random walks on the same
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underlying graph. We are able to separately analyze these processes, but al-
though combining such steps should intuitively only enhance randomness, our
exact mathematical models hold only for these separate components and hence
we performed numerical tests as well.

Our cipher MV3 is fast on 32 bit processors — it runs at a speed of 4.8 cycles
a byte on Pentium IV, while the speed of rRC4 is about 10 cycles a byte. Only
two of the eSTREAM candidates [DCO06|] are faster on similar architecture.

We evaluated it against some known attacks and we present the details in
Section @l We note that some of the guess-and-determine attacks against RC4
(e.g. [K+98]) are also applicable against Mv3. However, the large size of the
internal state of Mv3 makes these attacks much slower than exhaustive key
search, even for very long keys.

The security claim of MV3 is that no attack faster than exhaustive key search
can be mounted for keys of length up to 256 bits[]

The paper is organized as follows: In Section [2] we give a description of MV3.
Section [3] contains the design rationale of the cipher. In Section Ml we examine
the security of Mv3 with respect to various methods of cryptanalysis. Finally,
Section Bl summarizes the paper. We have also included an appendix giving some
mathematical and historical background. Additional appendices can be found in
the full version of this paper (http://arxiv.org/abs/cs/0610048).

2 The Cipher MV3

In this section we describe the cipher algorithm and its basic ingredients. The
letters in its name stand for “multi-vector”, and the number refers to the three
revolving buffers that the cipher is based upon.

Internal state. The main components of the internal state of Mv3 are three re-
volving buffers A, B, and C of length 32 double words (unsigned 32-bit integers)
each and a table T' that consists of 256 double words. Additionally, there are
publicly known indices 7 and w (¢ € [0...31], u € [0...255]), and secret indices
J, ¢, and z (¢, z are double words, j is an unsigned byte).

Every 32 steps the buffers shift to the left: A < B, B « C, and C' is emptied.
In code, only the pointers get reassigned (hence the name “revolving”, since the
buffers are circularly rotated).

Updates. The internal state of the cipher gets constantly updated by means
of pseudo-random walks. Table T gets refreshed one entry every 32 steps, via
application of the following two operations:

u—u+1

Tu] — Tlu] + (T[j] > 13).
(Symbol x >> a means a circular rotation to the right of the double word z by
a bits).

! Note that Mv3 supports various key sizes of up to 8192 bits. However, the security
claims are only for keys of size up to 256 bits.
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In other words, the u-th element of the table, where u sweeps through the
table in a round-robin fashion, gets updated using T'[;].

In its turn, index j walks (in every step, which can be idealized as a random
walk) as follows:

j—Jj + (B[i] mod 256),
where 7 is the index of the loop. Index j is also used to update x:
x—z+ T[],

which is used to fill buffer C' by C[i] — (x >> 8).
Also, every 32 steps the multiplier ¢ is additively and multiplicatively refreshed
as follows:

¢ c+ (A]0] >> 16)
c—cVl1

¢« c* (can be replaced by c « ¢?)

Main loop. The last ingredient of the cipher (except for the key setup) is the
instruction for producing the output. This instruction takes the following form:

output: (x-c) @ A]9i+5] @ (B[7i + 18] >> 16).

The product z - ¢ of two 32-bit numbers is taken modulo 232.
Putting it all together, the main loop of the cipher is the following:

Input: length len
Output: stream of length len
repeat len/32 times
for i =0 to 31
Jj < 7+ (B[i] mod 256)
x — z+ T[j]
Cli] < (z>>38)
output (z - c) ® A[9i + 5] & (B[7i + 18] >> 16)
end for
u<+—u-+1
Tlu) — Tu] + (T[5] > 13)
¢ c+ (A]0] >> 16)
c—cVl1
¢« c? (can be replaced by ¢« ¢3)
A— B, B—C
end repeat

Key initialization. The key initialization algorithm accepts as inputs a key
K of length keylength, which can be any multiple of 32 less than or equal to
8192 (we recommend at least 96 bits), and an initial vector IV of the same
length as the key. The key remains the same throughout the entire encryption
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session, though the initial vector changes occasionally. The initial vector is pub-
licly known, but should not be easily predictable. For example, it is possible to
start with a “random” IV using a (possibly insecure) pseudo-random number
generator known to the attacker, and then increment the IV by 1 every time
(see Section [L.2).

The key initialization algorithm is the following:

Input: key key and initial vector I'V, both of length keylength double words
Output: internal state that depends on the key and the I'V
Jyx,u—0
c—1
fill A, B,C,T with 0zEF
for i=0 to 3
for =0 to 255
Tli+1] <« T[i + 1] + (key[l mod keylength] =>> 8i) + 1.
end for
produce 1024 bytes of Mv3 output
encrypt T with the resulting key stream
end for
fori=4 to 7
for /=0 to 255
Tli+1] < T[i + 1] + (IV[l mod keylength] =>> 8i) + .
end for
produce 1024 bytes of Mv3 output
encrypt T with the resulting key stream
end for

Note that when only the IV is changed, only the second half of the key
initialization is performed.

3 Design Rationale

In this section we describe more of the motivating principles behind the new
cipher.

Internal state. The internal state of the cipher has a huge size of more than
11,000 bits. This makes guess-and-determine attacks on it (like the attack against
RC4 in [K+98]) much slower than exhaustive key search, even for very long keys.
In addition, it also secures the cipher from time/memory tradeoff attacks trying
to invert the function f : State — Output, even for large key sizes. More detail
on the security of the cipher with respect to these attacks appears in Section [l

The buffers A, B, C and table T', as well as the indices j, ¢, and x should
never be exposed. Since the key stream is available to the attacker and depends
on this secret information, the cipher strictly adheres to the following design
principles:
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Principle 1. Output words must depend on as many secret words as possible.
Principle 2. Retire information faster than the adversary can exploit it.

As the main vehicle towards these goals, we use random walks (or, more
precisely, pseudo-random walks, as the cipher is fully deterministic).

Updates. The updates of the internal state are based on several simultaneously
applied random walks. On the one hand, these updates are very simple and
can be efficiently implemented. On the other hand, as shown in the Appendix,
the update mechanism allows one to mathematically prove some randomness
properties of the sequence of internal states. Note that the random walks are
interleaved, and the randomness of each one of them relies on the randomness of
the others. Note also that the updates use addition in Z/2"Z and not a bitwise
XOR operation. This partially resolves the problem of high-probability short
correlations in random walks: In an undirected random walk, there is a high
probability that after a short number of steps the state returns to a previous
state, while in a directed random walk this phenomenon does not exist. For
example, if we would use an update rule x «— z @ T[j], then with probability
278 (rather than the trivial 2732) 2 would return to the same value after two
steps. The usage of addition, which unlike XOR is not an involution, prevents
this property. However, in the security proof for the idealized model we use the
undirected case, since the known proofs of rapid mixing (like the theorem of
Alon and Roichman [AR94]) refer to that case.

Introducing nonlinearity. In order to introduce some nonlinearity we use a
multiplier ¢ that affects the cipher output in a multiplicative way. The value of ¢
is updated using an expander graph which involves both addition and multipli-
cation, as explained in the Appendix. It is far from clear the squaring or cubing
operation still leaves the mixing time small and our theorem addresses this.

Our update of ¢ involves a step ¢ < ¢V 1. This operation may at a first seem
odd, since it leaks LSB(c) to attacker, who may use it for a distinguishing attack
based only on the LSB of outputs, ignoring ¢ entirely. However, this operation is
essential, since otherwise the attacker can exploit cases where ¢ = 0, which occur
with a relatively high probability of 2716 due to the ¢ + ¢? operation (and last
for 32 steps at a time). In this situation, they can disregard the term x - ¢ and
devise a guess-and-determine attack with a much lower time complexity than
the currently possible one.

Sequencing rule. The goals of this step were explained in section 1.3. Our
output rule is based on the following general structure: The underlying walk
O, X1y ---5Tp,--- 1s transformed into the output yo,y1,-..,Yn,... via a linear
transformation:

Yi = Tpy DTy @ D Ty

Without loss of generality, we assume that the indices are sorted n;; < n; <
-+ < nig. Let N'= {n;;}. The set N is chosen to optimize the following para-
meters:
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1. Minimize the latency and the buffer size required to compute y;. To this end,
we require that there will be two constants m and C, between 64 and 256,
such that ¢ — C' < n;; <@ for each ¢ > m and 1 < j < k. We additionally
constrain n;; = 4 for all i > m;

2. Maximize the minimal size of a set of pairs x;,z;41 that can be expressed
as a linear combination of y’s. More precisely, we seek to maximize a such
that the following holds for some ji,...,j, > m and i1,...,%,:

(Ti, @iy +1) D (Ti, OTip41) D+ B (T4, DTiy 1) = Yj, OYj -+ DYyp,- (3.1)

Notice that the value of b has not been constrained, since usually this value
is not too high and the attacker can obtain the required data.

Intuitively speaking, the second constraint ensures that if the smallest feasible
a is large enough, no linear properties of the x walk propagate to the y walk.
Indeed, any linear function on the y walk can be expressed as a function on the
x walk. Since the x walk is memoryless, any linear function on a subset of z’s
can be written as a XOR of linear functions on the intervals of the walk. Each
such interval can in turn be broken down as a sum of pairs. If a is large enough,
no linear function can be a good distinguisher. Note that we concentrate on the
relation between consecutive values of the state x, since in a directed random
walk such pairs of states seem to be the most correlated ones.

Constructing the set A can be greatly simplified if A" has periodic structure.
Experiments demonstrate that for sequences with period 32 and k = 3, a can be
as large as 12. Moreover, the best sequences have a highly regular structure, such
as nj1 = % — (5k mod 16) and n;2 = ¢ — 16 — (3k mod 16), where k& = i mod 16.
For larger periods a cannot be computed directly; an analytical approach is
desirable.

As soon as the set of indices is fixed, y; for ¢ > m can be output once z;
becomes available. The size of the buffer should be at least i — n;; for any i > m
and j. If N is periodic, retiring older elements can be trivially implemented
by keeping several buffers and rotating between them. We note that somewhat
similar buffers where used recently in the design of the stream cipher Py [BS05].

More precisely, if we choose the period P = 32 and k = 3, i.e. every output
element is an XOR of three elements of the walk, the output rule can be imple-
mented by keeping three P-word buffers, A, B, and C. Their content is shifted
to the left every P cycles: A is discarded, B moves to A, and C' moves to B. The
last operation can be efficiently implemented by rotating pointers to the three
buffers.

The exact constants chosen for n;; in the output rule are chosen to maxi-
mize the girth and other useful properties of the graph of dependencies between
internal variables and the output, which is available to the attacker.

Rotations. Another operation used both in the output rule and in the update of
the internal state is bit rotation. The motivation behind this is as follows: all the
operations used in Mv3 except for the rotation (that is, bitwise XOR, modular
addition and multiplication) have the property that in order to know the k least
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significant bits of the output of the operation, it is sufficient to know the k least
significant bits of the input. An attacker can use this property to devise an attack
based on examining only the k least significant bits of the output words, and
disregard all the other bits. This would dramatically reduce the time complexity
of guess-and-determine attacks. For example, if no rotations were used in the
cipher, then a variant of the standard guess-and-determine attack presented in
Section @l would apply. This variant examines only the least significant byte of
every word, and reduces the time complexity of the attack to the fourth root of
the original time complexity.

One possible way to overcome this problem is to use additional operations that
do not have this problematic property, like multiplication in some other modular
group. However, such operations slow the cipher significantly. The rotations used
in MV3 can be efficiently implemented and prevent the attacker from tracing only
the several least significant bits of the words. We note that similar techniques
were used in the stream cipher SOSEMANUK [B+05] and in other ciphers as well.

Key setup. Since the bulk of the internal state is the table T', we concentrate
on intermingling 7" and the pair (key, IV). Once T is fully dependent on the key
and the IV, the revolving buffers and other internal variables will necessarily
follow suit.

We have specified that the IV be as long as the key in order to prevent
time/memory tradeoff attacks that try to invert the function g : (key, IV) —
Output. The I'V is known to the attacker but should not be easily predictable.
One should avoid initializing the I'V to zero at the beginning of every encryp-
tion session (as is frequently done in other applications), since this reduces the
effective size of the IV and allows for better time/memory tradeoff attacks. A
more comprehensive study of the security of Mv3 with respect to time/memory
tradeoff attacks is presented in Section Ml

We note that the key initialization phase is relatively slow. However, since
the cipher is intended for encrypting long streams of data, the fast speed of
the output stream generation compensates for it. We note that since the IV
initialization phase is also quite slow, the IV should not be re-initialized too
frequently.

4 Security

Mv3 is designed to be a fast and very secure cipher. We are not aware of any
attacks on Mv3 faster than exhaustive key search even for huge key sizes of more
than 1000 bits (except for the related key attacks in Section [6]), but have only
made security claims up to a 256-bit key size. In this section we analyze the
security of Mv3 against various kinds of cryptanalytic attacks.

4.1 Tests

We ran the cipher through several tests. First, we used two well-known batteries
of general tests. One is Marsaglia’s time-tested DIEHARD collection [Mar97],
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and the other is the NIST set of tests used to assess AES candidates [R+01]
(with corrections as per [KUHO04]). Both test suites were easily cleared by Mv3.

In light of attacks on the first few output bytes of Rc4 [MS01), Mir02], the most
popular stream cipher, we tested the distribution of the initial double words of
MV3 (by choosing a random 160-bit key and generating the first double word of
the output). No anomalies were found.

RC4’s key stream is also known to have correlations between the least signif-
icant bits of bytes one step away from each other [Gol97]. Neither of the two
collections of tests specifically targets bits in similar positions of the output’s
double words. To compensate for that, we ran both DIEHARD and NIST’s tests
on the most and the least significant bits of 32-bit words of the key stream.
Again, none of the tests raised a flag.

4.2 Time/Memory/Data Tradeoff Attacks

There are two main types of TMDTO (time/memory/data tradeoff) attacks on
stream ciphers.

The first type consists of attacks that try to invert the function f : State —
Output (see, for example, [BS00]). In order to prevent attacks of this type, the
size of the internal state should be at least twice larger than the key length.
In MVv3, the size of the internal state is more than 11,000 bits, and hence there
are no TMDTO attacks of this type faster than exhaustive key search for keys
of less than 5,500 bits length. Our table sizes are larger than what one may
expect to be necessary to make adequate security claims, but we have chosen
our designs so that we can keep our analysis of the components transparent, and
computational overhead per word of output minimal. We intend to return to
this in a future paper and propose an algorithm where the memory is premium,
based on different principles for light weight applications.

The second type consists of attacks that try to invert the function g : (Key, IV)
— Output (see, for example, [HS05]). The IV should be at least as long as the
key — as we have mandated in our key initialization — in order to prevent such
attacks faster than exhaustive key search. We note again that if the I'V’s are used
in some predictable way (for example, initialized to zero at the beginning of the
encryption session and then incremented sequentially), then the effective size of
the I'V is much smaller, and this may enable a faster TMDTO attack. However,
in order to overcome this problem the I'V does not have to be “very random”.
The only thing needed is that the attacker will not be able to know which I'V
will be used in every encryption session. This can be achieved by initializing the
IV in the beginning of the session using some (possibly insecure) publicly known
pseudo-random number generator and then incrementing it sequentially.

4.3 Guess-and-Determine Attacks

A guess-and-determine attack against RC4 appears in [K+98]. The attack can
be adapted to Mv3 (the details of this modification are given in the full version
of this paper). However, the time complexity of this attack is quite large — more



12 N. Keller et al.

than 22000 since the attacker starts with guessing more than 2000 bits of the
state. Hence, this attack is slower than exhaustive key search for keys of less
then 2000 bits length.

4.4 Guess-and-Determine Attacks Using the Several Least
Significant Bits of the Words

Most of the operations in Mv3 allow the attacker to focus the attack on the
k least significant bits, thus dramatically reducing the number of bits guessed
in the beginning of the attack. We consider two reasonable attacks along these
lines.

The first attack concentrates on the least significant bit of the output words.
In this case, since the least significant bit of ¢ is fixed to 1, the attacker can
disregard c at all. However, in this case the attacker cannot trace the values of 7,
and guessing them all the time will require a too high time complexity. Hence,
it seems that this attack is not applicable to MV3.

The second attack concentrates on the eight least significant bits of every
output word. If there were no rotations in the update and output rules, the
attacker would indeed be able to use her guess to trace the values of j and
the eight least significant bits in all the words of the internal state. This would
result in an attack with time complexity of about 26°°. However, the rotations
cause several difficulties for such an attack, because guesses in consecutive loops
cannot be combined together.

Hence, it seems that both of the attacks cannot be applied, unless the attacker
guesses the full values of all the words in two buffers, which leads to the attack
described in subsection 3] (with a time complexity of more than 22000).

4.5 Linear Distinguishing Attacks

Linear distinguishing attacks aim at distinguishing the cipher output from ran-
dom streams, using linear approximations of the non-linear function used in the
cipher — in our case, the random walk.

In [CHJ02], Coppersmith et al. developed a general framework to evaluate
the security of several types of stream ciphers with respect to these attacks. It
appears that the structure of Mv3 falls into this framework, to which [CHJ02,
Theorem 6] directly applies:

Theorem 1. Let € be the bias of the best linear approximation one can find for
pairs i, xi11, and let An(a) be the number of equations of type (31) that hold
for the sequence Y, Ym+1,--.. Then the statistical distance between the cipher
and the random string is bounded from above by
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Note that for e < 1/2, the bound (@I is dominated by the term with the
smallest a, which equals to 12 in our case. Since the relation between z; and x;11
is based on a random walk, € is expected to be very small. Since the statistical
distance is of order €24, we expect that the cipher cannot be distinguished from a
random string using a linear attack, even if the attacker uses a very long output
stream for the analysis.

4.6 Related-Key Attacks and Key Schedule Considerations

Related key attacks study the relation between the key streams derived from
two unknown, but related, secret keys. These attacks can be classified into dis-
tinguishing attacks, that merely try to distinguish between the key stream and
a random stream, and key recovery attacks, that try to find the actual values of
the secret keys.

One of the main difficulties in designing the key schedule of a stream cipher
with a very large state is the vulnerability to related-key distinguishing attacks.
Indeed, if the key schedule is not very complicated and time consuming, an
attacker may be able to find a relation between two keys that propagates to a
very small difference in the generated states. Such small differences can be easily
detected by observing the first few words of the output stream.

It appears that this difficulty applies to the current key schedule of mMv3.
For long keys, an attacker can mount a simple related-key distinguishing attack
on the cipher. Assume that keylength = 8192/t. Then in any step of the key
initialization phase, every word of the key affects exactly ¢ words in the T array,
after which the main loop of the cipher is run eight times and the output stream
is xORed (bit-wise) to the content of the T array. The same is repeated with the
IV replacing the key in the I'V initialization phase.

The attacker considers encryption under the same key with two IV's that
differ only in one word. Since the key is the same in the two encryptions, the
entire key initialization phase is also the same. After the first step of the IV
initialization, the intermediate values differ in exactly ¢ words in the T array.
Then, the main loop is run eight times. Using the random walk assumption, we
estimate that, with probability (1 — #/256)256 each of the corresponding words
in the respective T arrays used in these eight loops are equal, making the output
stream equal in both encryptions. Hence, with probability (1 — /256)255, after
the first step of the IV initialization the arrays A, B, and C are equal in both
encryptions and the respective T' arrays differ only in ¢ words.

The same situation occurs in the following three steps of the I'V initialization.
Therefore, with probability H;}:l(l — t£/256)2°¢ all of the corresponding words
used during the entire initialization phase are equal in the two encryptions. Then
with probability (1 — 4t/256)32 all of the corresponding words used in the first
loop of the key stream generation are also equal in the two encryptions, resulting
in two equal key streams. Surely this can be easily recognized by the attacker
after observing the key stream generated in the first loop.
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In order to distinguish between MV3 and a random cipher, the attacker has to
observe about M = [[,_, (1 — £/256) 256 . (1 — 4¢/256) 32 pairs of related IV,
and for each pair she has to check whether there is equality in the first 32 key
stream words. Hence, the data and time complexities of the attack are about
2100 For keys of length at least 384 bits, this attack is faster than exhaustive
key search. Note that (somewhat counter intuitively) the attack becomes more
efficient as the length of the key is increased. The attack is most efficient for 8192-
bit keys, where the data complexity is about 2'° bits of key stream encrypted
under the same key and 2'° pairs of related IVs, and the time complexity is
less than 232 cycles. For keys of length at most 256 bits, the data and time
complexities of the attack are at least 2618 and hence the related-key attack is
much slower than exhaustive key search.

If we try to speed up the key schedule by reducing the number of loops
performed at each step of the key schedule, or by inserting the output of the
eight loops into the T" array (as opposed to XORing it bit-wise to the content of
the T array), the complexity of the related-key attack is reduced considerably.
These details are given in the full version of the paper.

Hence, the related-key attack described above is a serious obstacle to speeding
up the key schedule. However, we note that the related-key model in general, and
in particular its requirement of obtaining a huge number of encryptions under
different related-IV pairs, is quite unrealistic.

4.7 Other Kinds of Attacks

We subjected the cipher to other kinds of attacks, including algebraic attacks
and attacks exploiting classes of weak keys. We did not find any discrepancies
in these cases.

5 Summary

We have proposed a new fast and secure stream cipher, Mv3. The main attributes
of the cipher are efficiency in software, high security, and its basis upon clearly
analyzable components.

The cipher makes use of new rapidly mixing random walks, to ensure the
randomness in the long run. The randomness in the short run is achieved by
revolving buffers that are easily implemented in software, and break short cor-
relations between the words of the internal state.

The cipher is word-based, and hence is most efficient on 32-bit processors. On
a Pentium IV, the cipher runs with a speed of 4.8 clocks a byte.
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A Appendix: Mathematical Background

The good long term randomness properties of the internal state of MVv3 are
achieved by updates using rapidly mixing random walks. Actually, the walks are
only pseudo-random since the cipher is fully deterministic, but we desire the
update rule to be as close as possible to a random walk. In this appendix we
recall some mathematics used to study random walks, such as expander graphs
and the rapid mixing property, with a focus on the types of random walks used
in the cipher.

Rapidly Mixing Random Walks and Expander Graphs

Recall that a random walk on a graph starts at a node zp, and at each step
moves to a node connected by one of its adjacent edges at random. A lazy
random walk is the same, except that it stays at the same node with probability
1/2, and otherwise moves to an adjacent node at random. Intuitively, a random
walk is called “rapidly mixing” if, after a relatively short time, the distribution
of the state of the walk is close to the uniform distribution — regardless of the
initial distribution of the walk.

Next, we come to the notion of expander graph. Let I" be an undirected k-
regular graph on N < oo vertices. Its adjacency operator acts on L2(I") by
summing the values of a function at the neighbors of a given vertex:

(Af)@) = Y f©). (A1)

T~y

The spectrum of A is contained in the interval [—k, k]. The trivial eigenvalue A = k
is achieved by the constant eigenvector; if the graph is connected then this eigen-
value has multiplicity 1, and all other eigenvalues are strictly less than k. A se-
quence of k-regular graphs (where the number of vertices tends to infinity) is cus-
tomarily called a sequence of expanders if all nontrivial eigenvalues A of all the
graphs in the sequence satisfy the bound |A| < k — ¢ for an absolute constant c.
We shall take a slightly more liberal tack here and consider graphs which satisfy
the weaker eigenvalue bound |A| < k — c(log N)~4 for some constant A > 0.

The importance of allowing the lenient eigenvalue bound |A| < k—c(log N)~4
is that a random walk on such a graph mixes in polylog(N) time, even if A >
0. More precisely, we have the following estimate (see, for example, [JMV05]
Proposition 3.1]).
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Proposition A.1. Let I' be a regular graph of degree k on N vertices. Suppose

that the eigenvalue A of any nonconstant eigenvector satisfies the bound |\ < o

for some o < k. Let S be any subset of the vertices of I', and x be any vertex in
1/2

I'. Then a random walk of any length at least % starting from x will

land in S with probability at least % = %

Indeed, with 0 = k — c(log N)~4, the random walk becomes evenly distributed
in the above sense after O((log N)A+!) steps.

Next, we come to the issue of estimating the probability that the random walk
returns to a previously visited node. This is very important for cryptographic
purposes, since short cycles lead to relations which an attacker can exploit. The
following result gives a very precise estimate of how unlikely it is that a random
walk returns to the vertex it starts from. More generally, it shows that if one has
any set S consisting of, say, one quarter of all nodes, then the number of visits
of the random walk to this set will be exceptionally close to that of a purely
random walk in the sense that it will obey a Chernoff type bound. This in turn
allows one to show that the idealized cipher passes all the moment tests.

Theorem A.2. ([Gi98, Theorem 2.1]) Consider a random walk on a k-regular
graph I on N wertices for which the second-largest eigenvalue of the adjacency
operator A equals k — ek, € > 0. Let S be a subset of the vertices of I', and t,
the random variable of how many times a particular walk of n steps along the
graph lands in S. Then, as sampled over all random walks, one has the following
estimate for any x > 0:

Prob [

S| TE\ 42 (20m)
2 s o < (14 22 emetereom) | A2
Sl (1+ 10n> ¢ (A-2)

Thus even with a moderately small value of €, the random walk avoids dwelling
in any one place overly long.

In practice, algorithms often actually consider random walks on directed graphs.
The connection between rapid mixing of directed graphs (with corresponding ad-
jacency /transition matrix M) and undirected graphs is as follows. A result of J.
Fill shows that if the additive reversalization (whose adjacency matrix is M + M?)
or multiplicative reversalization (whose adjacency matrix is M M*) rapidly mixes,
then the lazy random walk on the directed version also rapidly mixes. From this
it is easy to derive the effect of having no self-loops as well. Moreover, if the undi-
rected graph has expansion, then so does the directed graph — provided it has
an Eulerian orientation. It is important to note that this implication can also be
used to greatly improve poorly mixing graphs, which is the genesis of the graph
in Theorem [A3]

Expander graphs are natural sources of (pseudo)randomness, and have nu-
merous applications as extractors, de-randomizers, etc. (see [HLWO0G]). However,
there are a few practical problems that have to be resolved before expanders can
be used in cryptographic applications. One of these, as mentioned above, is a
serious security weakness: the walks in such a graph have a constant probability
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of returning to an earlier node in constant number of steps. It is possible to solve
this problem by adding the current state (as a binary string) to that of another
process which has good short term properties, but this increases the cache size.
In addition, if the graph has large directed girth (i.e. no short cycles), then the
short term return probabilities can be minimized or even eliminated.

Additive Random Walks on Z/2"Z

Most of the random walks used in the cipher, namely the random walks used
in the updates of j, z, and T, are performed in the additive group Z/2"Z. The
mixing properties of these walks can be studied using results on Cayley graphs
of this group. In general, given a group G with a set of generators S, the Cayley
graph X (G, S) of G with respect to S is the graph whose vertices consist of
elements of G, and whose edges connect pairs (g, gs;), for all g € G and s; € S.

Alon and Roichman [AR94] gave a detailed study of the expansion proper-
ties of abelian Cayley graphs, viewed as undirected graphs. They showed that
X (G, S) is an expander when S is a randomly chosen subset of G whose size is
proportional to log |G|, and hence random walks on them mix rapidly on them.

Using second-moment methods it can be shown that their graphs are ergodic
(and also that the length of the shortest cycle is within a constant factor of
log |I'|) with overwhelming probability over the choice of generators. The sig-
nificance of this is that we need not perform a lazy random walk, which would
introduce undesirable short term correlations as well as waste cycles and com-
promise the cryptographic strength.

In MV 3, the rapid mixing of the random walks updating x, j and T follows from
the theorem of Alon and Roichman. For example, consider the update rule of x
of the form z < z + T'[j]. The update rule corresponds to a random walk on the
Cayley graph X (G, S) where G is the additive group Z/2"Z and S consists of the
256 elements of the T register. Note that we have |S| = 4log,(|G|). In order to
apply the theorem of Alon and Roichman we need that the elements of the T" array
will be random and that the walk will be random, that is, that j will be chosen
each time randomly in {0, ...,255}. Hence, assuming that j and T are uniformly
distributed, we have a rapid mixing property for . Similarly, one can get rapid
mixing property for j using the randomness of x.

Non-linear Random Walks

In order to introduce some nonlinearity to the cipher, we use a multiplier ¢ that
affects the cipher output in a multiplicative way. The multiplier itself is updated
using a nonlinear random walk that mixes addition and multiplication operations.
The idealized model of this random walk is described in the following theorem:

Theorem A.3. Let N and r be relatively prime positive integers greater than
1, and 7 an integer such that v = 1 (mod N). Let I" be the j-valent graph on
Z/NZ in which each vertex x is connected to the vertices r(xz + 1), r(x — 1),
7z + 1, and rx — 1. Then there exists a positive constant ¢ > 0, depending only
on 1, such that all nontrivial eigenvalues \ of the adjacency matrix of I' either
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satisfy the bound |\| < 4—c(log N)~2, or are of the form \ = 4 cos(2wk/N) for k
satisfying rk = k(mod N). In particular, if N is a power of 2 and (r—1, N) = 2,
then I' is a bipartite graph for which all eigenvalues not equal to +4 satisfy
Al <4 —c(log N)~2.

The proof of the theorem can be found in the full version of the paper. The
result means that for a fixed r, I' is an expander graph in the looser sense that
its eigenvalue separation is at least ¢/(log N)? for N large. This is still enough to
guarantee that the random walk on the graph mixes rapidly (i.e. in polylog(N)
time).

We note that although we use an additive notation, the theorem holds for any
cyclic group, for example a multiplicative group in which the multiplication by
r corresponds to exponentiation (this is the non-linearity we are referring to).
Also the expressions r(z = 1), 7z = 1 may be replaced by r(z £ g), 7z £ g for
any integer g relatively prime to N. Additionally, the expansion remains valid if
a finite number of extra relations of this form are added.

The operation used in the Mv3 cipher algorithm itself is slightly different: it
involves not only addition steps, but also a squaring or cubing step. Though this
is not covered directly the Theorem, it is similar in spirit. We have run exten-
sive numerical tests and found that this operation can in fact greatly enhance the
eigenvalue separation, apparently giving stronger eigenvalue bounds of the form
|A| < o for some constant o < 4.
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Abstract. SHACAL-1 is a 160-bit block cipher with variable key length
of up to 512-bit key based on the hash function SHA-1. It was submit-
ted to the NESSIE project and was accepted as a finalist for the 2nd
phase of evaluation. Since its introduction, SHACAL-1 withstood exten-
sive cryptanalytic efforts. The best known key recovery attack on the full
cipher up to this paper has a time complexity of about 242° encryptions.

In this paper we use an observation due to Saarinen to present an
elegant related-key attack on SHACAL-1. The attack can be mounted
using two to eight unknown related keys, where each additional key re-
duces the time complexity of retrieving the actual values of the keys by
a factor of 2°2. When all eight related-keys are used, the attack requires
21013 related-key chosen plaintexts and has a running time of 2'°*3 en-
cryptions. This is the first successful related-key key recovery attack on
a cipher with varying round constants.

1 Introduction

In 1993, NIST has issued a standard hash function called Secure Hash Algorithm
(FIPS-180) [27]. Later this version was named SHA-0, as NIST published a
small tweak to this standard called SHA-1 in 1995. Both SHA-0 and SHA-1 are
Merkle-Damgard hash functions with compression function that accept blocks
of 512 bits and chaining values of 160 bits (which is also the digest size). Later,
NIST has published three more standard hash functions as part of FIPS-180:
SHA-256, SHA-384 and SHA-512. Each of the new hash functions has a digest
size corresponding to its number, i.e., SHA-256 has a 256-bit digest, etc. Recently,
NIST has issued another hash function, SHA-224, that has a digest size of 224
bits.
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Both SHA-0 and SHA-1 were subjected to a great deal of analysis [2,3,12,30,
32,34] In the last two years there was a major progress in the attacks on both
of the hash functions. This progress included finding a collision in SHA-0, and
devising an algorithm that can find a collision in SHA-1 in less than 262 SHA-1
applications [2J330/32/34]. The new techniques are based on finding good dif-
ferentials of the compression function of SHA-1 and combining them with some
novel plaintext modification techniques.

In 2000 it was suggested to use the compression function of SHA-1 as a block
cipher [15]. Later this suggestion was named SHACAL-1 and submitted to the
NESSIE project [16]. SHACAL-1 is a 160-bit block cipher with a variable key
length (0-512 bits) and 80 rounds based on the compression function of SHA-1.
The cipher was selected as a NESSIE finalist, but was not selected for the
NESSIE portfolio [25].

Several papers analyze the strength of SHACAL-1 as a block cipher [6/T7[20021].
These papers apply differential, amplified boomerang, rectangle and related-key
rectangle attacks to reduced-round variants of SHACAL-1. The best known attack
on SHACAL-1 that does not use related-keys is a rectangle attack on 49-round
SHACAL-1 [6].

In a recent paper a transformation of the collision-producing differentials
of SHA-1 presented in [32] was used to devise the first known attack on the
full SHACAL-1 [I3]. The attack is a related-key rectangle attack that requires
21598 chosen plaintexts encrypted under four related keys and has a time com-
plexity of 2423 encryptions.

In [23], Saarinen observed that it is possible to construct slid pairs in the
compression function of SHA-1 using about 2°7 chosen chaining values (for two
different blocks of message). Saarinen used the slid pairs to mount a related-
key distinguishing attack against SHACAL-1 requiring 2°7 chosen plaintexts
encrypted under two related keys and time complexity of 297 encryptions.

In this paper we use the results of [23] to devise key-recovery attacks against
the full SHACAL-1 with much lower data and time complexities than previously
known. The attacks use between two and eight unknown related keys, where
each additional key reduces the time complexity of retrieving the actual values
of the keys by a factor of 262. When all eight related-keys are used, the attack
requires 2193 related-key chosen plaintexts and has a running time of 21013
encryptions. A comparison of the known attacks on SHACAL-1 along with our
new results is presented in Table [II

This is the first time a related-key attack succeeds against a cipher with
varying round constants. Moreover, this is the first case, where the related-key
process is used with some probability without combining it with other attacks,
e.g., related-key differentials [19] or related-key rectangle attack [7I20/17].

This paper is organized as follows: In Section [2] we describe the block cipher
SHACAL-1. In Section B we describe the previously known results on SHACAL-
1. We shortly describe Saarinen’s main observation on SHA-1 in Section @l In
Section [f] we present our new related-key attack on SHACAL-1. We summarize
the paper in Section [6l
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Table 1. Summary of Our Results and Previously Known Results on SHACAL-1

Attack & Source Number of Rounds Complexity
Keys Rounds Data Time
Differential [21] 1 41 0-40 2" Cp 271

47 046 2'98° CP 25084
47 0*46 2151.9 CP 24826
49 29 77 91519 ¢ 9508.5
59 058 27T RK-CP 2%%°
70 069 2% RK-CP 2°00!
80  0-79 2'9® RK-CP 2%
80  0-79 2'98 RK-CP 2°0%2
80 079 277 RK-CP 27
Related Key (Section [5) 80 0-79 27 RK-CP 2347
Related Key (Section () 80 0-79 25 RK-CcP 2%
Related Key (Section [ 8 80 0-79 2013 RK-cp 2'0%3
Complexity is measured in encryption units.

! — Distinguishing attack

CP — Chosen Plaintexts, CC — Chosen Ciphertexts, RK — Related-Key

Amplified Boomerang [21]

Rectangle [6]

Rectangle [0]

Related-Key Rectangle [20]

Related-Key Rectangle [17]
[13]
[13]

Related-Key Rectangle [13
Related-Key Rectangle [13
Slide T [23]

NN R DN =

2 Description of SHACAL-1

SHACAL-1 [16] is a 160-bit block cipher supporting variable key lengths (0-512
bits). It is based on the compression function of the hash function SHA-1 [27].
The cipher has 80 rounds (also referred as steps) grouped into four types of 20
rounds eachl]

The 160-bit plaintext is divided into five 32-bit words — A, B,C, D and FE.
We denote by X; the value of word X before the ith round, i.e., the plaintext
P is divided into Ay, By, Cy, Dy and Ey, and the ciphertext is composed of
Ago, Bgo, Cso, Dgo and Egg.

In each round the words are updated according to the following rule:

Aiv1 = Wi+ ROTL5(A;) + fi(Bi, Ci, D;) + E; + K

Bip1 = A;
Ciy1 = ROT L3o(B;)
Dy =C;
Eip1=D;

where + denotes addition modulo 232, ROTL;(X) represents rotation to the
left by j bits, W; is the round subkey, and K is the round constant [ There are
three different functions f;, selected according to the round number:

! To avoid confusion, we adopt the common notations for rounds. In [I6] the notation
step stands for round, where round is used for a group of 20 steps.

2 This time we adopt the notations of [1I6], and alert the reader of the somewhat
confusing notations.
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fi(X,Y,2) = fif = (X&Y)|(-X&Z) 0<i<19
[ilX,Y, Z) = foor = (X DY @ 2) 20 <i<39,60<i<79
Fi(X, Y, Z) = frnaj = (X&Y)|(X&2Z)|(Y&Z)) 40 <i <59

There are also four round constants:

Rounds K; Rounds K;
0-19 5A827999., 20-39 6FED9FEBAIl,
40-59 8F1BBCDC, 60-79 CA62C1D6,

In [I6] it is strongly advised to use keys of at least 128 bits, even though
shorter keys are supported. The first step in the key schedule algorithm is to
pad the supplied key into a 512-bit key. Then, the 512-bit key is expanded into
eighty 32-bit subkeys (or a total of 2560 bits of subkey material). The expansion
is done in a linear manner using a linear feedback shift register (over GF(232)).

The key schedule is as follows: Let My,..., Mis be the 16 key words (32
bits each). Then the round subkeys Wy, ..., Wrg are computed by the following
algorithm:

W, = M; 0<2<15
v ROTLy(W;—3 ® W;_g @ Wi_14 ® W;_16) 16 <+ <79

3 Previous Results

A preliminary differential and linear analysis of the properties of the compression
function of SHA-1 as a block cipher is presented in [I5]. The found differentials
are relatively short (10 rounds) and have probabilities varying between 2713 and
2726 (depending on the round functions).

In [28] these differentials are improved, and 20-round differentials with prob-
ability 274! are presented. In [2I] another set of differentials of SHACAL-1 is
presented, including a 30-round differential with probability 27130,

In [21] a 21-round differential for rounds 0-20 and a 15-round differential for
rounds 21-35 are combined to devise an amplified boomerang distinguisher [I§]
for 36-round SHACAL-1. This distinguisher is used to attack 39-round SHACAL-
1 using 2585 chosen plaintexts and about 2259® 39-round SHACAL-1 encryptions.
The attack is based on guessing the subkeys of the three additional rounds, and then
checking whether the distinguisher succeeds. This approach is further extended
to attack 47-round SHACAL-1 before exhaustive key search becomes faster than
this attack. Another attack presented in [21] is a differential attack on 41-round
SHACAL-1. The success of these attacks was questioned and resolved in [6].

Besides resolving the problems with previous attacks, in [6] a rectangle at-
tack on 49-round SHACAL-1 is presented. The attack requires 2'°1? chosen
plaintexts, and has a running time equivalent to 2°%%:% 49-round SHACAL-1
encryptions.

In [20] a related-key rectangle attack with two keys is presented against 59-
round SHACAL-1. This attack has a data complexity of 2147 related-key chosen
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plaintexts and a time complexity of 24%8-3 59-round SHACAL-1 encryptions. This
attack is improved in [I7] to a related-key rectangle attack with four keys on 70-
round SHACAL-1. The improved attack has a data complexity of 2!51-® related-
key chosen plaintexts, and a time complexity of 25991 70-round SHACAL-1
encryptions.

Using the improved differentials of SHA-1 found in [32] and some improved
key recovery techniques, two related-key rectangle attacks with four keys on
the full SHACAL-1 are given in [13]. The first has a data complexity of 2%9-
related-key chosen plaintexts and a time complexity of 24230 encryptions, and
the second has a data complexity of 21538 related-key chosen plaintexts and a
time complexity of 25942 encryptions.

Summarizing the known attacks on SHACAL-1, the best known attacks against
SHACAL-1 use the rectangle technique. The best attack in the related-key model
is applicable against the full SHACAL-1, while the best chosen plaintext attack is
applicable for a 49-round reduced variant of the cipher. Both of the attacks require
a very large amount of chosen plaintexts and a very high time complexity.

4 Slid Pairs in the Compression Function of SHA-1

4.1 Related-Key Attacks and Slid Pairs

Related key attacks [II22] are attacks that exploit relations during encryption
under different keys. Let us consider an iterated block cipher whose key schedule
is simple enough such that for any key Kj, it is possible to find K5 such that
the round subkeys K R}, K R? produced by K; and Ks, respectively, satisfy:

KR} = KR12+1

Assume that like in many ciphers, all the rounds of the cipher are the same.
For such pair of keys, if a pair of plaintexts (P;, P») satisfies P, = [rRe (P2),
where fsi(P) denotes one round encryption of P under the subkey sk, then the
corresponding ciphertexts C7 and Cy satisfy C1 = fxpri(C2), where 7 is the
number of rounds. Given such a pair of plaintexts for these related keys, it is
possible to find the keys using a very simple attack algorithm.

In [T0] Biryukov and Wagner show that the related key attacks can be applied
to ciphers that can be written as E = f. = fr o fro... 0 fi, where f; is a
“relatively simple” key-dependent function. The attack looks for two plaintexts
Py and P, satisfying the relation Po = f(P1). Such a pair is called a slid pair,
and can be used in an attack that is similar to the attack in the case of related
keys.

In the slide attack, the attacker collects 2/2 known plaintext /ciphertext pairs
(where n is the block size). For every pair of plaintexts (P;, P»), the attacker
checks whether it is a slid pair by treating the pair as a slid pair and trying
to use it to attack fi. The time complexity of the attack is 2™ applications of
the attack on f; given a slid pair. Note that the data and time complexities
are independent of the number of rounds in Ej. The slide attack was further
generalized in [SITTIT4] to be applicable to a wider range of block ciphers.
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4.2 Saarinen’s Observation

Saarinen has observed that slid pairs can be found (with some probability) in
the compression function of SHA-1, i.e., in SHACAL-1 [23]. The slid pairs are
constructed under two related message blocks, or in the case of SHACAL-1, two
related keys.

Let W = (Wy, W1, ..., Wis) be the first key, and let W* = (W, W7, ..., Wiy),
such that

e [ W 0<i<14
CT |\ Wi = ROTLi(Wis @ W Wa @ W) =15

These two keys satisfy W} = W,y for 0 < ¢ < 78.

Let P = (Ao, Bo, Co, Do, Ep) and P* = (A§, By, C§, D§, Ef) be two plaintexts
encrypted under W and W*, respectively. We denote the input to round i by
(4;, B;,C;, Dy, E;) (or with * when considering the encryption of P* under W*).
If after the first round of the encryption of P under W the following holds:

then this equality holds until round 20 of the encryption of P (or round 19 of the
encryption of P*). In order for the slid pair to retain its “slidness”, the following
equality must hold:

Wao + ROT Ls(As20) + f20(B20, C20, D20) + Eo + Koo =
Ao = A=

Wiy + ROT Ls(Alg) + fi19(B7g, Cly, Dig) + Efg + Kig

As Wao = Wiy, Agg = Ay, Bao = By, Cao = Cfy, D2g = D7y, Ez20 = ETy, the
above holds whenever

fror(B2o, C20, D20) + K20 = fif(Bao, Ca0, D20) + Kig. (2)

For a random permutation, this equality holds with probability 2732. In the
case of SHACAL-1, it was verified experimentally that the probability is close
to 2732 (see [10]).

If the transition between the IF rounds and the XOR rounds is successful,
then the equality remains until round 40 of the encryption of P. Again, with
probability close to 2732 the transition in round 40 does not affect the equality
between the respective intermediate encryption values. The same holds for the
last transition in round 60.

Thus, Saarinen concluded that the probability that (P, P*) is a slid pair
assuming that it satisfies the condition of Equation () is 27%. To achieve
such pairs, pairs of structures of 232 chosen plaintexts are chosen, such that
SetP = (A,B,C,D,z) for some fixed A, B,C, D and all possible values of z,
and SetP* = (y, A, ROT L3o(B), C, D) for all possible values of y. These struc-
tures ensure that for each P € SetP there exists P* € SetP* such that the pair
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(P, P*) satisfies the condition in Equation (). Hence, 254 pairs of structures are
expected to contain a slid pair with a relatively high probability.
In order to detect the slid pairs, we note that for a slid pair we have

Ago = A%g;  Bso = Brg; Cgso = C79; Dgo = D7g; Eso = Erg, (3)

and this gives a 128-bit filtering on the ciphertexts that can be easily executed
using a hash table. However, since we check a total number of 2128 pairs and our
filtering is only on 128 bits, we expect that for a random permutation, one pair
can also pass the filtering. In order to overcome this problem, we take 2% pairs
of structures, thus expecting to detect two slid pairs. Then we check whether the
pairs suggest the same value for the subkey of the last round. If not, we collect
some additional structures, find another slid pair and check again. With a high
probability, the right subkey will be suggested at least twice, while for a random
permutation the probability that a subkey is suggested twice is extremely low.

Therefore, the attack can distinguish between SHACAL-1 and a random per-
mutation using about 2% chosen plaintexts encrypted under two related keys,
with time complexity of about 2°® encryptions.

We note that Saarinen has also proposed an algorithm that requires only
operations to find such a slid pair in SHA-1. However, the algorithm assumes
that the attacker can control the message block (i.e., the keys) directly, and thus
it is not applicable to SHACAL-1 (unless it is in a chosen-key attack).

232

5 A Simple Related-Key Attack on SHACAL-1

The basic stage of our attack on SHACAL-1 is similar to the distinguishing
attack presented by Saarinen [23]. We encrypt some pairs of structures under
the two related keys and detect the candidate slid pairs. Now, each candidate
slid pair suggests a value for two key words — the subkey used in the last round
of the encryption under the key W* and the subkey used in the first round of
the encryption under W. At this stage, there is a difference between our attack
and the attack in [23]: In order to reduce the data complexity of the attack we
do not wait until the same key word is suggested twice, but rather continue with
all the suggested subkey values. The wrong key values can be easily discarded in
the last stage of our attack that will be described later, and hence we only need
that the right key value will be amongst the suggested ones.
The algorithm of the basic stage of the attack is as follows:

1. Repeat the following M times, when M will be specified later:

— Choose A, B,C, and D at random and ask for the encryption of SetP =
(A,B,C,D,z) for all possible values of z under W and of SetP* =
(y, A, ROT L3y(B), C, D) for all possible values of y under W*.

— Search for candidate slid pairs, i.e., pairs of ciphertexts T'=(a, b, ¢, d, e) €
SetP and T* = (a*,b*,c*,d*,e*) € SetP* such that b* = a,c* =
ROT L3y(b),d* = ¢, and e* = d. Pass to the next stage all the can-
didate slid pairs, and the respective plaintext pairs denoted by P =
(A,B,C,D,X) and P* = (Y*, A, ROT L3y(B), C, D), respectively.
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2. For each candidate slid pair, compute Wy and Wgg using the formulas:

Wo =YY" —[ROTL5(A) + fiy(B,C,D) + X + K| (4)
Wso = a* — [ROTLs(a) + fzor(b, c,d) + e + Krg] (5)

3. Output all the pairs of values (Wy, Wgo) suggested by candidate pairs.

After using the pair of related keys (W, W*), we can repeat the attack with
the related keys (W*, WW**) that satisfy the relation

Wi =ROTL (Wi 0oWse Wy o W) i=15

to retrieve two additional key words. This time the attack retrieves W and
W¢y, but due to the relation between W and W*, these values are equal to W,
and Wgy, respectively. Then, the attack can be applied again. As all the keys
are linearly dependent of each other, it is possible to combine the knowledge of
each instance of the attack into a knowledge on the original key W. Therefore,
if we repeat the attack 7 times, thus requiring 8 related keys, we get 64 -7 = 448
linear equations in the bits of the key, and the rest of the key can be found
by exhaustive search with time complexity of only 254 encryptions. Note that
if several candidates for the subkey values were suggested in some of the basic
attacks, we perform the last stage of the attack for all the possible candidates,
and still the time complexity is much below 2'%° encryptions.

Now we want to compute the minimal possible value of M such that, with a
high probability, in all the 7 applications of the basic stage of the attack the right
key will be amongst the suggested ones. Using a Poisson approximation we get
that if M = 254 . ¢ then the probability that in a single application of the basic
attack no real slid pair will be found is e~*. Hence, assuming that the basic stages
are independent we get that the probability that in all the applications there will
be at least one real slid pair is (1 —e~*)". For t = 21>, we get (1 —e~*)" ~ 0.65,
and hence the success probability of the attack is about 0.65. If we want a greater
success probability, we can increase the data complexity. For example, for t = 4
the success probability is about 0.88 and for ¢ = 8, the success probability is
greater than 0.99.

Therefore, the total data complexity of the attack is 215 .264.233 .7 ~ 21013
related-key chosen plaintexts, and the time complexity is dominated solely by
the encryption time.

The data complexity can be slightly reduced using an adaptive attack. We can
ask for structures of plaintexts to be encrypted under two related keys, until two
candidate slid pairs suggest the same subkeys (thus, with high probability, these
are the right subkeys). Once this happens, there is no need to further encrypt
plaintexts under these two related keys.

If only a smaller number of k < 8 related keys is available, we can perform
the basic stage of the attack k — 1 times and find the rest of the key bits using
exhaustive key search. We note that it is possible to reduce the time complexity
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of this search by a factor of four, by considering the fact that for slid pairs there
is a special relation between the intermediate encryption values in round 20
(presented in Equation (@])). If this relation is not satisfied, the key can be easily
discarded without completing the full encryption.

Note that if the attack is performed less than seven times, we can reduce the
number of chosen plaintexts and still expect that with a high probability, in
all the applications of the basic attack there will be at least one slid pair. For
example, for £ = 2 we can take ¢t = 1 and get success probability of 0.63, and
for k = 4 we can take t = 2 and get success probability of 0.65.

The exact time complexity of the last stage depends on the number of sub-
key candidates suggested in the basic stages. Assuming that in each stage, be-
sides the right subkey we encounter three wrong candidate values (that can-
not be discarded) at most, the total time complexity of the attack is at most
9510+2(k=1)=64(k—1) _ 9510-62(k=1) {1ia] encryptions.

We conclude that our attack with k related keys has a data complexity of at
most (k — 1) - 2985 related-key chosen plaintexts, and a running time of at most
max{ (k — 1) - 2985, 2510=62(k=1)1 tyia] encryptions.

6 Summary and Conclusions

In this paper we presented a simple related-key attack on SHACAL-1. The at-
tack can be performed using between two and eight related-keys. The variant
of the attack with eight related keys requires 2'°1-3 chosen plaintexts and has
time complexity of 2'°13 encryptions. The attack is by far better than all the
previously known related-key attacks on SHACAL-1.

Our results, following the results in [23], are based on the original variant of
the related-key attack presented by Biham in 1993 [I]E Usually, slid pairs or their
equivalent related-key counterparts can be found only if the round functions of
the cipher are identical (for all the rounds). Hence, inserting a round constant
to the round function of a block cipher seems to be sufficient to protect it with
respect to related-key attacks.

In SHACAL-1, round constants are used in all the round functions but the
fact that the constants are changed only once every 20 rounds and the fact that
the round functions are also slightly changed in the same places can be used
to construct the required pairs of plaintexts. Hence, the results of [23] and our
attack show that related-key attacks can be mounted also on ciphers using round
constants, if the constants are not chosen carefully.

We conclude that our key-recovery attack demonstrates, once again, that using
a linear key schedule algorithm and relatively similar round functions is not a
good way to design a secure block cipher.

3 In 1996, Kelsey et al.[19] presented the related-key differential attack. This attack
uses different ideas and the only similarity between it and Biham’s attack is the
fact that both attacks perform in the related-key model. The related-key rectangle
technique, that was used in previous attacks on SHACAL-1, is an expansion of the
related-key differential attack.
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Abstract. It is well-known that RSA signatures such as FDH, PSS or
PSS-R are as secure as RSA is hard to invert in the random oracle (RO)
model. Such proofs, however, have never been discovered in the standard
model. This paper provides an explanation of this gap by pointing out
a strong impossibility of equivalence between inverting RSA and any
form of unforgeability for a wide class of RSA signatures. In particular,
our impossibility results explicitly assume that the public key is made
of a single RSA instance, that hash functions involved in the signature
padding are unkeyed and that key generation fulfils a natural property
which we call instance-non-malleability. Beyond showing that any RSA-
based signature scheme of that type black-box separates the RO model
from the standard model in a strong sense, our work leaves the real-life
security of well-known signatures in a state of uncertainty.

1 Introduction

Background. Provable security is a relatively young field in cryptography. His-
torically, the security of cryptosystems has been a most central subject, but the
study of security reductions relating schemes to computational problems of ref-
erence has been scattered until fairly recently. In little over a decade, the subject
has attracted enormous interest and accumulated an impressive body of results.
Quite surprisingly, years of active research on RSA signatures such as Full Do-
main Hash [3I7] (FDH) or Probabilistic Signature Scheme [I7] (PSS/PSS-R)
have brought no evidence that the standard-model security of these is satisfac-
tory. The question of coming up with a security proof for these schemes remains
one of the most challenging open problems of modern cryptography. The practi-
cal implications of such a proof are of prime importance to the security industry
due to the fact that most cryptographic standards [I7J12] for digital signatures
that are in use today rely on RSA-based constructions.

Proofs involving idealized versions of the hash functions, pseudo-random func-
tions or blockciphers used within the signature padding procedure have pro-
gressively emerged over the years. The random oracle (RO) model [3], despite
recent critics about its limitations [IJ6JTI3], has long served cryptographers in
their work of design and assessment. Whenever a proof that a signature scheme
reaches strong unforgeability is found in the random oracle model, it has been a

M. Abe (Ed.): CT-RSA 2007, LNCS 4377, pp. 318 2007.
© Springer-Verlag Berlin Heidelberg 2007



32 P. Paillier

tradition to extend its scope to the standard model thanks to the heuristic ar-
gument (often referred to as the RO model heuristic) that a RO-model security
proof somewhat guarantees the security of standard-model instantiations of that
signature scheme under the same complexity assumptions.

This paper provides evidence that this heuristic argument might not be well-
founded for real-life RSA signatures i.e., those defined in current cryptographic
standardd]. Real-life RSA signatures are basic: they employ paddings based on
unkeyed hash functions and have a public key consisting of only one RSA in-
stance. What we show is that breaking any form of unforgeability w.r.t. any sig-
nature scheme of this type cannot be equivalent to inverting RSA in the standard
model. Our impossibility results are partial in the sense that we disprove equiv-
alence under the assumption that the key generation is instance-non-malleable.
In a nutshell, this property means that extracting e-th roots modulo n is not
any easier if one is given an €’-th root extractor modulo n’ for (n',€’) # (n,e).
Although scarcely studied so far, it seems reasonable to conjecture that com-
monly used RSA instance generators are in turn instance-non-malleable, unless
voluntarily constructed otherwise [21].

Our results point out that real-life RSA signatures just cannot reach a maxi-
mal security level i.e., equivalence to inverting RSA, or rather, that if one could
prove in the future that they can, that proof would force the distribution of
public keys to realize some form of instance-malleability. Subsequently, our work
provides a strong black-box separation between the standard and the RO model
in which it is well-known that forging e.g. PSS signatures is equivalent to invert-
ing RSA. Previous works have observed similar separations in specific contexts.

Prior Work. The present work is related to several important results showing
that a number of schemes proven secure in the RO model cannot be securely
instantiated in the standard model. Canetti, Goldreich and Halevi [6] suggested
artificial yet concrete examples of signature and encryption schemes featuring
this property. Bellare, Boldyreva and Palacio [I] showed a simple hash variant
of ElGamal which is CCA-preserving in the RO model but does not realize this
property in the standard model. Goldwasser and Tauman have reported the exis-
tence of a secure 3-round ID protocol that cannot be Fiat-Shamir-converted into
a secure signature scheme in the standard model. In another direction, Boldyreva
and Fischlin [4] recently considered the question of instantiating random oracles
(e.g. in FDH) with realizable functions such as verifiable pseudorandom func-
tions (VRFSs). They showed in particular that VRFs cannot generically instanti-
ate random oracles. Another negative and wider result on instantiations of FDH
was recently found by Dodis, Oliveira and Pietrzak [§]. More recently, Paillier
and Vergnaud [I5] discovered impossibility results for Fiat-Shamir transformed
[10] and assimilated signatures such as DSA, ElGamal and Schnorr signatures.
Even more recently, Paillier and Villar [I6] give a reformulation of a long-lived
folklore impossibility result due to Williams [I820] (see also [11]) to show that
factoring-based encryption schemes using a single modulus as public key cannot

! Formally refuting the RO-model heuristic here would require a polynomial attack on
RSA signatures. Instead, we show that nothing prevents the existence of such attacks.
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be CCA secure under the factoring assumption, using the following two-step
reasoning. First, they formally reformulate Williams’ observation that no key-
preserving security reduction exists which reduces factoring to CCA security.
Those reductions are limited to make queries to the adversarial oracle that in-
volve the very same public key as the one they are given as input. Second, they
extend the impossibility to arbitrary reductions under the assumption that the
key generation is non-malleable or in other words, that non-key-preserving oracle
calls bring essentially no computational advantage to security reductions.

This paper extends the results of [16] to the case of RSA signatures. We
follow the same two-stage approach. Based on a refinement of non-malleability
more adapted to RSA key generators which we call instance-non-malleability,
we closely relate the existence of unrestricted security reductions to the one of
key-preserving reductions, which are easily shown not to exist using a diagonal
argument as in [I6, Corollary 1]. We emphasize that impossibility results in the
key-preserving case alone are in fact very simple and lead to one-line proofs
that are folklore since the late eighties. It seems to us, however, that introducing
instance-non-malleability is the only way to formally extend the non-existence of
key-preserving reductions to the non-existence of arbitrary reductions, which def-
initely leads to a much stronger statement. We thus view our contributions as a
natural extension of the impossibility results originally pointed out by Williams.

This paper focuses on the case of RSA signatures although similar impossi-
bility results are applicable to RSA encryption such as RSA-OAEP. Indepen-
dently from this work, Brown [5] recently restated the (folklore) non-existence
of key-preserving security reductions (under the name of simple reductions) in
the case of RSA encryption, that would yield a key-preserving equivalence be-
tween IND-CCA security and inverting RSA. We finally comment that including
an additional random string in the public key (i.e., using at least one family of
hash functions in the message padding) or allowing multiple RSA instances in
the public key as in [I1I9] is enough to avoid our impossibility results com-
pletely@. We therefore preconize the inclusion of an additional random string in
the public key as a simple fix in practical implementations of RSA signatures
and encryption. We refer to the full version of this work [14] for further com-
ments on these countermeasures as well as an explanation as to why the security
proofs we consider here and claim not to exist in the real world may be sound
in the RO model.

Our contributions. We focus on several security notions for an arbitrary real-life
RSA-based signature scheme and assuming a black-box equivalence with invert-
ing RSA in the standard model, we analyze the effect that such an equivalence
exerts on the security profile of the scheme i.e., the map of all known security re-
ductions related to this scheme. We start by considering universal unforgeability
under key-only attack and find that an equivalence with RSA nullifies resistance
against chosen message attacks. This result is in itself sufficient to prove that

2 Goldwasser-Micali-Rivest and Dwork-Naor constructions precisely do this and are
indeed shown to be equivalent to RSA.
3 Also known as no-message attack.
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there exists no RSA-based scheme which is chosen-message unforgeable under
the RSA assumption, unless inverting RSA is easy or RSA is instance-malleable.
We further extend this result to existential unforgeability under key-only attack
and show that an equivalence with RSA nullifies resistance against known mes-
sage attacks. Investigating stronger assumptions, we then proceed to show that
there is no hope one can ever base the unforgeability of RSA signatures on the
One-More RSA assumption [2] or the gap RSA assumption i.e., the computa-
tional gap between inverting RSA and factoring.

Our proof technique is based on the construction of black-box meta-reductions
as initiated in [7UT5UT6]. This increasingly popular technique yields simple impos-
sibility proofs featuring a perfect preservation of success probabilities. Combining
it with instance-non-malleability, unfortunately, does not allow to preserve the
constructive aspect of reductionist proofs based on meta-reductions’. Finally, we
emphasize that the goal of this paper is to disprove that common RSA signatures
are maximally secure and that our results are essentially of theoretical interest.
We do not report weaknesses or attacks on either of the signature schemes we
consider here, and in particular we do not deny that forging RSA signatures is
likely to be intractable in practice.

Roadmap. Section [2] provides a number of definitional facts about instance
generators, RSA signatures and related security notions. We introduce instance-
malleability in Section [3] and establish a crucial property of instance-non-mal-
leable generators in terms of security games. We proceed to show in Section [.]]
that an equivalence between inverting RSA and universal forgeries under key-
only attacks imply the existence of efficient chosen message attacks. Section
further extends this result to existential forgeries. We introduce root extrac-
tion attacks in Section ] and use these to show why RSA signatures cannot be
proven unforgeable under the One-More RSA assumption either. We conclude
in Section [6

2 Preliminary Facts

2.1 Black-Box Reductions

We adopt the same notations as in [I6]. A black-boxf reduction R between two
computational problems P; and P; is a probabilistic algorithm R which solves
Py given black-box access to an oracle solving P». We write P; <=xg P> when R
is known to reduce P; to P in polynomial extra time (in a security parameter),
counting oracle calls for one elementary step. Note that R can be polynomial
even when no polynomial-time algorithm solving P; is known to exist. P; < P,
states that some polynomial R exists such that P < P> and P; = P, means
P, < Py and P, < P;. Succ (P, 7) denotes the maximal success probability taken
over all probabilistic algorithms solving P in no more than 7 elementary steps.

* See [14] for further details.
5 All reductions considered in this paper are fully black-box.
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Similarly, Succ (P; < Py, ¢, 7,£) is the maximal success probability of algorithms
solving P; in no more than 7 steps and at most ¢ calls to an oracle solving P
with probability e.

2.2 RSA and Related Computational Problems

Root FEztraction. Solving the root extraction problem consists in computing
RSA(n,e,y) = y'/¢ mod n given random integers n, e such that ged(e, ¢(n)) = 1
where ¢(n) = |Z%| and y < Z,,. Because of its random self-reducibility [19], the
hardness of computing RSA(n, e, y) is essentially independent from the choice
of y and rather depends on n and e. We denote RSA(n,e,-) the problem of
computing e-th roots modulo n. Since the intractability of RSA(n,e,-) is vari-
able and strongly related to the form of n, cryptographic applications only rely
on hard instances by defining some instance generator RSA. Given a security
parameter k, RSA(1%) generates a hard instance (n,e), as well as the side
information d = e~! mod ¢(n). Abusing notations, we will indifferently write
(n,e,d) «— RSA(1*) or (n,e) «— RSA(1*) to denote a random selection of an
RSA key, d being output or not depending on the context. A probabilistic al-
gorithm A is said to (e, 7)-invert RSA or equivalently (e, 7)-break INV[RSA]
when Pr[(n,e,d) — RSA(1%),y — Z, : A(n,e,y) =y? mod n] > ¢ where the
probability is taken over the coin flips of A and RSA and A stops after 7 steps.
The RSA assumption (where the instance generator RSA is often referred to
implicitly) states that Succ (INV [RSA],7) = negl (k) for 7 = poly (k).

The One-More RSA Problem [Z]. INV [RSA] is generalized to a family of com-
putational problems ¢-OM [RSA] for ¢ > 0. A probabilistic algorithm A breaks
(-OM [RSA] when given a random instance (n,e) «— RS.A(1%), £ + 1 random
integers yo, Y1, - - -, Y¢ < Z, and oracle access to RSA(n, e, -), A outputs the e-th
roots of yo,...,y¢ in no more than ¢ calls to the oracle. Formally, A is said to
(e, 7)-break (-OM [RSA] when

(n7 €, d) — RSA(lk)a ; ARSA(n,e,')

Pr
y07y17"'7y€(_Zn

(n7e7y0,-«-,y6):(ygw-';yzd) 267

where the outputs are modulo n, the probability is taken over the random tapes
of A and of the experiment, the runtime of A is upper-bounded by 7 and A
sends at most £ requests to RSA(n, e, -). Note that 0-OM [RSA] is identical to
INV [RSA] by definition. Also, ¢5-OM [RSA] < (1-OM [RSA] if ¢ > ¢1. The
One-More RSA assumption states that Succ (¢-OM [RSA], 7) = negl (k) for 7 =
poly (k) and ¢ = poly (k).

Total Break, Factoring and Relations among Problems. A total break of RSA
states that computing d from (n,e) is not hard in average i.e., when (n,e,d) «—

RSA(1F). A probabilistic algorithm A (e, 7)-breaks FACT [RS.A] when

Pr[(n,e,d) «— RSA(L*) : A(n,e)=d| >«
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taken over the random coins of A and RSA and A runs in time at most 7. Also,
we define GAP [RS.A] as the problem of computing d from (n,e) «— RS.A(1F)
given oracle access to RSA(n, e, ) i.e., A (e, 7)-breaks GAP [RS.A] when

Pr[(n,e,d) — RSA(Y) « ARSAC) () —d] > .
It is easily seen that for any instance generator RSA, one has

GAP [RSA|] < FACT [RSA

aiE J
OM[RSA] < INV[RSA]

2.3 Real-Life RSA Signatures

Standardized RSA signatures [T7IT2] use simple padding functions mostly com-
posed of cascaded or interleaved unkeyed hash functions, exclusive-ors and con-
catenations of bitstrings with fixed patterns. We therefore define RSA signatures
in a way that reflects this feature. A real-life RSA-based signature scheme S with
security parameter k is described as the combination of an RSA instance gener-
ator RSA with a padding (or redundancy) function

{0,137 x {0,1}" — {0, 1}"

where the descriptions of u, of m,w > 1 and of r > 0 are functions of k. It may
be the case that m = x if signing messages of arbitrary length is supported.
We impose that p be verifiable: there must be a function v such that for any
m € {0,1}™y € {0,1}", v(m,y) = 1 if there exists r € {0,1}" such that
y = p(m,r) and 0 otherwise. The primary role of a padding function is to
destroy the homomorphic property of modular exponentiation. To this end, p
generally involves one or several hash functions such as SHA-1. A secondary but
important feature is to make signatures probabilistic, in which case r > 0. We
identify S = (RSA, 1) to a tuple of probabilistic algorithms GEN, SIGN and
VER defined as follows.

Key generation. GEN(1%) runs RSA(1¥) to get (n, e, d). The secret key is (n, d)
while the public key is (n,e).

Sign. Given a secret key (n,d) and a message m € {0,1}™, SIGN(n,d,m) ran-
domly selects 7 « {0,1}" and computes the signature s = p(m,7)? mod n.

Verify. VER(n, e, m, s) returns v(m, s¢ mod n).

We impose that p and v are both efficiently computable i.e., in time poly (k).
Note that the domain and range of u are independent from the public key but
that the number of output bits w depends on the key length. Although easily
extendable, this setting captures RSA signature schemes described in industrial
standards such as PSS. Through the rest of the paper, S stands for a real-life
RSA signature scheme and S, .(m) denotes the set of all possible signatures on
m with respect to S and public key (n,e).
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2.4 Security Notions for Real-Life RSA Signatures

Security notions combine an adversarial goal with an attack model. The attacker
is seen as a probabilistic polynomial time algorithm that attempts to fulfill its
goal while being given a number of computational resources. The attacker may
interact with the scheme in different ways.

Adversarial goals. We say that a signature scheme is breakable (BK) when
an adversary extracts the secret key matching a randomly chosen public key
(n,e) « RSA(1*). The scheme is said to be universally forgeable (UF) when
there exists an adversary that returns a valid signature on a randomly chosen
message m — {0,1}™ given as input. The notion of ezistential forgeability (EF)
is similar but allows the adversary to choose freely the value of the signed mes-
sage. These notions are classical [I1]. Since the focus is on RSA signatures, we
introduce a specific adversarial goal according to which the adversary attempts
to extract the e-th root of a randomly chosen element y « Z, for a randomly
chosen key (n,e) «— RSA(1%). We say that the scheme is root-eztractable (RE)
if this goal can be fulfilled in probabilistic polynomial time. It is easily seen that
this goal is weaker than BK but stronger than UF.

Attack models. We consider several attack scenarios in this paper. In a key-only
attack (KOA), the adversary is given nothing else than a public key as input.
A known message attack (KMA) consists in giving as input to the attacker a
list (m1,81), - .., (Mg, s¢) of pairwise distinct message-signature pairs. In a chosen
message attack (CMA), the adversary is given adaptive access to a signing oracle.

Relations among security levels. As in [I5[16], we view security notions as
computational problems e.g. UF-KMA [S] is the problem of computing a uni-
versal forgery under known message attack. This notation allows to relate se-
curity notions using reductions. In the case of KMA or CMA, we denote by
(-GOAL-ATK[S] the problem of breaking GOAL in no more than ¢ calls to
the resource defined by ATK. Thus, breaking ¢-EF-CMA [S] authorizes at most
¢ calls to the signing oracle to break EF. We recall that GOAL-CMA[S] <
GOAL-KMA [S] <= GOAL-KOA[S] for any RSA signature scheme S and adver-
sarial goal GOAL € {BK,RE, UF,EF}. Fig. 1 displays the map of black-box re-
ductions among security levels that will be of interest for this work.

3 Instance-Malleability of RSA Instance Generators

We refine the definition of non-malleability suggested by [16] into one that is
better suited to the context of RSA key generators.

3.1 What Is Instance-Malleability?

Interpretation. We say that RSA is instance-malleable if extracting roots with
respect to a randomly selected instance (n,e) is easier when given repeated ac-
cess to an oracle that extracts e’-th roots modulo n’ for other instances (n’, ') #
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GAP [RSA] < BK-CMA[S] < BK-KMA[S] < BK-KOA[S] = FACT [RSA]
4 3 3
RE-CMA[S] < RE-KMA[S] < RE-KOA[S] = INV[RSA
4 3 4
UF-CMA[S] < UF-KMA[S] < UF-KOAS]
4 4 4
EF-CMA[S] < EF-KMA([S] < EF-KOA[S]

Fig. 1. Relations among security notions for real-life RSA signatures

(n,e) in the range of RSA(1%). A typical example of instance-malleability is
when public exponents generated by RSA are easy-to-factor integers. Given
(n,e = ejes), e-th roots modulo n are easy to compute when e;-th and es-th
root extractions modulo n are provided. Another example is when the distribu-
tion of n induced by RS.A(1¥) contains moduli of variable bitlength and number
of factors. It is indeed trivial to compute e-th roots modulo n given an e-th root
extractor modulo n’ = an if it is the case that both (n,e) and (n’,e) are proper
outputdd of RSA(1F). We observe that common RSA-based cryptosystems rely
on generators which precisely seem to avoid any form of malleability by con-
struction: it is generally the case that the bitlength of n is fixed to k, that the
number of prime factors is equal to two and that e is limited to be a prime num-
ber or a constant value. The simple malleability properties discussed above do
not apply then and it seems reasonable to believe that instance-non-malleability
is de facto realized in a strong sense. We now give a proper definition.

Formal Definition. Following the methodology of [16], we define two games in
which a probabilistic algorithm R attempts to extract an e-th root modulo
n where (n,e) «— RSA(1F). We assume that R has access to some perfect
oracle A(n,e,aux) implicitly parameterized by the very same instance (n,e).
Here aux denotes an auxiliary input depending on how A is specified and R may
submit any admissible value for aux to the oracle. Since A is perfect i.e., has
success probability equal to one, A can be identified to the problem it solves
which we denote also by A. We impose A to be trivially reducible to INV [RSA],
meaning that there must exist a reduction algorithm 7 such that for any (n,e) €
Range (RSA(1%)) and any auxiliary input aux, A(n, e, aux) can be solved with
probability one with a single call to RSA(n,e,-) in time t4 = poly (k). Game 0
is the game as per the above wherein algorithm R has success probability

n,e,d) — RSA(1¥)

0 _pr
Succ” (R, A, 7,0) =Pr Y17,

: RA(""E")(m e,y) =y mod n

5 This requirement has to hold given current security notions, see [14].
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where R runs in (extra) time at most 7 and makes at most ¢ queries to A(n, e, -).
The success probability of Game 0 is then defined as

Succ? (A, 7,0) = max Succ’ (R, A, T, ¢)

where the maximum is taken over all probabilistic algorithms R conforming
to Game 0. In Game 1, the challenged algorithm is also given access to an
oracle RSA(n’, ¢/, y) which returns /¢ mod n’ with probability one for any
(n',€') # (n,e) provided that (rn’,e’) € Range (RSA(1%)) and y € Z,. Its
success probability Succt (R, A, 7, ) is then

Pr (n,e,d)HRSA(lk) . QA€ RSAC,,)

YT (n7e7y):ydmodn ,
n

where R runs in time at most 7, makes ¢4 queries to A(n, e, ) and ¢rsa queries
of the form (n',€’,y) to RSA(-,-,-) and €4 + frsa < £. Letting

Succ! (A,7,0) = max Succ! (R, A, 7,¢) ,

the maximum being taken over all probabilistic algorithms R playing Game 1,
we define

AN (1, 0) = Succ! (A, 7,0) — Succ” (A, 7, )

max
A<INV[RS A
where the maximum is taken over all computational problems A trivially re-
ducible to INV [RSA] in polynomial time.

Definition 1 (Instance-Non-Malleability). Note that ARY 4 (7,0) = 0 for
any integer T. An instance generator RSA is said to be instance-non-malleable
when ANY 4 (7,€) = negl (k) when 7 = poly (k) and ¢ = poly (k).

3.2 Application to Security Games

The property of instance-non-malleability allows one to relate reduction algo-
rithms R such that INV [RSA] < A to algorithms solving the above games,
provided that A is trivially reducible to INV [RSA]J.

Lemma 1. Let A be a computational problem trivially reducible to INV [RS.A]
in time t 4. Then for any positive integers 7,{ and any € € (0, 1),

Succ (INV[RSA] < A, e, 7,0) < Succ' (A, 7+ £-t4,0)
< Succ? (A, 7+ €t 2, 0) + AN (T +0-14,0) .

Proof. (First <) Assume there exists a probabilistic algorithm R such that
INV[RSA] <r A which succeeds with probability ez in time 7 by making
at most ¢ queries to an oracle Ag solving A with probability . We build an
algorithm M which conforms to Game 1 and succeeds with identical probability
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and running time as above. Algorithm M makes use of the trivial reduction 7 as
a subroutine and behaves as follows. Given an RSA instance (n,e) «— RSA(1¥)
and y « Z,, M runs R over (n, e, y). Now for each oracle query Ax (n;, €;,aux;)
that R makes to Agr, M either runs A(n, e, aux;) if (n;, e;) = (n, e) and forwards
the output to R, or runs 7 (n;, e;, aux;) if (ns, e;) # (n, e), supplying 7 with or-
acle access to RSA(n;, e;, ), and forwards the result to R. M eventually returns
the output of R. Since 7 succeeds with probability one, the simulation of Ag is
perfect for any € € (0,1). M requires extra time at most £ - t 4 and totalizes at
most £ calls to A(n, e,-) and RSA(:, -, -) with instances (n’,e’) # (n,e). (Second
<) This follows from the definition of ANY , (7,¢). O

4 Impossibility of Equivalence with Inverting RSA

4.1 Universal Unforgeability and Chosen-Message Security

We focus on the standard-model security level UF-KOA [S] of a real-life RSA-
based signature scheme S combining an instance-non-malleable instance gener-
ator RSA and a padding function pu.

Theorem 1. Let S = (RSA, i) be an RSA signature scheme and assume that
RSA is instance-non-malleable. If UF-KOA[S] is equivalent to INV [RSA] then
RE-CMA[S] is polynomial.

Proof. The proof comes in two stages. In the first stage, we focus on Game 0 with
respect to A 2 UF-KOA[S] and use a reduction algorithm successfully playing
Game 0 to break RE-CMA [S]. We then make use of instance-non-malleability
and Lemma [T to conclude in stage 2.

Stage 1. Let us assume that there exists a reduction algorithm R as per Game 0
which (er, 7)-inverts RSA given oracle access to a perfect oracle A that breaks
UF-KOA [S] and let ¢ be the maximal number of times R runs .A. We build an
algorithm M which (e, Taq)-breaks ¢-RE-CMA [S] with ey > e and 7y = 7
using R as follows. Given (n,e) «— RSA(1%), y « Z, and a signing oracle
limited to ¢ queries, M runs R on input (n,e,y) and simulates ¢ executions of
A by making requests to the signing oracle. Whenever R calls A(n,e, m) for
some m € {0,1}™, M forwards m to the signing oracle to get s € S, (m) and
returns s to R. Since R conforms to Game 0 and never calls A on (n',e’,m)
with (n’,e’) # (n, e), M succeeds in simulating A perfectly. This means that for
any 7,4,

Succ? (UF-KOA[S], 7, £) < Succ (¢-RE-CMA[S],7) .

Stage 2. We now use the definition of instance-non-malleability and Lemma [
Obviously, there exists a trivial reduction 7 from UF-KOA[S] to INV[RSA:
given arbitrary (n,e,m), 7 simply defines y = p(m,r) for some randomly se-
lected r « {0,1}", requests s = RSA(n,e,y) and outputs s. 7 requires exactly
one random selection and one evaluation of p, which takes time tyr-koais) =
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poly (k). Applying Lemmalll, one gets for any 7, £ and ¢ € (0, 1):

Succ (INV [RSA] <= UF-KOA[S] , ¢,7,£)
< Succ” (UF-KOA [S], 7 + € - poly (k) , £) + ANY 4 (7 + £ - poly (k) , £)
< Succ ((-RE-CMA [S], 7 + £ - poly (k)) + ARY , (7 + ¢ - poly (k) ,€) .

We extend asymptotically the above to 7,¢ = poly (k). Since by assumption
Succ (INV [RSA] <= UF-KOA[S] , ¢, 7,¢) is non-negligible and the instance-non-
malleability of RSA imposes ANY , (7 + £ - poly (k) , ) to remain negligible, one
gets that Succ (¢-RE-CMA[S], 7 + £ - poly (k)) must be non-negligible. O

4.2 Existential Unforgeability and Known-Message Security

We now move on to the study of EF-KOA [S] where again S is a real-life RSA
signature scheme relying on an instance-non-malleable generator RS.A and some
padding function pu.

Theorem 2. Let S = (RSA, ) be an RSA-based signature scheme and as-
sume that RSA is instance-non-malleable. If EF-KOA[S] = INV [RSA] then
RE-KMA[S] is polynomial.

Proof. We build a meta-reduction M which converts an algorithm R play-
ing Game 0 with respect to A £ EF-KOA [S] into an algorithm which breaks
RE-KMA [S] and conclude using Lemma [I] as above. Assume R (eg, 7)-inverts
RSA given access to an oracle A that breaks EF-KOA [S] with probability one
and assume that R runs A at most ¢ times. We build an algorithm M which
(em, Tam)-breaks (-RE-KMA[S] with epy > eg and T4 = 7. Given (n,e) «—
RSA(1%), y « Z,, and £ arbitrary message-signature pairs (m1, s1), ..., (mg, s¢),
M runs R on (n,e,y) and simulates ¢ executions of A using the message-
signature pairs: when R runs A(n,e) for i = 1,..., ¢, M simply returns (m;, s;).
M succeeds in simulating A perfectly, meaning that

Succ? (EF-KOA[S], 7, £) < Succ (¢-RE-KMA[S], ) .

We then invoke the instance-non-malleability of RSA to conclude as in the
second stage of the proof of Theorem [I1 O

4.3 Impossible Proofs for RSA Signatures

Theorem 3. Let RSA be an instance-non-malleable generator. There is no real-
life RSA signature scheme S = (RSA, 1) such that EF-CMA[S], UF-CMA[S] or
EF-KMA[S] is equivalent to INV [RSA] unless INV [RSA] is polynomial.

This is a direct corollary of Theorems[I] and 2l and the straightforward black-box
reductions between security notions. A most striking consequence is that real-
life RSA signatures that are proven to be existentially unforgeable under chosen
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message attack under the RSA assumption in the RO model (i.e., pretty much
all of the ones currently used in cryptographic applications) do not verify that
property in the standard model. This in turn tells us that these signature schemes
separate the RO model from the standard model in a strong sense, unless their
key generation escapes instance-non-malleability as per Definition [

5 On the Impossibility of Basing Unforgeability on the
One-More RSA Assumption

A most crucial challenge that arises from Theorem [B] is to establish the real
security level of common RSA signatures. If one cannot expect to reach a max-
imal security level EF-CMA [S] = INV [RSA], is there any hope to connect the
unforgeability of these signatures to stronger assumptions? This section explores
the feasibility of basing the unforgeability of S on the One-More RSA assump-
tion. Here again, we report impossibilities. In particular, it is shown that PSS-R,
FDH and PSS do not admit proofs of universal unforgeability under the One-
More RSA assumption in the standard model if one assumes a slightly stronger
notion of instance-non-malleability.

5.1 Extending Instance-Non-Malleability to OM [RSA]

We extend the previous definition of instance-non-malleability as follows. Instead
of extracting roots, the algorithm R playing either Game 0 or Game 1 attempts
to solve t-OM [RSA| where t > 0 is an additional parameter. Again, the resources
of R are modelled as a perfect oracle A(n, e, ) where A is trivially reducible to
INV [RSA]. The success probability of R is defined as

(n,e,d) — RSA(1F) ] RO (n,e,yo, .-,y }

SUCCt(RaA7T7£):PI‘|: y07,,,7yt<—Zn : :(ygmodn’7ygm0dn)

where ¢ € {0,1}, Oy = {A(n,e,-)}, O1 = {A(n,e,-),RSA(-,+,)}, R runs in
time at most 7, totalizes at most ¢ queries to the oracles in O; and requests
made to RSA(-,,-) are of the form (n/,¢’,y) with (n/,e’) € Range (RSA(1¥)),
(n',e') # (n,e) and y € Z,,. We define

AR (7, 0) = P L Succ; (R, A, 7,0) — max Succ? (R, A, T, 8)‘
where the inner maxima are taken over all probabilistic algorithms R play-
ing Game 1 and Game 0 respectively and the outer maximum is taken over
all computational problems A trivially reducible to INV [RSA] in polytime.
We say that RSA is instance-non-malleable with respect to OM [RSA] when
AL (7,0) = negl (k) when t,7,£ = poly (k). Note that the previous definition
is captured by setting ¢ = 0. Lemma [ still applies here under the following
reformulation: for any positive integers ¢, 7, ¢ and any € € (0,1),

Succ (t-OM [RSA] < A, e, 7,£) < Succ) (A, 7+ £-t4,0) + AZM (7 +0-14,0) .
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GAP [RSA| 2 BK-REA [S] < BK-KOA[S] = FACT [RSA|
I = 4
OM [RSA] Z omRE-REA [S] < RE-KOA[S] = INV[RSA
I = i} 4
omUF-REA[S] < UF-KOA[S]
I = . 4
omEF-REA[S] < EF-KOA[S]

Fig. 2. Black-box reductions among security notions involving root extraction attacks

5.2 Introducing Root Extraction Attacks

We now introduce a stronger attack model wherein the adversary is given direct
access to root extraction instead of a signing oracle. We define a notion of uni-
versal forgery under this type of attack, noting this security level omUF-REA [S].
A probabilistic algorithm breaks f-omUF-REA [S] if, given a random public key
(n,e), £+ 1 random messages mo, . . ., mg and oracle access to RSA(n, e, -), it can
produce signatures s; € Sy, ¢(m;) for i = 0,...,¢ in no more than ¢ requests to
the oracle. More precisely, A is said to (e, 7)-break ¢-omUF-REA [S] when

(n,e,d) — RSA(F) ARSAMe) (n e,mqg,...,me) =L A

DT e yme {013 L€ S (mo) X - X Sno(me)

=€,
where the probability is taken over the random coins of A and of the experiment,
A runs in time 7 and sends at most ¢ requests to RSA(n,e,-). For complete-
ness, we define £~-omEF-REA [S] in a similar way, allowing the adversary to freely
choose messages my, ..., my with the restriction that no two message-signature
pairs given as output are identical. We also introduce ¢-omRE-REA [S] where
the adversary attempts to extract £ + 1 e-th roots modulo n in no more than /¢
requests to RSA(n,e,-). We see that for any real-life RSA signature scheme S
and ¢ > 0,

(-omEF-REA [S] < f-omUF-REA [S] < (-omRE-REA[S] = (-OM [RSA] .

We also introduce ¢-BK-REA [S] where the adversary attempts to compute d from
(n,e) by making at most ¢ calls to RSA(n, e, -). We plot on Fig. 2 the relations
holding between these security levels. Black-box reductions marked with a x,
somewhat unfamiliar, are detailed in the full version of this paper [14].

5.3 Transposable and Derandomized Paddings

Transposable Paddings. Given a padding function p mapping {0,1}™ x {0,1}"
to {0,1}Y, we define pu™ over {0,1}" x {0,1}™ by u"(m,r) = u(r,m). Thus u”



44 P. Paillier

is obtained from p by reversing the message and random domains of u. We say
that p is transposable if p™ is verifiable. When p is transposable, y” is a proper
padding function that defines a transposed signature scheme S” allowing one to
sign r-bit messages under m bits of randomness. To remain consistent with the
definition of a signature scheme, we impose that r > 0 for transposable paddings,
resulting in that only probabilistic paddings are transposable. We say that S is
transposable when its padding function is transposable. Obviously, (S7)" = S.

Derandomized Paddings. If p is a (verifiable) padding function with domain and
range as above, we define ° : {0, 1}™" — {0, 1}¥ by setting u°(m) = u(mo, m1)
where |mg| = m, |my| = r and m = mg|lm;. Thus, u° is a (verifiable) padding
with no randomness and we call it the derandomized version of p. The scheme S°
induced by £° is said to be the derandomized version of S. Note that (§°)° = S°.

5.4 Impossibility Results for Transposable Paddings

Let us now consider the standard-model security level UF-KOA [S] of a real-
life scheme S combining an instance-non-malleable (w.r.t OM [RSA]) instance
generator RS.A with some transposable padding function .

Theorem 4. If OM[RSA| < UF-KOA [S] then omUF-REA [S”] is polynomial.

Proof. We actually give a proof that if one had -OM [RSA] < UF-KOA [S] then
(t 4+ £)-omUF-REA [S™] could be broken for polynomial ¢, for any t. This proof is
not just a generalization of the one of Theorem [ to the extended case t > 0. Let
us assume that some reduction algorithm R converts a perfect universal forger A
into an algorithm which (eg, 7)-breaks t-OM [RS.A] while playing Game 0 as per
Section[5.1]in no more than £ calls to A. Here again, we build a meta-reduction M
converting R into an algorithm which (e, 7a¢)-breaks (¢ 4+ £)-omUF-REA [S”]
with epq > e and 7pq = 7r +poly (¢, £, k) and we conclude using the assumption
that RSA is instance-non-malleable with respect to OM [RSAJ.

Overview of M. M attempts to break (¢ + ¢)-omUF-REA [S”]. Given a random
public key (n,e) «— RSA(1F), a root extraction oracle RSA(n,e,-) which M
can call t + ¢ times and ¢t + ¢ + 1 random messages My, ..., Mg — {0,1}",
M must output t + ¢ + 1 signatures 3g,...,S¢pe On Mo, ..., Meye With respect
to ST. A description of M is as follows. M randomly selects u; «— Z, and
sets y; = u(0,m;) - u¢ mod n for i = 0,...,t. Then M runs R(n,e,yo,...,Yt).
Since R complies with Game 0, R does not run A over (n’,¢’) # (n,e). M
simulates ¢ executions of A by making requests to the root extraction oracle
RSA(n,e,-) to generate forgeries s1, ..., sy. These simulations will also result in
the generation of signatures Syi1,...,S¢4¢ O0N My41, ..., Myre With respect to
S7. R may also send up to ¢t queries to the root extraction oracle, which M
perfectly simulates by forwarding the queries to its own root extractor. Overall,
M makes at most t + £ queries. If R outputs (yd mod n, ...,y mod n), M sets
5 = yldu;l mod n for i = 0,...,t and returns Sy, ..., S¢+¢, thereby succeeding
in solving (¢t + ¢)-omUF-REA [S™].
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Simulation of A. Wlog, R runs A(n,e,m;) for i =1,...,¢. To simulate the i-th
oracle call, M computes p(m;, ;) and uses the root extractor RSA(n, e, -) to
get Bp4i = p(my, Myy;)? mod n. M then sets s; = 5,4,. Note that s; = 544 is
simultaneously a valid signature on m; with respect to S and a valid signature
on mMyy; with respect to S*. M returns s; to R as the output of A(n, e, m;).

Summing up. The distributions of (n,e), yo,...,y: and the signatures comply
with the definition of R. M queries RSA(n, e, -) no more than ¢+¢ times. Because
M simulates A perfectly, we have ey > ex. The extra time of M amounts to
at most t + £ evaluations of u and a few operations modulo n. This means that
for any ¢, 7, ¢,

Succ! (UF-KOA[S], 7, £) < Succ ((t + £)-omUF-REA [S™], T + poly (t, £, k)) .

This gives the expected result using the above reformulation of Lemma 1 and
assuming RSA is instance-non-malleable with respect to OM [RSA]. |

Most interestingly, it is the case that omUF-REA [S”] may remain unbroken in the
RO model even though UF-KOA [S] and INV [RSA] are shown to be equivalent.
A typical example of this separation is PSS-R, as we now see.

Definition 2. Let H : {0,1}™"" — {0,1}* and G : {0,1}* — {0, 1}~ be two
hash functions where w,m,r,t are length parameters conforming to [17]. Define
PSS-R = (RSA, p) where pu(m,r) =0 w | (r|m) ® G(w) with w = H(m||r).

Lemma 2 (RO-model REA security of PSS-R). PSS-R is transposable
and omUF-REA [(PSS—RT)G’H} — OM [RSAJ.

The proof of Lemma [2] is given in the full version of this work [I4]. Theorem @]
shows that it is impossible to have OM[RSA] < UF-KOA [S] for any trans-
posable RSA signature scheme & = (RS A, i) such that RSA is instance-non-
malleable w.r.t OM [RSA] and omUF-REA [S”] is intractable. This impossibility
readily extends to all forms of unforgeability due to the natural black-box order-
ing between security notions. In particular, provided that omUF-REA [PSS-R”]
is intractable, which seems a reasonable assumption, there is no hope one can
ever prove that PSS-R is unforgeable (in any sense) under the One-More RSA
assumption.

5.5 Impossibility Results for Non-transposable Paddings

Theorem [ ascertains that the unforgeability of S cannot be proven under the
assumption that OM[RSA] is intractable provided that S is transposable and
assuming that omUF-REA [S”] is intractable. However this is not satisfactory
since S may not be transposable. In this section, we alleviate the assump-
tion that S is transposable. The price to pay is that we cannot provide evi-
dence that UF-KOA [S] # OM [RSA] anymore. What we prove however is that
EF-KOA [S] # OM [RSA] under the same assumptions.
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Theorem 5. If OM[RSA| < EF-KOA[S] then omUF-REA [S°] is polynomial.

Proof. We prove that if t-OM [RSA] <= EF-KOA [S] then (¢ + ¢)-omUF-REA [S°]
can be broken for polynomial ¢. Assume that some reduction algorithm R con-
verts an existential forger A into an algorithm which (ex, 7)-breaks t--OM [RSA]
while playing Game 0 as per Section [l in no more than ¢ calls to A. We
show how to build a meta-reduction M converting R into an algorithm which
(em, Tam)-breaks (¢ + £)-omUF-REA [S°] with epq > er and Tuq = 7 and we
conclude using the instance-non-malleability of RSA w.r.t OM [RSA] as above.

Overview of M. M attempts to break (¢ + £)-omUF-REA [S°]. Given a random
public key (n,e) «— RSA(1¥), a root extractor RSA(n,e,-) which M can call
t + ¢ times and t + £ + 1 random messages My, . .., Myre < {0, 1} M must
output the (unique) t+£+1 signatures o, . .., S¢4¢ On My, . . . , Myyp With respect
to §°. A description of M is as follows. M randomly selects u; <« Z,,, sets y; =
p(m;) - u§ mod n for i = 0,...,t and runs R(n, e, yo, . .., y:). Since R conforms
to Game 0, R never runs A over (n',¢’) # (n,e). M simulates ¢ executions
of A by making requests to the root extraction oracle RSA(n,e,-) to generate
arbitrary forgeries (mq, $1), . - ., (my, s¢). These simulations will also result in the
generation of signatures Sy4y1,...,85i4+¢ ON Myy1,. .., M with respect to S°. R
may also send up to t queries to its root extraction oracle, which M perfectly
simulates by forwarding the queries to its own root extraction oracle RSA(n, e, ).
Overall, M makes at most t + £ queries. If R outputs (y¢ mod n, ...,y mod n),
M sets 5; = yfu;l mod n for ¢ = 0,...,¢t and returns 3o,...,Siye, thereby
succeeding in solving (¢ + ¢)-omUF-REA [S°].

Simulation of A. Wlog, R runs A(n,e) for i = 1,...,¢. At the i-th call, M
computes (7 4;) and uses the root extractor to get 5;4; = u(Myy;)? mod n.
M then sets s; = 5;4; and sets m; to the m-bit prefix of My i.e., My = my||r;
for some r-bit string r;. Note that s; = Sy, is a valid signature on T; with
respect to §°. M then returns (m;, s;) to R as the output of A(n,e).

Summing up. The distributions of (n,e), yo,...,y: and the signatures comply
with the definition of R. M queries RSA(n, e, -) no more than ¢ + ¢ times. The
simulation of A being perfect, one gets epq > er. The extra time of M amounts
to at most ¢ + £ evaluations of p and a few operations modulo n. This implies
that for any ¢, 7, ¢,

Succy (EF-KOA[S], 7, £) < Succ ((t 4 £)-omUF-REA[S°], 7 + poly (t, £, k)) .

This gives the wanted result invoking again the reformulated Lemma 1 and
assuming RSA is instance-non-malleable with respect to OM [RSA], exactly as
in the proof of Theorem [4] O

Application to FDH. Theorem [(lis perfectly suited to the case of FDH since
FDH® = FDH. The padding function pu is defined as pu(m,r) = H(m) where H
is a w-bit hash function, m = x and r = 0. We claim that
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omUF-REA [FDH"] = OM [RSA4] ,

as long as n2™% remains polynomial. As w ~ |n| in practice, n2™" is bounded
by a small constant. A proof of that fact is given in [I4]. Under the assumption
that omUF-REA [FDH] is intractable in the standard model, we thus obtain that
EF-KOA [FDH] cannot be equivalent to OM [RS.AJ. This assumes of course that
RSA is instance-non-malleable with respect to OM [RS.AJ.

Application to PSS. The signature scheme PSS exists in several versions [I7/12].
We consider the version put forward by PKCS #1 v2.1.

Definition 3 (EMSA-PSS). Let H : {0,1}™ — {0,116, F : {0, 1}ttt
{0,1}* and G : {0,1}* — {0, 1} %79 be three hash functions where w, m,r, t1,ta
and t3 are length parameters conforming to [17]. Define PSS = (RSA, 1) where
u(m,r) =0]| (OW_'_t3_1O | 1]] T) & G(w) || w || 0xBC with w = F (0% || H(m) || 7).

Lemma 3. omUF-REA {(PSSO)F’G’H} — OM[RSA].

The proof of Lemma Bl is given in the full paper [I4]. Again, under the quite
reasonable assumption that omUF-REA[PSS°] is intractable in the standard
model, we have that EF-KOA [PSS] cannot be equivalent to OM [RS.A] unless
OM [RSA] is easy (which in turn would contradict by itself the assumption that
omUF-REA [PSS°] is intractable) or unless RSA is instance-malleable with re-
spect to OM [RSAJ.

Remark 1 (On basing unforgeability on GAP [RSA]). Finally, we note that un-
der the very same assumptions, the unforgeability of RSA signatures cannot
be based on GAP [RSA] either. This is easily seen reductio ad absurdum as
having GAP [RSA] < UF-KOA[S] or GAP[RSA] < EF-KOA[S] mechanically
implies OM[RSA] < UF-KOA[S] or OM[RSA] < EF-KOA|[S] by virtue of
OM [RSA] < GAP [RSA], which contradicts either Theorem [ or Theorem

6 Conclusion

This paper put forward several new impossibility results for RSA-based signature
schemes. Among other results, we have shown that no real-life RSA signatures
as per the definition of Section that are based on instance-non-malleable key
generation can be chosen-message secure under any one of the RSA, the gap
RSA or the One-More RSA assumptions in the standard model. A challenging
direction for future research would be to formally confirm or refute that common
key generators are instance-non-malleable using computational number theory.
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Abstract. We mathematically explore a model for the shortness and se-
curity for passwords that are stored in hashed form. The model is implic-
itly in the NIST publication [§] and is based on conditions of the Shannon,
Guessing and Min Entropy. We establish various new relations between
these three notions of entropy, providing strong improvements on exist-
ing bounds such as the McEliece-Yu bound from [7] and the Min entropy
lowerbound on Shannon entropy [3]. As an application we present an al-
gorithm generating near optimally short passwords given certain security
restrictions. Such passwords are specifically applicable in the context of
one time passwords (e.g. initial passwords, activation codes).

1 Introduction

Consider the context of a computer system to which the logical access by a user
(a human or another computer) is protected by a password. The threat that
we consider is compromise of this password through one of the following two
types of attack. In the on-line guessing type of attack, the attacker repeatedly
makes guesses of the password, most likely first, and tests them by attempting
to logon to the system. In our model the system has implemented “account
lockout”, locking the system after a certain number, say b, unsuccessful logon
attempts which limits the effectiveness of the attack. In the off-line guessing
type of attack, the attacker gets hold of some test-data from the system that
enables him to test password guesses, most likely first, on his own systems.
This information could for instance be a UNIX “passwd” file, a Windows SAM
database or, more generally, the secure hash of a password. We distinguish
two kinds of off-line attacks. In a complete attack the attacker is willing to take
all the required computational effort to completely finish his attack algorithm
thereby surely finding the password. In an incomplete attack the attacker is
only willing to take a certain computational effort, a number of L guesses, in
the attack, thereby finding the password only with a certain probability. To
illustrate, suppose that an attacker has the SHA-1 hash of the password. If the
attacker is willing to let the guess process run on a 1 GHz Pentium machine for
a day this means that he is willing to perform about 236 tries (cf. [2]); one might
find it acceptable that the probability of success is at most 1%.

The central problem of this paper deals with choosing passwords that on the
one hand have the functional requirement that they are “small” and on the
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© Springer-Verlag Berlin Heidelberg 2007
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other hand have the security requirement that they are “adequately” resistent
against both on-line as off-line attacks, both complete as incomplete. Such pass-
words are specifically applicable in the context of one time passwords (e.g. initial
passwords, activation codes).

Outline of the Paper

In Section [2] we describe the mathematical model we use for the central problem
in this paper. In this model the Shannon entropy is taken as a measure for
“smallness” of passwords, the Guessing entropy [6] as a measure for security of
passwords against complete off-line attacks and the Min entropy (cf. [3]) as a
measure for security of passwords against incomplete off-line attacks. In Section
we discuss and apply some techniques for calculating extreme points of convex
sets. In Section ] we present general, new relations between the three types of
entropy. This provides both strong improvements on the McEliece-Yu bound
from [7] and the Min entropy lowerbound [3] on Shannon entropy. In Section
we arrive at a new lower bound on the Shannon entropy of distributions,
i.e. on the minimal length of the corresponding passwords, given restrictions
on the Guessing and Min entropy. As an application we present in Section
an algorithm generating near optimally short passwords under these conditions
that are specifically applicable in the context of one time passwords (e.g. initial
passwords, activation codes). Finally Section [7] contains the conclusion of this
paper and open problems.

Related Work

NIST Special Publication 800-63 [§] provides technical guidance in the imple-
mentation of electronic authentication, including passwords. The implicitly used
mathematical model for security of passwords is similar to ours but the publica-
tion does not fully mathematically explore this model. Massey [0], cf. [5], shows
that the entropy H for a password distribution is upper bounded in terms of its
Guessing entropy a by H < logy(e-a—1). Note that Massey’s bound is indepen-
dent of the number of passwords n. By a counterexample it is indicated in [6]
that no interesting lower bound on the entropy of a password exists in terms of
the Guessing entropy alone. McEliece and Yu [7] show that H > 21‘;%7_2%")(04 -1)
indicating that such lower bounds exist if one takes into account the number
of passwords n. It is well-known that the Shannon entropy is lower bounded by
the Min entropy (cf. [3]), i.e., independent of n. Massey’s bound can also be
formulated as a lower bound on the Guessing entropy in terms of the Shannon
entropy; in [I] Arikan provides another lower bound on the Guessing entropy in
terms of the IP-norm of the underlying probability distribution.

2 The Mathematical Model for Secure Passwords

In this section we describe our mathematical model for secure passwords selec-
tions. Further motivation of the model is placed in Appendix [Al We assume
that passwords correspond to a finite variable X with a discrete distribution
(p1,---,pn) on n points (the number of possible passwords). That is, each p; > 0
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and they sum up to 1. To facilitate easy notation and formulae we assume
throughout this paper that the probabilities p; are denoted in a decreasing form,
ie, p1 > p2... > p, > 0. The size of passwords is measured in our model by
the (Shannon) Entropy H(X) (or simply H) which is given by

H(X) = =3 pi Lo ()

and where we use the usual convention that 0-log,(0) = 0. Our choice is motivated
by the fact that the entropy corresponds with the average size of passwords in
bits using an optimal coding for these passwords, most notably a coding based on
a Huffman encoding tree [4]. The resistance against complete off-line attacks we
measure by the Guessing entropy, cf. [6], denoted by G(X) or simply «, given by

This relates to the expected number of tries for finding the password using an op-
timal strategy, i.e. trying the most likely keys first. Perhaps surprising, a large
Guessing entropy by itself is not a sufficient guarantee for a secure passwords dis-
tribution. In [6] an example is given of a family of distributions (see also Section )
that all have a fixed Guessing entropy but that have a highest probability that in-
creases to one (and the entropy decreases to zero). That is, the probability that the
first guess is successful goes to one implying that these distributions are certainly
not “secure”. From this example it is indicated that a viable security model also
needs to take into account resistance against incomplete attacks. In our model,
we measure this by the so-called Min Entropy, Hso(X) or simply H, given by
—logy(p1), cf. [3]. If the Min entropy is sufficiently large, or equivalently p; suffi-
ciently small, then one can assure that ZiL:1 p; < L - py is sufficiently small too.
The resistance against on-line attacks is directly related to the probability of
success in the optimal strategy, i.e. trying the b most likely keys. As typically
the acceptable number b will be much smaller than the acceptable number L
of an incomplete attack, we will only impose conditions on the effectiveness on
the latter kind of attack. The central problem of this paper can now be math-
ematically formulated as follows: given lower bounds on the Guessing and Min
entropy (or equivalently an upper bound on p;) what is the minimal Shannon
entropy possible and how can one calculate and apply minimal distributions?

3 Preliminaries

3.1 Extreme Points of Ordered Distributions with Fixed Guessing
Entropy

We recall (cf. [9, p. 241]) that a point x of a convex set C is extreme if it
is not an interior point of any line segment lying in K. Thus x is extreme iff
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whenever z = Ay + (1 — Nz with0 < A< 1wehavey &€ Cor 2 ¢ C. It is a
direct consequence of the Krein-Milman theorem (cf. [, p. 242]) that any closed,
bounded convex set in R™ for some natural n is the convex hull of its extreme
points.

Let 7, s,n be natural numbers and let f1,..., f. and Fy, ..., Fs be (linear) func-
tionals on R™ and let 61, ...,8,,01,...,05 € R. The set C' C R™ is defined by

C={zeR"|fi(x) =0 for i =1,2,...,r and Fj(z) > 0; for j =1,2..., s}.

Clearly, C' is a closed convex set but is not necessarily bounded. Equations of
type fi(z) = 6; we call defining hyperplanes and equations of type Fj;(x) > 6;
we call defining halfspaces. We call a point = in C' a minimal intersection point

if
{z} =i 716 (Njes F(6)) (1)

for some subset S of {1, ..., s}. Determining the elements in (II) amounts to solving
n variables based on r + ||.S|| equations as indicated in (IJ). Minimal intersection
points then coincide with unique solutions = to such sets of equations that also
satisfy the other conditions, i.e. lie in the remaining defining halfspaces. If each
subset of n functionals in {f1(),..., fr(:), F1(*), ..., F5(-)} is linearly independent
(and so r < n in particular), then one only needs to look at subset S of size n — 7.
The following result, using the notation of above, can be considered as part of the
mathematical “folklore”, cf. [I1]. We provide proofs in Appendix [Bl

Theorem 1. If C is bounded then the extreme points of C' are precisely the
minimal intersection points and C' is the convex hull of the minimal intersection
points.

Let n be a natural number and « be a real number and let

n n
Cra = {(p1,spn) ER™ | > pi = 1,> ipi = a,p1 > pa... > pp > 0}.
i=1 i=1

One can easily verify that C, o # 0 if 1 < a < (n+1)/2 so from now on we
implicitly assume that o satisfies the condition 1 < a < (n 4 1)/2. It is easily
verified that C,, 1 = {(1,0,...,0)} and C,, (p41y/2 = {(1/n,1/n,...,1/n)}.

Theorem 2. The set C,, o is a closed, bounded the convex set and is the hull
of its extreme points. These extreme points take the form X i n for integers j, k
satisfying 1 < j<2a—1<k<n and

Xk = (@jons Gk, =" ks Uik, =+ bjkm, 0, -+ 0)
7 7 7 T
]-7 27 jv J+17 kv k+1vn7
where ) ]
—2a+14+j+k 20— (+1)
o = 3 Bk = s
j-k k(k — j)

and where we define bj i, = 1/(2ac — 1) for j = 2a — 1 = k (which can only
occur when 2a — 1 is an integer).



Selecting Secure Passwords 53

Proof: See Appendix [Bl O

Note that if in the previous theorem 2 — 1 is an integer then all points of type
Xj2a—-1,n for 1 < j <2a—1 are equal to the point whose first 2ce — 1 coordinates
are equal to 1/(2a — 1) and the remaining ones are zero. We note that from the
previous theorem it simply follows that the set (), , has more than one point
if a < (n+1)/2 and n > 3. So, for n > 3 it follows C,, o = {(%, %,,%)} iff
|Cn.al = 1.

In practice often a certain number, say d, of the highest probabilities coincide.
For instance when a dictionary is used and the d most likely passwords are chosen
uniformly from a dictionary of size d < n. The set of such distributions takes
the following form:

n n
Chna,a = {(p1, .-, pn) ER™ | Zpi = 1722' pi = a,
=1 =1
PL=D2...=Dd > Pd41--- > Dn > 0}

We usually write Cy, o for Cp o,1. The following two results state some of the
immediate properties of C), o and C, o.4.

Proposition 1. Cpqa # 0 iff Cha #0 andd <2a—-1iff 1l <a < (n+1)/2
and d < 2o — 1.

Proof: See Appendix [Bl O

Proposition 2. We use the terminology and conditions of Theorem[2. The ex-
treme points of Cy, o are the points X .n satisfyingd < j <2a—1<k <n.

Proof: See Appendix [Bl O

3.2 Useful Formulae

We use the terminology of Theorem[2l It is convenient to introduce the function
G(z,y, 2) with domain {(z,y,2) € R® | 0 <z <y < z} given by

Gz, y,z) = — <(—y :x +2) logz(_y;—_i+ %)
+(y ; o) 10g2(ﬁ)) )

if r <y < zand G(y,y,2) = logy(y) and G(y,y,y) = logs(y). Note that
G(z,z,2) = logy(2), limgyy G(z,y,2) = G(y,y,2) and that G(j,2a — 1,k) =
H(Xjkn). Also note that values of G(-) are easily calculated. As usual we
denote the entropy function on two points by h(-), i.e., h(p) = —plogy(p)
— (1 —p)logy(1 — p).

A real valued function G(-) from a convex set C' C R" is called convez (re-
spectively concave) if G(Az + (1 — N)y) < AG(z) + (1 — A)G(y) (respectively
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Gz + (1= Ny) > AG(z) + (1 — N)G(y) for all z,y € C and 0 < X < 1. Note
that G(-) is convex iff —G(+) is concave. If G(+) is a twice-differentiable function
in a single real variable (i.e., C' C R) then G(-) is convex (respectively concave)
ifG >0 (respectively G < 0) on C. The proofs of the following two lemmas
are straightforward verifications.

Lemma 1. For 1 <z <y < z the following holds.

1. Gla,y,2) — logy(x) = G(1,y/z, /)
2. G(1,y,2) = h(X=2) + L logy(z — 1)

z z

Lemma 2.

1. For fized x,z, the function [x,z] 3 y — G(z,y, z) is concave.

2. For fized y, z, the function [1,y] > z — G(z,y, z) is concave.

3. For fized x,y, the function [y, 00) 3 z — G(x,y, 2) increases to its mazimum
and is then decreasing.

Proposition 3. G(z,y,2) > logy(z) + L= logy(2/x)

Proof: By Lemmal[2 for fixed z, z the function [z, 2] 3 y — G(z,y, 2) is concave.
Note that for y = = this function takes the value log,(z) and for y = z it takes
the value logy(2). If we write y = (1—X)x+ Az it follows that A = (y—z)/(z —x).
From concavity it now follows

G(z,y,2) = (1 = A)logy(2) + Alogy(2) = logy () + Alogy (2/),

from which the proposition follows. |

4 Relations Between Entropies

As explained in the introduction, we let passwords correspond to a finite variable
X with a discrete distribution (p1,...,p,) on n points that we assume to be
ordered, i.e., p1 > p2... > p, > 0. The following inequalities hold, providing
lower and upper bounds for the highest probability, i.e. p1, of points in C, o4
in terms of a and n.

Theorem 3. For (p1,...,pn) € Cp a4 the following inequalities hold

1 —2a+1+[2a—1]| 1 9% — 1
2a—1 "~ ([2—1))([2a—1]) [2a—1] <p1 <1/d+1/n— ,

Proof: If d = 1 then from Theorem [2]it follows that the extreme points of Cy, o 4
are of type X pn with 1 < j <2.a—1 <k <n. It more generally follows from
Proposition 2 that for d > 1, the extreme points of Cy, o.q are of type X j ,, with
1<j<2-a-1<k< n It follows that (p1,...,pn) is in the convex hull of
the extreme points X, withd <j<2-a—-1<k <n.

! We distinguish between d = 1 and d > 1 to avoid a circular reasoning in the proofs
of Propositions [I] 2] and Theorem [3
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Note that for fixed k£ the formula of the first coordinate of X 1. », i.e., aj k,n, is
decreasing in j. As the smallest permissible j equals d and the largest permissible
equals |2a — 1], it follows that

min{a|sq—1]kn | 20 =1 <k <n} <p; <max{agpn |20 -1<k<n} (2)

Also note that for fixed j the formula of the first coordinate of Xy ., i.e.,
@j kn, i increasing in k. This means that the left hand side of (2) is equal to
a|20—1],[2a—1],n, Which is easily seen equal to

—2a+ 1+ [2a— 1] N 1
(2a—=1)(2a—1])  [2a—1]

That this expression is greater or equal to 1/(2a — 1) follows from the easily
verified inequality x — |x]/(|x]-[z])+1/|x] > 1/x for any « > 0. This concludes
the proof for the second equality of the result. Similarly, the right hand side of
@) is equal to ag,n,» which is easily seen equal to 1/d+1/n — 2an1 completing

the proof of the theorem. |

As the function —log,(+) is decreasing, the bounds in the previous result can
easily transformed in lower- and upperbounds for the Min entropy Ho, in terms
of o and n. The following result is a direct consequence; the right hand inequality
also follows from a standard concavity result.

Corollary 1. —log,(1 — 2(a—;1)) < Hoo <logy(2a0—1)

The next result enables the precise calculation of the minimum entropy on Cj, o4
that we denote by M, o4

Theorem 4. The following hold:

1. My o q=min{G(j,2a —1,k) | j € {d, |[2a— 1]}, k € {[2a — 1],n}}.
2. My a,q > min{log,(2a—1), G(d, 2a—1,n)} = min{log, (2a—1), h(22=1=4) 4
2a=dog,(n/d — 1)} with equality if 2a — 1 is an integer.

Proof: We prove the two parts of the theorem simultaneously. As the entropy
function is concave, the minimum of the entropy function on Cj, 4,4 is the min-
imum the entropy achieves on its extreme points, i.e., the points of type X; 1 »
with d < 2a — 1 < k < n (cf. Proposition ), that is:

My aa=min{G(j,2a —1,k) | k,jeN,d<j<2a—-1<k<n}
From the concavity of the function j — G(j,2a — 1,k), i.e. Lemma 2] follows
Myoa=min{G(j,20—1,k) | j€{d,[2a— 1|}, ke N,2a—1 <k <n} (3)

Mo > min{G(j,2a — 1,k) | j € {d,2a—1},keN,2aa -1 <k <n} (4)

with equality if 2a — 1 is an integer. Finally, from equality (3] and the third part
of of Lemma [2] we arrive at the first part of the theorem.



56 E.R. Verheul

As G2a—1,2a—1,n) = G(d,2a — 1,2 — 1) =G2a—1,2a— 1,2a— 1) =
log,(2ae — 1) inequality () implies that

My.aq > min{G(j,2a — 1,k) | j € {d,2a — 1}, k € {20 — 1,n}}
= min{log, (2ac — 1), G(d,2cx — 1,n)}

with equality if 2« — 1 is an integer. The second part of the theorem now follows
from combining the two formulae from Lemma [Tl |

From Theorem [lit follows that M, 4 q is asymptotically equal to G(d, 2a, n), i.e.
to the entropy of the distribution the Xg ., that goes to logy(d). For d =1 this
sequence actually forms the counterexample in [6] that no (interesting) lower
bound on the entropy exists in terms of the Guessing entropy alone.

Theorem @l also enables to determine that perhaps contrary to popular belief,
the formula log,(2a — 1) < H is actually only true for n < 6. Indeed, it is easily
verified that the graph of the function h, : [1,(n +1)/2] 2 a — G(1,2a — 1,n)
lies under the graph of [1, (n+1)/2] 3 o — logy(2a—1) for n = 1,2, ...,6. From
the second part of Theorem [ it now follows that the formula is true for n < 6.
That this formula does not hold for n > 7 also follows from the second part of
Theorem [ as h7(1.5) = 0.960953 < 1 = log,(2cx — 1).

Theorem 5

20— 1—d

My, 0,0 > logy(d) + —

log,(n/d)

This lowerbound on My, . q is weaker than the lowerbound from the second part of
Theorem [f} Moreover, both sides of the inequality are asymptotically equivalent
mmn.

Proof: Consider the following inequalities.
My, a0 > min (G(d,2a — 1,n),log,(2a — 1))

> min <log2(d) + w log,(n/d),logs(2cc — 1))

20— 1 —d

> log,(d) + —J

log,(n/d),
The first inequality is the second part of Theorem [ and the second inequality
follows from Proposition Bl For the last inequality; note that the function [2a —
1,00) 3 n — logy(d)+ QO‘nfd’d logy(n/d), is decreasing. As this function converges
to the value log,(2cc — 1) for n | 2« — 1, the last inequality follows and thereby
the first two parts of the theorem.

With respect to the last part of the theorem; the sequence of distributions
Xan,n all have Guessing entropy equal to o and it is easily seen that their
Shannon entropies converge to logy(d). O

The previous result with d = 1 is an extension of the McEliece-Yu bound from
[7]. Tts proof also shows that the lowerbound in the second part of Theorem [
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for d = 1 provides a stronger bound on M, 1 than the McEliece-Yu bound. It
is easily shown that the difference between these bounds is about h(2(a—1)/n),
about one in practice.

5 Secure Password Distributions

Let (p1,...,pn) € Cp o and let 0 < 6 < 1. Then C), o5 is the set:

n n
{(p1,opn) €R™ | Y pi =1, i-pi=0,8>p1 >pa.. > py >0}
=1 =1

From the proof of Theorem [Blit follows that the extreme point X |2a—1],[2a—1],n €
Chn,o has a minimal first coordinate, namely a|2q—1],;2a-1],n- 50 Cn,a,s # 0 iff
Cna # 0 and a|26—1),[2a—1],n < 6. Or in other words that

—2a+ 1+ [2a— 1] N 1
([2a—1))([2a—1]) ' [2a—1]
Clearly, the fact that C,, o s is non-empty does not imply that it contains an

element with first coordinate equal to 6. We call § admissible if there is such an
element. It simply follows from the proof of Theorem [3 that ¢ is admissible iff

<éband a < (n+1)/2. (5)

—2a+1+ [2a—1] 1 ~ 2(a—1)
@a-1)(2a=1) " a1y =St —F—

(6)

The following theorem discusses the extreme points of C), o5 and how to
calculate them. For v € R™ we let (v); denote the first coordinate of v.

Theorem 6. The set of points E’

{AleJclvn + (1 - A)ij,kz,n | ji=1J2 or ki =k, A€ [0, 1] :
MX k)t + (1= AN (Xja kon)1 = 3 U{f € E | (f)1 <6}

is finite and its conver hull spans Cy o. In particular, all extreme points of
Ch.,a,s are in E'.

Proof: See Appendix [Bl O

Let H(n,a,6) denote min{H(c) | ¢ € Cya,6}. The following immediate result
shows how H (n, «, §) can be precisely calculated.

Theorem 7. H(n,«,8) is equal to the minimum value that the entropy takes
on the set E' defined in Theorem[B, which is the minimum of at most |2a—1]
[n — 2a — 1| real numbers.

We extend the meaning of

—2a+1+j+k
J-k

Ajkn =
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from Theorem[2lto include any real 0 < j < 2a—1 < k < n. The function (0, 2a—
1] 3 j — aj k.n is decreasing and takes as an image the segment [1/(2cc — 1), 00).
The inverse of this function is a function g5 : [1/(2a—1),00) — (0,2a — 1] given
by gp(x) = Lp2etl,

The following is the main result of this section. The idea of calculating an lower
bound on the Shannon entropy given a Guessing entropy and « upperbound ¢
on the highest probability occurring is simple: just find the real number j such
that the “virtual” extreme point X, , has a first probability a; ,,, equal to é.
The lowerbound on the Shannon entropy is then the minimum of the entropy of
the “virtual” extreme point and logs(2ac —1). The proof of Theorem [§is skipped
due to space restrictions but will be part of the full version of this paper.

Theorem 8. Let a be fized, 1 < 2a—1 < n, and let § be such that Cp a5 # 0
(so in particular 6 > 1/(2a — 1) , then

H(n,o,6) > min(G(gn (6),2a — 1,n),log,(2cc — 1)).

Moreover, the sequence {min(G(¢%(8),2a — 1,n),logy(2ac — 1))}y, is decreasing
and converges to —log,(6).

The following result is a consequence of Theorem [§ in an analogous fashion as
Theorem [ is a consequence of Theorem Hl

Theorem 9. Let o be fized, 1 < 2a—1 < n, and let § be such that Cp o5 # 0

(so in particular 6 > 1/(2a — 1) , then

20 — 1 — g (9)
n—gq(o)

This lowerbound on Hy, 5 is weaker than the lowerbound from the second part

of Theoreml[8. Moreover, the sequence {log,(g%(8))+ % logy(n/g%(8))}n

H(n,a,6) > logs (g5 (6)) + logy(n/g5,(6))- (7)

is decreasing and converges to —logy(6).

Corollary 2. Let (p1,pa, .., pn) be an (ordered) password distribution with Shan-
non entropy H, Guessing entropy a and Min entropy H, then

H > min(G(gy (p1), 2a — 1,n), logy (2 — 1))

20— 1 — g%

2L g /g ) > H
We make some remarks on Theorem [§ If we fill in the largest possible admissible
6 in Theorem [ i.e., 6§ =1 —2(aw — 1)/n, we obtain the second part of Theorem
E for d = 1 which itself an improvement of the McEliece-Yu bound by Theorem
Bl The bound in Theorem [l is strong in the sense that for § that equal the
first coordinate of an extreme point of type X, », i.e. § = a;n,n equality in
Theorem B holds provided H (X ,, ,,) < logy(2a—1). In Appendix [Clit is further
indicated that the bound in Theorem [§]is strong and that taking the minimum
with log,(2a — 1) cannot be relaxed. It is also indicated that the distributions
Xjjnn are in fact “local” minima.

> logs (g5 (p1)) +
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6 Selecting Near Optimal Secure Passwords

The strongness discussed above of Theorem [§ gives rise to the following algo-
rithm, providing a near optimal password distribution with minimal Shannon
entropy in our security model. In this algorithm we assume that the Guessing
entropy « is an integer and that the bound on the highest occurring probability
6 is of the form 1/D for some natural number D. These are very mild restric-
tions. For the existence of such distributions (cf. Theorem [B]) one requires that
1/(2a — 1) < 6. If the latter equality holds, the only distribution satisfying is
the uniform one on 2ce — 1 points and the (minimal) Shannon entropy equals
the Guessing entropy. So we assume that 1/(2a — 1) < é, i.e. D < 2a— 1. As
lim,, o0 gn(1/D) 1 D it also follows that

lim G(gn(1/D),2a —1,n) = lim G(D,2a — 1,n) = logy(D).
n—oo n—oo

It now follows from Theorem [ that when n grows to infinity, the minimum
Shannon entropy H(n,«,§) decreases to log, (D). For two reasons the distrib-
ution Xp ., is an obvious choice for a finite approximation of this minimum.
Firstly, its Shannon entropy converges to this minimum. Secondly, the highest
probability occurring in Xp np, i.€., ap kn, is less than 6 but can be taken
arbitrarily close it. Moreover, as discussed at the end of Section [l for n large
enough the distribution Xp ,, ,, establishes the minimum Shannon entropy in its
own “class”, i.e., the distributions on n points with Guessing entropy equal to
o and highest probability < ap p ».

The distributions of type Xp . . also have a simple form: the first D coor-
dinates are equal to ap ., and the remaining n — D coordinates are equal to
bpn,n- This makes generation of passwords in accordance with this distribution
quite convenient by using a Huffman tree as follows. First generate a ‘0’ with
probability Prin = Dxap ., and a ‘1’ with probability Pras = (n—D)*bp . n.
If 0 is generated, generate a random string of size D bits and concatenate it with
‘0%, if ‘17 is generated then generate a random string of size (n — D) bits and con-
catenate it with ‘1’. One can easily verify that the average size of such generated
strings is at most the Shannon entropy of Xp ., plus one bit. By increasing
n one obtains password generation methods with average bit length arbitrarily
close to log, (D) whereby with a small probability (i.e., (n — D) *bp ;. decreas-
ing to zero) large passwords will occur of size logy(n — D) ~ logy(n). In the
table below we have placed some of the characteristic figures for a = 264 and
6 =274

If one applies this password generation method in a context where the system
generates user passwords to be used repeatedly by the user, the user will be
inclined to have changed the issued large password until the system proposes
a small password. This of course undermines the security assumptions of the
system. Also when using passwords repeatedly, it is important that they are
easily memorable which the generated passwords in their current form are not.
Consequently the password generation method described is only practically ap-
plicable when the passwords generated are One Time Passwords (OTPs). OTPs
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arise in many applications such as in activation codes for digital services (e.g.
prepaid mobile credit typically stored on a scratch card). Also initial computer
passwords supplied by the IT department of an organization can be considered
to be OTPs.

logy(n) | —logy(@p,m,n)| Average | Min Max Pin Prioe
pwd length | length | length
65.0 65.00 65.00 40.0 65.0 | 2.98E-08 | 1.00E+00
65.5 41.77 58.90 40.0 65.5 | 2.92E-01 | 7.07E-01
66.0 41.00 54.00 40.0 66.0 | 5.00E-01 | 5.00E-01
66.5 40.62 50.30 40.0 66.5 | 6.46E-01 | 3.53E-01
67.0 40.41 47.56 40.0 67.0 | 7.50E-01 | 2.50E-01
67.5 40.28 45.53 40.0 67.5 | 8.23E-01 | 1.76E-01
68.0 40.19 44.04 40.0 68.0 | 8.75E-01 | 1.25E-01
68.5 40.13 42.95 40.0 68.5 | 9.11E-01 | 8.83E-02
69.0 40.09 42.14 40.0 69.0 | 9.37E-01 | 6.25E-02
69.5 40.06 41.56 40.0 69.5 | 9.55E-01 | 4.41E-02
70.0 40.04 41.13 40.0 70.0 | 9.68E-01 | 3.12E-02

7 Conclusion

We have presented a mathematical model for secure passwords and we have
presented an algorithm providing near-optimal distributions in this model as
well as a simple algorithm generating binary passwords accordingly. Such al-
gorithms are specifically applicable in the context of one time passwords (e.g.
initial passwords, activation codes). In addition we have established various new
relations between the three notions of entropy (Shannon, Guessing, Min), pro-
viding strong improvements on existing bounds. Our results indicate that the
expression log,(2a — 1), which we propose to call the Searching entropy, relates
better to the other two entropies than the Guessing entropy « in its natural
form.

It follows from Theorem [§ that distributions with fixed Guessing entropy
a that satisfy log,(2a — 1) < H (an apparent popular belief) is of non-zero
Lebesgue measure, i.e. the probability that a random distribution on n points
with Guessing entropy equal to « satisfies this inequality is non-zero. It seems
an interesting problem to establish the behavior of this probability in terms of
and n. A similar question is: what is the probability that a random distribution
on n points satisfies log,(2cc — 1) < H? Based on our experiments it seems that
this probability is close to one which we have actually shown for n < 6 as then
all distributions satisfy this inequality.
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A Appendix: Notes on the Model

Our model describes an ideal situation in which the computer system owner
knows or can prescribe the probability distribution according to which users
choose passwords. This is the case when the computer system owner generates
the passwords for its users. In common practice, the system owner can at least
highly influence the probability distribution by imposing “complexity rules” for
passwords chosen by users.

In our model we have not taken the Shannon entropy as a measure for security
of passwords which seems to be widely done. We have only found non-valid
motivations for this, that are typically based on the misconception, e.g. in [§],
[10], that the Shannon entropy and Guessing entropy are related by log, () = H.

Perhaps contrary to popular belief, even an inequality of type

log,(2a0 — 1) < H. (8)

between the Shannon entropy and the Guessing entropy is not generally true as
is shown by the earlier mentioned example of Massey [0].
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In Theorem [§ we prove a variant on inequality (8) that does hold. We note
that in this and many other results in this paper the expression log,(2a — 1)
takes a prominent place. In fact, one can argue that this expression is a more
suitable definition of Guessing entropy.

As Massey’s bound can be rewritten as o > logy(H) —logs(e) ~ logy(H) — 1.4
one can use the Shannon entropy in an underestimate for the Guessing entropy
This indicates that the Shannon entropy can be used as an underestimate for re-
sistance against complete off-line attacks. Without referring to Massey’s bound,
appendix A of [8] uses a > log,(H) and consequently from a theoretical perspec-
tive the numbers Table A.1 in [§] are about one bit too small. A large Shannon
(and consequently Guessing) entropy does not provide resistance against incom-
plete attacks. To this end, for 0 < § < 1 consider the distribution (6, g1, g2, - - - gm)
with ¢; = (1 —6)/m. This distribution has a Shannon entropy that goes to infin-
ity when m goes to infinity, while the probability that the first guess is successful
is ¢ irrespective of m. In other words, the Shannon and Guessing entropies alone
are not an appropriate measure for secure password distribution as is suggested
in table A.1 of []].

In our model we have only considered an attacker that is after one specific
password. In practice the attacker might test-data for several, say P, passwords
(e.g. of different users), e.g. a UNIX “passwd” file or a Windows “SAM” data-
base. If the attacker is only after one password (and not necessarily all of them
or a specific one), his optimal strategy would be in parallel: trying if any of the
passwords is the most likely password etcetera. If the test-data is just a secure
hash of a password, then the attacker would be able to speed up the complete
attack by about a factor P, which is why it is common practice to salt pass-
words before applying a secure hash function to it. If we assume that passwords
are indeed adequately salted, the attacker does not gain any advantage from a
parallel attack when he is aiming to mount a complete attack, i.e. finding all
passwords. However the attacker gains advantage when he is aiming to mount
an incomplete attack. Indeed if the attacker divides the computational effort he
is willing to spend over the number of passwords, his probability of success is
higher than if he only uses this effort to guess only one password. Our model can
be used to quantify resistance against this attack as well by the following obser-
vation: if the probability of success of a incomplete attack with effort L against
one password is ¢, then the probability of success of an incomplete P-parallel
attack with effort L-Pis1— (1 —¢)F = q-P.

B Appendix: Proofs on Convexity

Proof of Theorem [k Note that C is a closed set. It suffices to prove the
first part of the result as the remainder then follows from the Krein-Milman
theorem. To this end, let x € C' be an extreme point. Let be S C {1,...,s} of
highest cardinality such that
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z e 716 [ NjesF1(6))

is of lowest affine dimension. Now suppose that this dimension is not zero, i.e.
that z is not a minimal intersection point. Then first of all, S # {1,2,...,s}
as then set N{_; f7(6;) N Njeq1,2,....s}F *(0;) would be an unbounded subset
of C that is bounded by assumption. So {1,2,...,s} \ S # 0 and for every j €
{1,2,...,s}\ S it follows that Fj(x) > ;. That is, there exists a small Euclidean
ball B around « such that F}(y) > ¢; for all y € B. It now follows that

B f 1) () Veqra,...) FH0;) C C (9)

Now, the intersection of a Euclidean ball and a affine space of dimension > 1
contains more points than only its centre (i.e., x). Suppose that z is also in (@)
than it easily follows that © — (z — ) = 2z — z is also in ({@)). It then follows
that y = %(2y —z)+ %z and z can not be an extreme point. We arrive at a
contradiction and we conclude that x is a minimal intersection point.

Conversely, suppose that z is a minimal intersection point, i.e. there exists a
S of {1,...,s}, such that:

{e} =N 16D (N NjesFH(6)). (10)

Now suppose that x is not an extreme point, that is © = Ay + (1 — \)z with
0 <A< 1andy,ze C\{x}. It simply follows that for each j € S we have
F;(y) = Fj(z) = 0; as otherwise F;(z) > 6;. We conclude that y, z are also
elements of the left hand side of (I0) contradicting that x is minimal intersection
point. (Il

Proof of Theorem [2k The cases n = 1 and n = 2 can be easily verified directly
and we assume that n > 3. Note that for fi(z) = Y i @i, fa(z) = >0 i@,
Fj(z) =2; —xj41 for 1 <j <nand F,(z) = z,, the set C, o takes the form:

Ch,a ={z e R"|fi(z) =1, fo(z) = a,and F;(x) >0 for j =1,2...,n}.

As Cy, o is clearly bounded we aim to use Theorem [Il For this we need to look
for unique solutions of x of the equation fi1(z) = 1, fa(z) = a and any subsets
of the equations

Fi(z) =0; Fy(z) =0; ... F(x) =0.

As any n — 3 or smaller subset of these equations will certainly not result in
unique solutions z, we only need to consider any n — 2, n — 1 and n-subset of
these equations.

An (n — 2)-subset pertains to leaving out two equations, say the j-th and the
k-th with 1 < j7 < k < n which leads to the following system of equations:

Tl =22 = ... =Tj
Tj+1 = Tj42 = ... = Tk

Thtl = Thta = ... = T, = 0.
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Together with the conditions f1(z) = 1, fo(x) = « simple calculations shows that

this results in a unique solution X, ;1 as defined in the theorem. However these

solutions also need to satisfy the remaining two equations, i.e., ; > x;41 and

Tk > Tr4+1 = 0. Simple calculations show that the first condition is equivalent

to k > 2a — 1 and that the second condition is equivalent to 7 < 2a — 1. We

conclude that the X 1 ,, described in the theorem are all extreme points of C, 4.
An (n — 1)-subset pertains to a 1 < j < n and

T =T2 =..=1Tj

Tj4l = Tj42 = ... = Tp = 0.

If this has a solution, then 2a: — 1 must be equal to j and hence an integer. The
first j coordinates of this solution will be equal to 1/(2a — 1) and the remaining
ones are zero. We arrive at Xon—1,2q—1,»- Finally, an n-subset cannot results in
solutions, let alone unique ones. O

Proof of Proposition [Tk As the last equivalence is evident, we only prove
the first one. To this end, let (p1,...,pn) € Cha,a 7 0, then from Theorem [
with d = 1 it follows that 1/(2a — 1) < p1. If (p1,...,pn) € Cn,a,a C Cpn o then
clearly p1 < 1/d. Hence it follows that d < 2a.— 1. The “only if” part of the first
equivalence now follows from Cj, o, Cp,o. Conversely suppose that Cy, o # ¢ and
d < 2a:—1. Then according to Theorem 2] X ,, ,, is one of the extreme points of
Theorem [ C,, «. It evidently follows that X4, n € Cp o.q4, showing that this set
is not empty. Actually, this alternatively follows from X|2q_1|nn € Cna,d- O

Proof of Proposition [2t8 We start the proof with two observations. First,
from the description of the points X . », in Theorem it follows that all first j
probabilities are strictly larger than the remaining ones provided that k # 2a—1.
Second, if k& = 2o — 1 (hence 2a — 1 is an integer in particular), then for all
1 < j < 2a —1, the points Xj, are equal to the distribution consisting of
2a.— 1 non-zero probabilities equal to 1/(2a — 1). As d < 2a.— 1 by Proposition
[ it evidently follows that then all first d probabilities are equal in X x ».

For a proof of the proposition; by using the description of the points Xj x n
in Theorem 2] it directly follows that if d < j < 2a — 1 < k that then the first d
probabilities are equal.

Conversely, let a point Y € C,, , have its first d probabilities equal. Then
by Theorem [2] the point Y is the convex combination of points Xj j , satisfying
1<j<2a—-1<k,j< k. Suppose that in this convex combination, some
points X i » contribute that do not satisfy d < j, i.e. d > j. If for some of these
points k = 2« — 1 then, by the second observation at the beginning of the proof,
the contribution of this X 1, can be replaced with Xg 1 ».

So we may assume for the point X} ;. ,, contributing to Y satisfies d > j and
k > 2a— 1. Let j' be the smallest j with this condition, it follows from the first
observation at the beginning of the proof, that the first j < d probabilities in
Y are strictly larger than the j + 1-th probability and hence that the first d
probabilities in Y are not equal. We arrive at a contradiction. O
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Proof of Theorem [6t We number the points in E, i.e. E = {e1,e2,...,¢5}.
Clearly,

|E| |E| |E|
On,oz,é = {Z )\iei | e; € E’ZAl = 1,)\1‘ > 0,2)\1‘(61')1 < 6} (11)
=1 i=1 i=1

We relate Cj, o, with

|2 |E]

L={(M\,Aa. s \pp) | A > 072&» = 1,2&-((3,‘)1 <&} cRIPL
=1 i=1

For I = (A1, A2,..., Ajg|) € L we define |- E = Zlﬂ Ai-€;. As the set L is convex,
closed and bounded it is spanned by it extreme points. Following Theorem [Tl the
extreme points of L are of type

F={(A,X2,...,\g|) | only two different A;, \; € [0, 1] are non-zero and
A + )\j =1\ (6i)1 + )\j . (6j)1 =6
or \; =1 and (e;); < 6}

Clearly, I is finite. Also, any convex combination (A1, Az, ..., A|g|) occurring
in (II) is a convex combination of elements in F. In other words, the convex
hull of F' - E is equal to Cy, o,6. That is, an extreme point of C;, s is either an
extreme point f in Cp, o with (f); < § or of type

)‘thkh’ﬂ + (1 - )‘)ij,kz,’ﬂ (12)

with 1 <j1,j2 <2a—-1 < ki, ks <mand X € (0,1)

We now take another view at the extreme points of C), 5. Using the technique
used in the proof of Theorem [2it follows that the extreme points of C, o5 are
either f € E with (f); <6 or take the form

(6,6,--+6, a, +-a, b b 0, --0)
(A S B N (13)
1727...j’j_|_17...k7k+17...m7m+1...n

with the condition that 6 > @ > b > 0 and that this point is in C,, 4. E

If either kq1 or ks, say ki, in expression ([2)) is equal to 2« — 1 (also implying
that 2 — 1 is an integer) then this expression also holds if we take j; = ja.
Indeed, all points of type X; 2q—1,, are equal (cf. Theorem [)). So assume that
200 — 1 < ky,ko. As is shown by Theorem [ all extreme points X, with
2a—1 < kin E are of a special form: the first j coordinates are equal and strictly
larger than the j + 1 to k-th coordinates which are also equal and strictly larger
than zero. It follows immediately that a point as in expression ([I2]) can only be
of the prescribed form (I3)) if either j; = jo or k1 = ko. O

2 We note that, unlike in the proof of Theorem [2 not all points of the prescribed form
([@3), automatically satisfy the remaining conditions.



66 E.R. Verheul

C Appendix: Comparison of Bounds

In Figure [I below we have for n = 23 and a = 7 depicted the graphs of § —
H(n,,6) calculated using Theorem [7] labeled by “A”; 6 — min(G(g%(6), 20 —
1,n),logy(2a0 — 1)) labeled by “B”, § — G(g%(6),2a — 1,n) labeled by “C”,
the bound in Theorem [0 labeled by “D” and the Min entropy 6 — —log,(6)
labeled by “E”. Finally we have depicted the 13 points (a;nn, H(X;nn)). It is
easily verified that Theorem [ is strong in the sense that for all § that equal the
first coordinate of an extreme point of type X, n, i.e. 6 = ajn,n equality in
Theorem [§ holds provided H (X, n) < logy(2ac — 1). However, the figure below
indicates that these distributions are actually “local” minima with respect to
the Shannon entropy. The figure also indicates that the bound in Theorem [§
is strong, certainly in comparison with the bound in Theorem [@ and the Min
entropy. We finally note that the example also shows that taking the minimum
with logy(2ae — 1) in Theorem [§] cannot be relaxed.
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Fig. 1. Comparison of bounds
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Abstract. The task of developing protocols for humans to securely au-
thenticate themselves to a remote server has been an interesting topic
in cryptography as a replacement for the traditional, less secure, pass-
word based systems. The protocols proposed in literature are based on
some underlying difficult mathematical problem, which are tuned so as to
make them easily computable by humans. As a result these protocols are
easily broken when desired to be efficiently executable. We present a Hu-
man Identification Protocol based on the ability of humans to efficiently
process an image given a secret predicate. It is a challenge-response pro-
tocol in which a subset of images presented satisfies a secret predicate
shared by the challenger and the user. We conjecture that it is hard to
guess this secret predicate for adversaries, both humans and programs.
It can be efficiently executed by humans with the knowledge of the secret
which in turn is easily memorable and replaceable. We prove the security
of the protocol separately for human adversaries and programs based on
two separate assumptions and justify these assumptions with the help of
an example implementation.

1 Introduction

The problem of constructing human identification protocols is an important one
in the cryptographic community. That is to say, how can a human H authenticate
to a remote server C', without using any computational aid? To make matters
worse, the communication link between H and C' is controlled by an adversary
who can either passively listen to their conversation or actively interfere at will.
Under such conditions, it is desirable that this adversary should not be able
to masquerade as H even after observing a number of authentication sessions.
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Notice that traditional password based schemes are completely insecure in this
environment, in the sense that even the remote terminal which is being used
by H to perform the authentication protocol is not trusted. It might contain
malicious software like key-loggers, that can grab and record everything that H
types, or someone might be using a hidden camera to see the alpha-numerics
being typed. Ideally, H should be presented with a set of challenges, which H
processes efficiently with the help of some shared secret and replies such that
the responses yield little or nothing about the secret. The amount of processing
required on H'’s part defines the feasibility of the protocol. What kind of protocol
is practical for humans? We are not particularly good at numerical calculations;
however we can be reasonably proud of our image processing abilities. If we can
pose a challenge that involves evaluating an image based on some secret criteria
then we might be able to construct a human executable protocol.

Consider the example of an IQ test based on images. The purpose of such a
test is to check a person’s intellectual abilities. The hardness of these questions
is relative; for some these tests are harder than for others. But once a particular
hint for a question is given, it would be answered promptly unlike someone
who has to solve the question without any aid. If we assume that the hint to the
question is a secret shared between the questioner and the human, then those who
know the secret hint before hand can reply instantly whereas others without the
knowledge of the hint would take considerably longer time. Furthermore, since
we are involving images, the task of writing a computer program to answer these
questions seems extremely hard as well, much like the automated CAPTCHA
tests [0] that most humans can solve but computer programs cannot pass with a
certain probability. The absence of such a “hint” makes the task of guessing the
answer hard even for a human adversary. Additionally and more importantly,
this “hint” can be renewed after even a small number of authentications as it
will not be hard for a human to remember a natural statement.

The idea of constructing secure and efficiently executable human identification
protocols using human’s cognitive abilities about picture processing is not new.
Matsumoto and Imai [I] were the first to propose a human identification protocol,
followed by Wang et al [2], Matsumoto [3], Yang Li and Teng [4], Hopper and Blum
[5] and Li [7]. All of these schemes can be implemented graphically. The idea is to
map the secret with a set of images. The user only has to remember the images
instead of a string of secret. This allows for easy secret recollection as humans can
easily recall images as compared to textual strings. However, the security of the
scheme relies on some underlying numerical problem like the Learning Parity with
Noise (LPN) problem in [5] and the images are only used as an aid for learning the
secret. Due to this fact, the complexity of these schemes is still a bit high, e.g. the
HB protocol of [5] requires more than 300 seconds on average by humans. More
recently, Weinshall [12] has proposed a scheme based on the SAT problem, which
was subsequently broken in [I3]. Notice that even in their scheme, the secret is a
set of prespecified grid positions and in order to easily memorize these positions,
pictures are introduced. They do not make use of the underlying structure of the
images apart from using them as a memory aid. DeJa Vu[8] and Passface [9] are
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purely graphical authentication schemes in which the user is asked to remember
a subset of secret pictures and is then asked to authenticate by choosing his/her
chosen images in a pool of pictures. A similar concept is to point and click secret
locations in an image as in [I0]. Apparently, in these schemes the user does not
have to do any computational effort whatsoever. But this does not come without
a drawback. These systems are not secure if someone is observing the actions of the
user. If an adversary monitors the users’ selections, it will be pretty easy to learn
the secret images or locations. We argue that an image itself has a very complex
structure and features, and instead of using it just as a memory aid, we can use
the internal properties of images to pose challenges that can be efficiently executed
by humans. Additionally, we might relax the required number of authentication
sessions with a given secret, if the secret is easy to remember by a human and
can be changed without too much effort on H’s part. From the previous efforts,
we can see that apart from the usual trade off between security, secret size and
computational time, we face the problem that if we want to renew the secret after
a small number of authentication sessions, it seems hard for a human to remember
the new secret immediately.

In this paper, we show that it is possible to construct a challenge-response
protocol, each challenge of which contains a kind of AT hard problem like CAPT-
CHA [6] for a computer algorithm. Moreover, the challenge is presented in such a
way that a human without the knowledge of the secret can make “little sense” of
the correlation between the elements of the challenge. We claim that such hard
problems exist, and a protocol based on these problems will be very hard to break
for adversaries, both humans and computer programs, while being efficiently
executable for the legitimate user. Exact quantification of the hardness of these
problems however remains an open issue.

2 An Informal Description of the Protocol

The central idea proposed in this paper is informally as follows: How can we
combine the notion of CAPTCHA (creating a challenge-response that is not
susceptible to bots) and secure user authentication that is not vulnerable to
shoulder surfing or sniffing? To accomplish this feat, we propose the following
protocol:

SETUP. User and the server agree upon a secret that is a composite of the
following:

1. A simple question @ (which we will call a predicate) with only a binary answer,
such as “Does the picture contain a woman?”
2. A set of distinct random numbers a1, as, ..., a,; all between 1 and n.

SERVER TO USER. A list of n pictures that are uniformly distributed with respect
to the question @) above.

USER TO SERVER. n-bit binary string such that for pictures numbered ay, as,. . .,a,
the corresponding bits are answers to the secret question @ and for all the other
positions the bits are random.
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The server accepts if the answer string is correct at the designated places. We
can do the online step repeatedly to amplify security. In the full version of the
protocol in Section 4, we permute the a;’s to make it harder for the adversary to
extract any information from the answer string. The probability of guessing the
correct permutation would be far less than that of guessing a correct random
ordering of numbers. Security is based on the fact that (i) a bot or a computer
program does not know the relationship between the pictures, and (ii) a human
watching the proceedings would not know which bits are significant, which in
turn will make it hard to guess the question being answered.

3 Definitions

We start with a set of definitions formalizing the notions of Identification Pro-
tocols and the new concepts introduced in this paper. We first define the notion
of an Al problem solver which is modified from the definition of an AI problem
in [6].

Definition 1. An Al problem solver is a function f : S — R, where S is a set
of AI problem instances and R € {0,1}"is the answer alphabet. A family of AI
problem solvers is a map F : Keys(F') x S — R. Here Keys(F') denotes the set of
all AI problem solvers from S to R. Namely, if k € Keys(F') then Fy, : S — R is
an Al problem solver.

Notice that we specifically define a family of AT problem solvers instead of just
a single one. Such a family will allow us to distribute different secrets, namely
k € Keys(F), to different users for authentication. The concept is similar to a
function family.

We define the (8, 7)-hardness of an Al problem solver similar to [6]:

Definition 2. An AI problem solver fis said to be (8, T)-solved if there exists a

program A, running in time at most T,on an input s & S, such that
R
Prise—=S:A(s)=f(s)| =26

fis said to be (6,7)-hard if no current program is a (6, T)solution to f, and the
Al community agrees that it is hard to find such a solution.

Definition 3. A family of AI problem solvers is said to be (8, T)-hard if for all
keys k € Keys(F), Fy is (6k, T )-hard with 6 < 6 and 7, < 7.

Definition 4. We say that a function family, F : Keys(F)xS — R is (A (r),7)-
resilient against key recovery, if for all H running in time at most T, we have:

Prlk & Keys(F); bibs ... by & {0,1}";
S1892 . Sr‘_S|Fk (81) (82) Fk (ST) :blbz...br;
k/<—H(81$2.. ) k= k/}<)\()
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Notice that H is not shown the value of the function Fj at each of the ‘r’
inputs. H only knows that the answer to each input belongs to the range R. It
has to guess the correlation between the different inputs. Of course, the inputs
must have an internal structure in order for the above definition to make sense.
We do not elaborate this correlation between the inputs here as it will become
clear when we describe the security of our protocol against human adversaries,
instantiated with a suitable choice of the function family F' in Section 6.

We restate the definitions of identification protocols and human executable
protocols from [5] for reference:

Definition 5. An Identification Protocol is a pair of probabilistic interactive
programs (H, C) with shared auziliary input z, such that the following conditions
hold:

— For all auziliary inputs z, Pr[(H (z),C (z)) = accept] > 0.9
— For each pair © # y, Pr[(H (z),C (y)) = accept] < 0.1

When (H, C) = accept, we say that H authenticates to C. The transcript of C'
contains challenges ¢ and that of H comprises responses r to these challenges.

Definition 6. An Identification Protocol (H,C) is (a, 3,t)-human executable if
at least a (1 — «) portion of the human population can perform the calculations
Hunaided and without errors in at most t seconds with probability greater than

(1-=5).

Discussion on the definitions. We have separately defined a family of AT problem
solvers and an (A (r),7)-resilient function family. This partition is due to the
fact that we want different security assumptions for a program and a human
adversary. For an adversarial program, we require that the actual hardness in
breaking our protocol relates to solving a function from the family of AI problem
solvers. The set of keys ‘Keys(F')” need not be hidden from this program or more
strongly, the program might even be given the particular key being used and
asked to guess the value of the function at a new input. We conjecture that such
a program will still not be able to succeed but with a small probability. More
details will follow in the next sections. On the other hand, we require a rather
weak security assumption for human adversaries. Obviously, for a human the Al
problem solvers will not pose any problems by definition. Instead, we present a
(A (1), 7)-resilient function family to the human adversary. More specifically, we
hide the set Keys(F') from the human adversary; randomly select a key from this
set; draw a set of r inputs at random and ask the human adversary to guess the
key. Since we assume the function family is (A (r),7)-resilient, the probability
of guessing the key is very small. We will present a function family F' and argue
that it satisfies both these requirements. The same function family F' can both be
a family of AI problem solvers and (A (r),7)-resilient at the same time. Indeed,
we give an example of such an F'.
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4 Proposed Protocol

The main theme of our protocol as described in Section 2 is to present a hu-
man with a series of pictures that satisfy a certain predicate. The user answers
a pre-specified set of these pictures in an order determined by a hidden secret
permutation. The assumption is that the analysis of these pictures by a com-
puter program is extremely hard and even for a human adversary, the challenge
of guessing the secret predicate when the answers are given in a random order,
seems implausible. We first give a description of the protocol based on a generic
building block F', and give a detailed practical example of this building block in
Section 6.

PRELIMINARIES. The following notations and functions will be used in the pro-
tocol and hence forth.

Perm (L,1) : Outputs the hidden permutation string P = ¢ipi1qip2qs - - - pig;
of length L, obtained by first randomly selecting a permutation of the set
{1,2,..., L} and then randomly selecting L — locations in this permuted string
and replacing the numbers in the corresponding locations by 0’s. The non-
zero numbers are pi,pa, ..., p;. Bach ¢f is either null or a substring of 0’s and
lgo] +lail + - +1g'[ = L =1

Insert (P, aiasz...a;) : Given P = ¢{p1gip2¢s - - - pigf and an [-bit binary string
aias . ..ay, outputs a binary string bijaibjazb; - - - a;b], where each b is a random
binary substring whose length is equal to ¢;".

Note. Notice that in this procedure the human user has to input random bits
at the positions of ¢;’s. This is an idealized assumption since humans may not
be able to generate truly random bits. We acknowledge this as a drawback but
use it nevertheless since it makes our analysis simpler.

Sep (P,r) : From the given P = ¢§p1¢ip2q5 - - -pg; and an L-bit binary string
r=riry...rr, does the following:

— 7" — null
— For k = 1toL
o If P[] £0
x 1 —1r'||r k]
* Output r’

Notice that, || = 1.

We are now ready to describe our protocol. After presenting the protocol
based on a generic building block F' and defining the security of our protocol
under the assumed hardness of this building block, we will describe a suitable
instantiation of this building block in the next section. It is our thesis that the
proposed candidate satisfies our security requirements.
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SYSTEM PARAMETERS. L, [ and m; all positive integers.

SETUP. H and C evaluate Perm (L,l) and keep the resulting hidden permu-
tation P as a shared secret. From a family of (8, 7)-hard AI problem solvers
F : Keys(F) x S — {0,1}, H and C randomly select a secret key k € Keys(F).
C also sets S~ = { }.

ProTOCOL.

— Set 7 =0
— While j #m or j # L:
e C randomly chooses a binary sequence b1by - - - by, from {0, l}L.
e for i =1 to L:
x If b; = 1, C selects a random s; € S — S~ such that Fj (s;) =1 and
updates ST — ST U {s;}.
* Else C selects a random s; € S — S~ such that Fj (s;) = 0 and
updates ST — S™ U {s;}.
* Csets s = s182---s1, and sends it to H.
e Fori=1¢tol:
* H computes F (sp,). If it is 1, it assigns a; = 1 otherwise assigns

a; = 0.
e H sends ' = Insert (P,ajas...a;) to C.
o IfSep (P,r') = F (sp,) || F (sp,) || --- || F (sp,), C increments j otherwise
C sets j = 1.

— If j =m, C accepts H.

It is easy to see that the probability of someone impersonating a legitimate
user by randomly submitting answers is 27"". We have defined the set S~, so
that once an input from a set S has been used, it should no longer be used again
for that particular user. In practice we can define two sets: S; and Sy denoting
the sets whose elements evaluate to Fj, (.) = 1 and 0 respectively. Each time an
input is used from this set, it is taken out of this set and never used for the same
user. The reason and practicality of this requirement will become clear when we
show a reasonable instantiation.

5 Security Analysis

5.1 Security Against Passive Adversarial Programs

An Identification Protocol (H,C) is (p,q) secure against passive adversaries if
for all computationally bounded adversaries A,

Pr{A(T7(H (2),C(2))),C (2)) = accept] < p

Here T (.,.) represents the transcript of ¢ communication sessions between H
and C. In the appendix, we assume that if B is a program, then even after
observing a certain amount of values of Fj (.), it cannot solve this function with
probability better than §. With this assumption, we prove the following for our
protocol:
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Claim 1. If F is a (6, 7)-hard family of AI problem solvers, then for all adver-
sarial programs A:

Pr{(A(T?(H (2),C(2))),C (2)) = accept] <26 —1

Proof. See Appendix A.1.

5.2 Security Against Passive Human Adversaries

For a human adversary, we assume that F is a family of (A (1), 7)-resilient func-
tions. Hence it is not possible to extract the key k of a particular function Fj, of
this family, when less than r of the instances are shown to a human adversary.
We can construct an experiment in which this adversary is also given a random
binary sequence of r bits. Obviously, this adversary has no advantage in detect-
ing the key k, if this sequence is truly independent of the choice of answers.
However if we give this adversary the true sequence of answers, then it might
have considerable advantage in detecting the secret key. All we need to show is
that our protocol does not reveal the true answers with all but a small probabil-
ity. Ideally, the answer string should be a pseudorandom binary string; however
we do not know how a human would be able to generate a cryptographically
secure pseudorandom string without any computational aid. The best we can
do is to introduce some randomness in the answer strings based on the secret
permutation and the random bits. We digress here to explain the need for secret
permutation and the random bits. Consider an adversary that randomly picks
up a permutation and the corresponding locations and tries to detect the key.
For a suitable choice of L = 10 and [ = 5, the probability that the adversary’s
guess was correct is —5 /() ~ 2722, If instead, we use a simpler procedure of
randomly selecting 5 locations (as in Section 2), then the adversary’s probability
of guessing the hidden locations is just 1/ (150) ~ 278, To achieve the same level
of probability, we would have to choose L = 24 and [ = 12, which means that the
user has to remember more locations. This motivates the use of our procedure.

We show in Appendix A.2, that in a given round, the probability of the event
that the answer string returned by H is equal to the actual answer string (with-
out permutation and random bits) is less than 2% (1 + #)T Since our adversary
has no advantage in solving our protocol without guessing the random permu-
tation, it follows that the advantage of this adversary in breaking our protocol
is bounded by A (r) and the above probability, as shown in the appendix.

5.3 Security Against Active Adversaries

We take the definition of an active adversary from [5]. We do not distinguish
between a human adversary and an adversarial program in this case. An identi-
fication protocol (H,C) is (p,q,r)-detecting against active adversaries if for all
computationally bounded adversaries A,

—Pr{(H (), A(T" (H (2),C(2)))) # L] < q
—Pr[{A(T" (H (2),C (2))),C (2)) = accept] < p
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Against active adversaries we have a natural defense thanks to the cognitive
abilities of humans. If a human can detect that a particular instance has been
replayed twice or more with a high probability, then he may reject C, hence ter-
minating the protocol session. Hence our protocol has an innate defense against
replay attacks. More specifically, let 1 — g be the probability that H can detect
an instance s’ being replayed. Obviously, this probability should be a function
of time and the specific iteration at which the instance is being replayed. Let S;
denote the variable defining the set S~ after the ith query to C by H. Let A;
be the event that an s’ was presented to H at the ith query, such that s’ € S
for some j < 4. Then,

Pr[H detects A;] > Pr [H detects A,|s' € Sy As' ¢ 5,7, 1<j<r]>1—¢

r

All other events will be predicted with greater probability. Thus with high prob-
ability the human will detect a replay challenge attack.

Notice however, that our protocol is not secure against another kind of attack:
the automated adversary intercepts the sequence from the server to the user, and
replaces one instance in that sequence by some other instance (taken from some
other source). If the user’s reply is rejected, the adversary now has two instances
for which it knows that the answers are different. After collecting a few such pairs,
all these pairs are displayed to a human adversary, which now has the instances
alongwith their answers. This attack, however would result in the termination of
the session, if successful. The protocol could be repaired to handle this kind of
active attack. Namely, we can allow the user to submit wrong answers about half of
the time. This would result in an increase in the number of rounds and would take
more time. We acknowledge it as a weakness in our protocol and leave a possible
efficient fix as a future work. There may be other active attacks from a combined
human-computer adversary and a thorough analysis is certainly required.

6 A Suitable Instantiation of F'

We describe a procedure that seems a plausible candidate for an Al problem
solver as well as being (A (r), 7)-resilient at the same time. Our motivation is
the saying that a picture is worth a thousand words. A picture might satisfy
a variety of predicates. Consider as an example, the picture in Figure 1. How
many different predicates does this picture satisfy? To list a few:

— Does this picture present a cartoon?
— Is there a “nose” in this picture?
— Is there a woman in this picture?

And so on. In short, we can select a predicate, find a set of pictures that satisfy
this predicate and a set that does not. We present these pictures to a human
user in place of F' in our protocol and we are sure that it will satisfy our goals.
Let Pic denote a collection of pictures and let pic be a member of it. Let Pred
denote the set of all predicates. We define the family of functions:

Q : Pred x Pic — {0,1}
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Fig. 1. A picture might represent a large number of concepts and contexts

Conjecture 1. @ defines a family of AT problem solvers.

The CAPTCHA project has a particular CAPTCHA named ESP-PIX [I1], that
presents a set of pictures related to each other through some feature. The pictures
are rather obviously related to each other when viewed by a human; however it is
claimed that for a computer program it is extremely hard to find a common link
between the pictures. We present a similar but harder problem. In our protocol,
the pictures satisfying the predicate are intermingled with those that do not,
and we ask a computer program to tell whether the pictures are interlinked or
not.

Conjecture 2. @ defines an (A (r), 7)-resilient family of functions.

This claim seems hard to justify. Our claim is based on the belief that the fol-
lowing problem would be hard for a human. Namely, a human is given a series
of pictures as in Figure 2; is told that some of these pictures satisfy a given
predicate and some don’t, and is asked to guess the hidden predicate. Of course
without the knowledge of the answers to the predicate for each of these pictures,
this seems to be a hard problem. With the knowledge of the answers, we cannot

Learning
Parity with
Noise

Fig. 2. A set of pictures, some or all of which satisfy a hidden predicate

say with a certain amount of confidence that a person might not be able to
guess the hidden predicate. We constructed our protocol in a way so as to hide
the answers, such that the adversary might not be able to gain advantage by
guessing the hidden predicate. An important question is: What kind of predicate
to choose? A predicate involving color differences like “Does the picture contain
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the color red?” should most certainly not be used. Color difference is very easily
caught by the human eye. The predicate used in Figure 2 is “Does the object in
the image begin contain the letter “P” in its name?” Predicates like this, which
do not catch the human eye, are the likely candidates.

6.1 A User Friendly Implementation

For human users the parameters L = 10, = 5 and m = 4 can be chosen.
Note that a random guess attack can only succeed with a probability 2720 in
this case, which is more than the security of a 4-digit pin number. The user
is given a hidden permutation string say: 0098030502. When the user inputs
his ID, he is brought to a page containing 10 pictures in a 2X5 grid at the
bottom of which is a text box. The user answers by randomly picking ‘0’ or ‘1’
in place of the ‘0’s’ in the permutation string and answering the pictures in the
specified order corresponding to the digits other than the ‘0’s’. So, for example,
a possible answer would be 1011001101, where the underlined digits denote the
actual answers and the rest are random bits. The user would input the string
1011001101 and will go to the next series of 10 pictures if this answer is correct
at the specified positions. The procedure continues until 4 steps and the user is
accepted once all the 4 steps result in a success. The choice of using 10 pictures
in a challenge seems appropriate, as they can easily be displayed on the screen
as shown in Figure 3. A single picture would take around 5 seconds for a human

DESIGN

1011001101 Move to Step 2 | Reset! |

Fig. 3. An authentication step in our proposed protocol

to verify whether it satisfies the predicate or not. This would take around 100
seconds to execute the protocol. This amount of time seems reasonable if we use
the protocol only under certain circumstances such as when the user is trying to
log on through an insecure public terminal.
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7 Limitations and Discussion

One might ask the question that how long the protocol should be run to keep a
desired security level. It is evident that based on our assumption, the protocol
can be safely executed for a number of times if we only consider adversarial
programs. How about human adversaries? We know an inherent weakness in
us humans; the more the work load, the less efficient we are. So if a human
adversary is given a collection of, say 2000, pictures and is asked to find the
hidden predicate, then he might not be able to examine all these pictures. In
order to make the task harder for a human adversary, we can have two or more
predicates connected through a truth clause. The user then checks whether the
picture satisfies the clause and answers accordingly. This will result in an increase
in execution time, but guessing the secret predicates will be much harder.

Another question is regarding the possible usage of our protocol. We insist
that our protocol should be used only in situations when a user is away from
the luxury and security of his personal computer or office environment. The user
might want to use our system when using a public terminal to log in for emails
while on a business trip. However, when he is back in his office or home, he can
use the normal password based system to log in to his computer. So, we can
safely use our system for a small number of authentications before the secret
predicate can be refreshed and a new hidden permutation can be used. The fact
that the secret predicate plus the hidden permutation is not a load on a human’s
memory (the hidden permutation being the size of a normal telephone number)
makes this switch very practical and reusable. Consequently, we can use this
system, for say 20 or 30 authentications before renewing the secret.

A modified version of the protocol, secure against general active adversaries is
also desirable; without making it infeasible or increasing the number of rounds.
The most important limitation is the selection of the predicates and selecting
appropriate pictures that satisfy these predicates. This can be done by a ded-
icated group from the service providers. We do not know however, if this task
can be performed by a computer or not. Automatically generated predicates and
pictures might prove helpful and will increase the practicality of our scheme. An-
other important direction is to find whether there exist other functions in place
of the predicate-image one. A function family whose soundness can be theoreti-
cally proved instead of being conjectured would certainly be a better candidate
than the one presented in this paper.

8 Conclusion

The problem of making secure human identification protocols in which a human
authenticates to a remote server has resulted in many efficient authentication
protocols over the years. These protocols try to make things easy for humans by
presenting them a challenge based on some mathematical problem which is easy
to compute but difficult for an adversary to crack. However, the efficiency of
these protocols lie in the user friendly representation. Instead of using computa-
tional problems, we can look for problems in domains where humans are better
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than computers, like image evaluation. However, to construct an identification
protocol, we need some problem that is not only hard for computer programs
but for human adversaries too. We have shown that it is possible to construct a
protocol based on human’s excellent image processing abilities such that defeat-
ing the protocol is hard even for the human adversaries. The proposed problem
based on evaluating an image through a secret predicate seems to be hard to
crack even for human adversaries who do not have the knowledge of the secret.
This allows us to deal with the security of the protocol separately for the adver-
sarial programs and for human adversaries. It will be interesting to investigate
further in search for other possible problems that satisfy this nice feature. The
obvious open question and limitation is to mathematically quantify the hardness
of the problem discussed in this paper. This, however, remains an open problem.
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A Security Analysis

A.1 Security Against Passive Adversarial Programs

We first define the following oracles that represent the different functionalities
in our protocol.

The oracle Fj. For any k € Keys(F'), this oracle takes as input an s € S and
outputs Fj, (s) € {0,1}.

We assume a global set S~ initially empty, available to the following oracles.

The oracle C. This oracle takes as input the following queries:

— Init : This query initializes a new session and terminates any previous session.
C randomly outputs the sequence of instances s = s1s2...sy from § — S~
and updates ST «— ST Us, j « 1.

— C(arag...ayr) : If j = L outputs reject. Else if j = m outputs accept or
reject and updates j «— L. Else if j < m, yields one of two possible outputs:

e (s); Randomly outputs the sequence s = s182...sy from S — S~ and
updates ST «— ST Us, j—j+ 1.
e (reject); Outputs (reject) and sets j «— L.

The oracle H. Takes as input the query H (s = s182...51). If ST Ns = o,

outputs ajas . ..a;. Else outputs L.

Now suppose an Al problem solver outputs a sequence of bits 175 ...7; on the
inputs s1s9...s;. An adversarial program A wants to guess Fj (s¢;+1) on being
given the challenge s¢41. The following experiment describes this functionality:

aps

Experiment Expp

s Keys(F)

5 — Al

b AP ()

If b = Fj, (s) return 1 else return 0

The aps-advantage of A is defined as:

AdvP; = Pr [Exp(?s = 1]

For any t,q we define the aps-advantage of F as:

AdvP’ (t,q) = max {Advf;zj;}

with the maximum being over all adversarial programs .4 having time-complexity
t and making at most ¢ oracle queries to the oracle F}.



Human Identification Through Image Evaluation Using Secret Predicates 81

Conjecture. If F is a family of (§,7)-hard AI problem solvers, then for any
program A:
Adv“FIﬁ (]S —=1) <é.

where 6 > 1/2.

Our belief on this conjecture is based on the definition of a CAPTCHAJG).
Even if we provide answers to the queries of an adversarial program, it will be
hard for it to analyze all the pictures and categorize them into one category. The
function family @ described in Section 6 shows just this.

Now let B be a passive adversarial program, such that:

Pr{(B (T (H (z),C(2))),C (2)) = accept] > .
This adversary can be described by the following experiment:

Experiment Exp%‘é
Initialize oracles C' and H
While state = “test”
done « BYH
B queries C' until C' outputs accept or reject.
If C outputs accept
Output ‘1’
Else
Output ‘0’

We define the advantage of B as:
Adv%’fé =Pr [Exp%fé = 1]
And aut-advantage of our protocol as:
Adv%’fé (t,qc,qu) = max {AdvaFQfé
Now, we relate the two adversaries with the help of the following claim:

Claim. We have:
2Adv%‘1’)f4 (tp + tsQC + taqH + T, (QC + qH) l) -1= AdV%fé (7_7 qc, qH)

Proof. We construct an adversary Ap which is given an oracle Fj and runs
adversary B as a subroutine. This adversary uses the advantage of B in defeating
our protocol to predict the image of Fj at s.

The adversary is described as follows:

Adversary Ag*
Randomly select P = Perm (L,l). Run Adversary B, replying to its oracle
queries as follows:
When B makes an oracle query init:
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Set j « 1 and randomly select s = sy1s9---s, where s; € S — S~ and
update S~ «— S~ U {s;}. Update the sequence p < sp, Sp, - . . Sp, -
When B makes an oracle query C (' = ajas...ar), do:
If 5 = L output reject.
Else if j = m and Sep (P,7") = F (sp,) F (sp,) ... F (sp,) output accept
and update 7 < L; else reject and update j «— 1.
Else if j < m, yields one of two possible outputs:
(s); If Sep(P,r") = F(sp,)F (sp,)...F(sp,), randomly output the

sequence s = $183...51 from S — S~ and update ST «— ST Us, j «—
j+1land p < 55, 8p,...5p,-
(“reject”); If Sep (Perm,r’) # F(sp,)F (sp,)...F (sp,) output “rej-
ect” and set j «— 1.
When B makes an H (s = s152...51) query do:
Fori=1tol, a; < Fy (sp,)
Return 7’ = Insert (P, ajas . ..a;) to B as the answer.
Until B outputs the state ‘done’.
Set j « 0.
On B’s init query, randomly select s = s1s9 -+ s, where s; € S — S~ and
update S~ — S~ U{s;}, 7 < 1. Update the sequence p < $p,Sp, - - - Sp, -
For 2 to m do:
When B outputs ' = ajaz...ar set ¢ «— ¢||Sep (P,7’). Randomly
select s = 189+ --sr, where s; € S — S~ and update S™ «— S~ U {s;},
j < j+ 1. Update the sequence p < p||Sp, Spy - - - Sp, -
When B outputs ajas . ..ar, set ¢ < ¢||Sep (P, ') and output accept.
Randomly select an s from p = s12 ... s, and set it as the output.
Output the corresponding bit in ¢ = ajas ... a;, as the response and halt.

Now, we can see that:
Advy, = 1:}1; 5 — A b AgE (s); Fr (s) = b
rekFy

= Pr [F}, (s) = b|Bsucceeds| Pr [ B succeeds]
+ Pr[Fy; (s) # b| Bfails] Pr [B fails]
Adviy 1

2 2

Let t,, ts and ¢, denote the running times of the procedures Perm (.,.), Sep (., .)
and Insert (., .) respectively. Ap has to perform Perm (.,.) once, Sep (.,.) a maxi-
mum of tsgc times and Insert (., .) a maximum of ¢,qy times. Further notice that
apart from these calculations, the adversary Az does some rather trivial calcu-
lations more than the adversary B. Thus if the running time of B is bounded
by 7, then that of Ag is bounded above by t, + tsqc + tegu + 7. Hence, by
maximizing, we reach to the conclusion:

2Adv%‘1,)f4 (t;ﬂ + tsqc’ + taQH + T, (QC + QH) l) -1= AdV%fé (7_7 qc, qH)
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Theorem. If F is a (4, 7)-hard family of AT problem solvers, then for all passive
adversarial programs B running in time less than 7 — At:

Pr((B(TY(H (z),C(2))),C(2)) = accept] < 26 —1

where, g & |SL|;11 and At ~ (1 + lSIT_l) t, with t < 7.

A.2 Security Against Passive Human Adversaries

Assume that we have a human adversary H. We consider the following experi-
ment:

Experiment Exp?gH

kﬁKeys(F);

b1b2 e bk — {0, l}k;

$182...8, < S — 57, such that F'(s1) F' (s2) ... F (s;) = biba ... bg;
k' — H(s182...5:);

If £k = k' return 1 else return 0.

The hg-advantage of ‘H is defined as:
AdV;gH = Pr [Expf}gA = 1}
’ reFy ’
For any t we define the hg-advantage of F' as:
hg _ hg
Adviy, (1) = max {AdvF’H}
Since F' is an (A (1), 7)-resilient function family, we have
Advi, (1) = A(r).

This tells us that if a human adversary is given a series of instances, and is
not shown which one of them output 1 or which one of them output zero, then
he has a probability of A (r) in successfully guessing the key. All we to show is
that for a human observer, the following two situations are hard to distinguish
but with a small probability: (a) Concatenated outputs of the two oracles in
our protocol for a total of r/Lm authentication sessions. (b) A random set of r
instances with a truly random answer bit string of the same length. In particu-
lar, consider a passive adversary H, who listens r/Lm sessions of our protocol
and gets the r instances siss ... s, together with their answers ajas...a,. Let
A; denote the event that F (s;) = a; in our protocol. We first prove the following:

Theorem. 2% <Pr[Ai ANAa A ANA]< 2% (1 + #)r7 where r = jL for some
positive integer j.
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Proof. Consider the event, Ay : F'(s1) = a1. Let o denote the identity permuta-
tion and P denote the hidden permutation of our protocol, then,
Pr(F (s1) = a1] = Pr[F (s1) = a1|o (1) = P (1)] Pr[o ( ) P(1)] +
+Pr[F (s1) = ai|o (1) # P (1)]Pro (1) # P (1)]

:1.%@)%(1—%):2( )

Similarly, we can find out that:

Pr[F (s2) = as|F (s1) = a1] < % (1 + é)

And in general, for all t < r,
1 1 l
3 <Pr[F(s)) =a|F(s1)=a1A...AF(s421) = ap—1] < 3 1+ —

Hence, 5= <Pr{A; AAaA...AA] < 5 (1+ %)r o

We define the advantage of a passive human adversary attempting to defeat our
protocol as AvaH (7) and assume that, AvaH (r) = Adv}}‘?H (1) + a(r);
where, a (r) = M,(M <1— X(r ))whenPr[A1 ANAy A AA]=T,anda(r) =
0 when, Pr[A; A A A ... A A,] =1/27. Assuming « (r), to be a linear function,
it is straight forward to show that:

h M I\"
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Abstract. FORK-256 is a hash function presented at FSE 2006. Whereas
SHA-like designs process messages in one stream, FORK-256 uses four
parallel streams for hashing. In this article, we present the first cryptana-
lytic results on this design strategy. First, we study a linearized variant of
FORK-256, and show several unusual properties of this linearized variant.
We also explain why the linearized model can not be used to mount attacks
similar to the recent attacks by Wang et al. on SHA-like hash functions.
Second, we show how collision attacks, exploiting the non-bijectiveness of
the nonlinear functions of FORK-256, can be mounted on reduced vari-
ants of FORK-256. We show an efficient attack on FORK-256 reduced to
2 streams and present actual colliding pairs. We expect that our attack
can also be extended to FORK-256 reduced to 3 streams. For the moment
our approach does not appear to be applicable to the full FORK-256 hash
function.

1 Introduction

Recent results in cryptanalysis of hash functions [6,5] show weaknesses in many
commonly used hash functions, such as SHA-1 and MD5. Therefore, the crypt-
analysis of alternative hash functions is of great interest. In this article, we
will study the hash function FORK-256. It was proposed by Hong et al. at
FSE 2006 [2]. FORK-256 was designed to be resistant against known-attack
strategies including the attack by Wang et al. used to break SHA-1 [5].

In this article, we present the first cryptanalytic results on FORK-256 and
stream-reduced variants. On the one hand we explain why the linearized model
can not be used to mount attacks similar to the attack of Wang et al. on SHA-1.
All the characteristics we found in the linearized variant of the hash function
have a low probability to hold in the original FORK-256 hash function. On the
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other hand, we show several unusual properties in the linearized variant of the
hash function, which are not common in the linearized variants of other hash
functions, as for instance the SHA-family [3].

Furthermore, we show how collision attacks, exploiting the non-bijectiveness
of the nonlinear functions of FORK-256, can be mounted on reduced variants of
FORK-256. We show an efficient attack on FORK-256 reduced to 2 streams and
present a colliding message pair. We expect that the attack can be extended to
FORK-256 reduced to 3 streams.

The remainder of this article is structured as follows. A description of the hash
function is given in Section 2. In Section 3, we show that the linearized variant of
the FORK-256 has several unusual properties. Differential attacks on FORK-256
using the linearized variant for finding a suitable characteristic are studied in
Section 4. In Section 5, we give a truncated differential which can be used to
break stream-reduced variants of FORK-256. A sample colliding message pair for
FORK-256 reduced to two streams is given in this section as well. Conclusions
are presented in Section 6.

2 Description of the Hash Function FORK-256

The FORK-256 hash function was proposed by Hong et al. in [2]. Tt is an iter-
ative hash function that processes 512-bit input message blocks and produces
a 256-bit hash value. Unlike other commonly used hash functions, such as the
SHA-family, it consists of 4 parallel streams which we denote By, Bs, B3 and
By. In each stream the state variables are updated according to the expanded
message words and combined with the chaining variables after the last step,
depicted in Fig. 1. In the following, we briefly describe the FORK-256 hash
function. It basically consists of two parts: the message expansion and the state
update transformation. A detailed description of the hash function is given in [2].

(M) Z3(M)

L WY3NLS
Z WY3HLS

€ WYINLS
¥ Wv3dLS

1N
o

cvn+1

Fig. 1. Structure of FORK-256
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2.1 Message Expansion

The message expansion of FORK-256 is a permutation of the 16 message words
m; in each stream, where different permutations are used. The ordering of the
message words for each stream is given by the permutations Xy, X5, X3 and Xy,
where X (M) = wj = (Mg, (0), - - - , Mo, (15))-

Table 1. Ordering of the message words

step k| 0O 1 2 3 4 5 6 7

i [0]1]2]3]4]5]6]7[8]9]10[11]12[13]14[15
o1(i) [0]1]2]3]4]5]6]7][8]9]10[11][12[13]14]15
oo (i) [14[15[11] 9 [ 810 3[4 |2 [13[0[5][6[7[12]1
o3(i) [ 7] 6]10[14[13[ 29 [12[11[ 4 [15] 8 [5][0[1]3
oa(i) [5[12[1]8]15 0 [13]11]3[10[9[2[7[14]4 |6

2.2 State Update Transformation

The state update transformation starts from a (fixed) initial value IV of eight
32-bit registers and updates them in 4 parallel streams of 8 steps. In each step
2 message words are used to update the eight state variables. Fig. 2 shows one
step of the state update transformation of FORK-256.

left side right side
[ A | Bs | ci D;; E, | Fu | Gu [ Hu
Wi —H a5, Wizis1
Xj.2i 3 \j,2i+1 3
<5 (GED =
(=D (=2DH
Kiz2i —>E3 E Kj,2i+1
D D
=D =D
(=<2Dp &P
| Ajjs | Bji+1 | Cjis1 | Djis1 Eji+1 | Fjis1 | Gjis1 | Hjis |

Fig. 2. Step ¢ in stream B; of FORK-256

The non-linear functions f and g used in each step are defined as follows.

fla)=z+(z < TOr < 22)
g(z) =2 (r <13+ 2 <K 27)

Two step constants Kj;o; and Kj2;41 are added in step ¢; the constants are
different for each step of the stream. The order of the constants is different in
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Table 2. Ordering of constants

[step ]| K1 2:[K1 2i11|[K2,2:[K2,2i41 [ K3,2i [ K3,2011 [ Ka,2: [ Ka 2011
do o1 O15 | 014 o1 o 614 | 015
02 03 013 012 03 02 012 613
b4 05 611 | d10 05 04 610 | Ou1
b6 o7 o b8 o7 06 b8 b9
s b9 o7 b6 b9 s b6 o7
o610 | o611 05 b4 b11 610 b4 b5
O12 | 013 03 b2 613 | O12 b2 03
014 015 01 o 015 014 bo 01

~N| | Y| W N~ O

each stream. The ordering of the constants for each stream is given in Table 2.
For the actual values of the constants &y to 815 we refer to [2].

After the last step of the state update transformation, the chaining variables
and the output values of the last step of the four streams are combined, resulting
in the final value of one iteration (feed forward). The feed forward is a word-wise
modular addition of the I'V and the output of the state update transformation.
The result is the final hash value or the initial value for the next message block.

3 L-FORK-256: A Linearized Variant of FORK-256

In this section, we analyze the linearized variant of FORK-256. We show that
the linearized variant L-FORK-256 has several properties that are not common
in the linearized variants of other hash functions. However, so far we do not see
how these properties can be used in an attack on the original FORK-256 hash
function. L-FORK-256 is constructed by replacing all modular additions in the
hash function by XOR operations.
4
LH(CVy, M,) = CV,, & €D B;(CVin, Z;(M,)) (1)

j=1
The 4 streams B; can be described as follows.
B;(CV,, X;(M,)) =CV,Ae X;(M,)B&c; (2)
= CV,A® M,S;B®c; (3)
with S; some permutation matrices, and A, B matrices that describe the action

of L-FORK-256 on the chaining value input, respectively the message input. The
matrices A are of little importance, since:

4
LH(CVp, M) = CV,y & @ CVoA @ M,S;B d ¢ (4)
j=1
:CVn@Mn(Sl@82@83@84)]3@((31@CQ@Cg@Q;) (5)
=CV, & M,SBa&ec, (6)

with S=S1®So®S3® Sy and c=c1 Dca ez D ca.
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3.1 Action on Special Message Words

The four streams of FORK-256 are quite similar. Only the ordering of the con-
stants and the message words is different in each stream.

Observation 1. If we have a message M with repeating message words M =
mop,Mi,...,M15 with m; = mjVi,j, then Zl(M) = ZQ(M) = Eg(M) = Z4(M)

Observation 2. In L-FORK-256, for inputs that are repeating messages, we
have that By = By = B3 = By.

Consequently, the description (2) of a stream can be reduced to:

B;(CV,, M,) =CV,A® M,B ®c; (7)
and the description(6) of L-FORK-256 becomes
LH(CV,,M,)=CV, ®c, (8)

which is independent of M,,.

Observe that having a repeating message as input is a sufficient condition for
this effect, but it is not a necessary condition. It can be verified that (8) holds
whenever the input message satisfies the following 12 conditions:

mg = M7 = My

m3z = Mms = Mi2 = M13

mi = mg = m3 D meg D mis 9)
mo = mg = mg D mg D Mg

mip = mi1 = m3 O mia © Mis

my = me @ mi1s O M5 .

3.2 Fixed-Points

In L-FORK-256 we can easily construct a fix-point for any value of the chaining
variables C'V,.

Theorem 1. A two-block message can be used to construct a two-step fized point
in L-FORK-256.

Proof: By combining two repeated messages, we can construct a fixed point for
L-FORK-256. Let My = m|| - - - ||m and My =m]|| - - - ||m, then
CV,, = LH(CV,,_1, M>)
=CV,_1Dc
=LH(CV,—o,My)®c
= (CVn_g Dc)dec
=CV,_2 .
O

Theorem 2. Two fized-points and an arbitrary message block M3z can be used
to produce a collision in L-FORK-256.
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Proof: Let M;, M2 be repeating messages and let M3 be an arbitrary message.
Define y = L-FORK-256(IV, M3). Then the hash values of M = Ms|Ms|M; and
M* = M| M| M3 are given by:

CVo=LH(IV,My)=c®IV

CVs=LH(CVo,M3)=c®cdIV =1V

CVi = LH(CVy, My) = LH(IV, M) =

OVy = LH(IV,Ms) =y
OV = LH(CVZ, My) = c &y
CV;=LH(CVy',My)=chcPy=y

3.3 Output Dependencies

In L-FORK-256 we found several output dependencies. However, statistical tests
show that these are not present in the original hash function.

Observation 3. Three linear dependencies exist between the 256 output bits of
L-FORK-256. These 3 dependencies are the following:

127 128 160
Zw2i+1 = 0, Z’in = 0, Z w; = 0. (10)
1=0 =1 =33

From (10) it follows that the parity of the output of L-FORK-256 is constant.

4 Differential Analysis

In this section, we analyze the security of FORK-256 against differential attacks.
We study the impact of the type of attack that was used by Wang et al. to
break SHA-1 [5]. The attack can be summarized as follows. First, find a collision
producing characteristic with high probability in the linearized variant of the
hash function. Second, use random trials to find a message pair that follows the
linear characteristic.

4.1 Finding a Characteristic

Finding a collision in the linearized variant of FORK-256 is not difficult since
it depends only on the differences in the message words. Two messages M and
M* = M & A collide if and only if:

hi@h=M®A)SB@IV@cd (MSBGIV ®c)=ASB=0 (11)

The matrices S and B are described in Section 3. A collision-producing difference
can be found by solving the set of linear equations given in (11).

Furthermore, the following theorem shows that every near-collision [1] can be
turned into a collision with only a minor increase in complexity.
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Table 3. Smallest Hamming weight found for FORK-256 and reduced variants

| stream | collision | near-collision |
one stream 52 35
1&2 384 135
3&4 384 288
full hash 1280 704

Theorem 3. For L-FORK-256, every two-block message difference of the form
(A, A) produces a two-block collision.

Proof:

L-FORK-256((M; @ A)||(My @ A)) = LH(LH(IV,M; & A), My ® A)
=LH(IV® (M; ® A)SB@ ¢, My & A)
=(IVa (M @&ASBac)d (M@ A)SBac
=({IVaeMSB&c)dMSBac
= L-FORK-256(M; || M)

4.2 Minimizing the Number of Conditions

It is difficult to bound the number of conditions that have to be fulfilled in
order to guarantee that the message follows the characteristic in the original
FORK-256 hash function. A commonly used approach is to use the Hamming
weight of the expanded message to approximate the attack complexity. This
approximation is useful for SHA-1, but does not hold in the case of FORK-256.
A property of L-FORK-256 is that collision producing differences with very low
weight in the message, can easily result in very high weights in the internal states
of the four separate streams. Hence, to get a more accurate approximation of
the final attack complexity the weight of the internal state variables has to be
considered as well.

We used algorithms from coding theory to find characteristics with low Ham-
ming weight. Even if the algorithms are probabilistic they are expected to do a
good job as they did in the case of SHA-1 [4]. In Table 3, the smallest found
weights for FORK-256 and reduced variants are shown.

Converting the Hamming weights to numbers of conditions is complicated by
the following issues.

1. One equation may cover several conditions imposed on bits in identical po-
sitions of several registers.

2. One equation may cover conditions imposed on bits in neighboring positions
of several registers.
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3. Conditions imposed on bits in the MSB position of a 32-bit word may be
fulfilled automatically, due to carry overflow effects.

4. Some conditions might be reworked to linear conditions involving only mes-
sage bits. Such conditions are easy to fulfill and don’t contribute to the
probability of the characteristic.

A rough estimation of the work factor can be made by taking the Hamming
weight of the internal state variables and the weight of the expanded message.
For FORK-256 with all four streams, the estimate probability for a random
message having the chosen differences to follow the linear characteristic and to
collide is 271289, The probability for a near-collision is 2~ 7%4. These probabilities
are too small to pose a realistic threat to the hash function. Note that the smallest
found Hamming weight for one stream is equal to the local collision given in [2].

4.3 A Differential Characteristic for 4 Steps with Probability 1

For four (out of eight) steps of FORK-256 there exists a characteristic with prob-
ability 1. If we choose the same difference ¢ in all message words m} = m; @ 9,
for i = 0,...,15 and differences in all chaining variables A’ =...=H}, =6
for 7 =1,...,4 for a k < 5 then we have after 4 steps:
ke =Bl = =Hj, ,=0 forj=1,....,4

This characteristic holds with probability 1 for 6 = 80000000. For all the other
cases the probability of the characteristic is approximately 2-HW(6)*12+4 Tt jg
difficult to use this characteristic to break FORK-256. To construct a collision
we would need a characteristic (not necessary linear) for the first 4 steps in each
stream that produces the needed differences in all the chaining variables.

5 Truncated Differential Attack

The function f and g map a 32-bit input word to a 32-bit output. By design,
these functions are not invertible (although their linear approximations are).
This means we could try to construct collisions by using values z # z* which
have the property that f(z) = f(z*) and g(z+6x) = g(«* 4 8x). For the analysis,
it is most convenient to consider as difference operation the modular difference:

r' =1 — 2% mod 2%? . (12)

5.1 One Stream

We first consider one stream of the hash function. For the attack, we want to
exploit a truncated characteristic of the following form:
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(0,0,0,0,0,0,0,0) (13a)
4 z# ", f(x) = f(@7), g(z + 6k) = g(z" + bk
(0,2’,0,0,0,0,0,0) (13b)
U @ changes the difference

(0,0,,0,0,0,0,0) (13¢)
U @ changes the difference

(0,0,0,5,0,0,0,0) (13d)
(3 @ changes the difference

(0,0,0,0,v,0,0,0) (13e)

The difference in the 5th register can be canceled by adding a message block
with a suitable difference. Alternatively, the characteristic can be concatenated
with a rotated version of itself.

The probability of the first step depends on the difference =’ and on the value
of the constant 6. There are many 6 values for which the probability of the
differential equals 0, but there is also a significant fraction for which one can find
at least one z’ such that the probability becomes greater than zero. We call a
value weak, if there exists at least one difference x’ for which the probability of
the differential is greater than 0.

5.2 Weak Constants

By doing an exhaustive search we found 2 weak constants for the right side and 4
weak constants for the left side of one stream of FORK-256. The weak constants
are shown in Table 4.

Table 4. Weak constants in FORK-256

side |constant T z*

b2 AEB691E5|06DEF69A
o1 6FF2F3E9|4B4D2A05

left side | o |e7EAcaD8|27A61343

57  |20D331A5|04549¢CDC
o 510 |D73BCT777|445C5563
right side 10

614 |EDFD4D5B|BE452586

These weak constants can be used to break one stream of FORK-256. To break
FORK-256 with more than one stream we would need more weak constants (see
Section 5.4). Therefore, we have to extend the concept of weak constants as
described in the next section.

5.3 Semi-weak Constants: Extending the Idea of Weak Constants

Instead of searching for pairs x, x* having zero differences at the output of f and
g, we can extend the search to pairs x, x* such that:
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f@) @ f(z7) = Af
gz + k) ® g(z* + b,) = Ag (14)

and

Af = Ag
Af <5=Ag<9
Af € 17=Ag < 21,

where the last condition is equivalent to Af = Ag < 4. We found many pairs
x,z* and constants §; which fulfill (14). A subset of these are given in Table 7
and Table 8 in the appendix. We restrict the search to values Af and Ag with low
Hamming weight to keep the final attack complexity low. Note that additional
conditions have to be fulfilled to guarantee that the differences at the output of
f and g cancel out within one step. In detail, the probability that the differences
cancel out is approximately 273 HW(Af)  Note, that for Af # 0 the minimal
Hamming weight is 8.

5.4 The Full Hash Function
If we consider the full hash, then we have to take into account two effects:

1. Due to the different permutations X;, the message blocks enter in the dif-
ferent streams at different steps. This property complicates the attack.

2. Due to the final addition of the streams, we can convert near-collisions for
each of the streams into collisions for the full hash. This property facilitates
the attack.

If we consider a variant of FORK-256 where the output of the functions f and g
are not considered, then there are no interactions between the different registers
in the streams. For this variant, we can easily construct a collision. Note that
for each x;; which has a non-zero difference we need one weak constant to
guarantee that the original FORK-256 hash function behaves like the variant.
To minimize the number of (needed) weak constant, we have to minimize the
number of differences in z; = (z0,...,2;15), for j = 1,2,3,4. In Table 5, we
list the best results we found for FORK-256 and stream-reduced variants. Since
we would need 12 weak constants to break the original FORK-256 hash function,
this attack strategy is not applicable to FORK-256. We expect a complexity of
at least 2123 HW(AS) > 9288 4pplications of the compression function to find a
collision in FORK-256. However, FORK-256 reduced to 2 streams can be broken
easily with this method as shown in Section 5.5.

5.5 A Collision for Two Streams of FORK-256

In this section, we present a collision for FORK-256 reduced to two streams using
the attack strategy described before. In the following, we will describe how to
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Table 5. Number of weak constants needed to produce a collision in FORK-256 and
stream-reduced variants. Note a ‘x’ denotes a difference in the word x;; in stream j.

differences stream 1 stream 2 stream 3
——XX-----X-

me, M12
mo, Mi2 -—X XX—=— X===== X=
mg,mi13  |[TTTTTT=—= X===X—— =~ X===== XX===== —=—— X=X=——=——~ X=X —==——= X===X———-X
m2, Me TTXTTTXT T XX e X===X="" "X7T"X~"X~T"X~~T TTTmooTmm X-—-X

“X=XTTTTXX-

ma, my ————X——X————- XX— —————-- X——=== XX— X———-——--———————
mo, M10 X———————= XX===== —=——= X----X-X--- === X-—=-X--X—-—-—
ms3, mg, mg, Mg |-—-X——-—--xx---———— == XX ————————— ——— X————XX——————
ms,m10 |\  TT=== X———== XX——— —= X XX——— X
m3, miz X XX X XX —X

mo, Mg X —-—=X

construct a collision in FORK-256 reduced to stream 1 and stream 2. Note that
the attack would work similar to break FORK-256 reduced to 2 other streams.

Considering the ordering of the message words in stream 1 and stream 2 (see
Table 1), we see that the distance (in number of steps) between mg and myg is
4 in both streams. Hence, we need only two weak constants in the attack. The
attack can be summarized as follows.

1. Choose x1,0 = 7TAB8131D and x7 , = 728D1B48 and calculate By ; and By ;.

2. Choose z2 3 = E2E5A2A9 and x5 5 = AB378BEC and calculate F 2 and F7 5.

3. Choose suitable values for 12, 14 and x; 6 such that E] ;, = —x’2 3.

4. Choose suitable values for z3 5, x2 7 and x2 ¢ such that A} 5 = —a:l

5. We have 24 conditions on Bj o, C’l 0, D1,0 that have to be fulﬁlled to guar-
antee that the differences at the output of f and g cancel out in step 0 of
stream 1. Therefore, we use an arbitrary first message block to get suitable
values for B o, C1,0, D1,0 that satisfy all necessary conditions. To find this
first message block takes at most 22* hash computations.

Table 6. A colliding message pair for FORK-256 reduced to two streams

| hU|06A09E667 OBB67AE85 03C6EF372 0A54FF53A 0510E527F 09B05688C 01F83D9AB O5BEOCD19

OF427DBAA O6FBFOCB7 0413F646C OFCE4800E OAF327AFD 05CB1B99A 00C879908 OFD5EA595
0BA603C95 06CF74DC6 0516E4AD5 01E43C9B5 03A112367 0258259E8 OFC3FA69D OCD4F8DOC
| h1 |06A09E667 0C1F86BBC 0D2856B94 052847CA9 OB8D977FE OEE42EED7 0A309479B 05C5A4DA8|
010AE2CB6 000000000 010ABB697 000000000 0197E717C 000000000 01FDE8BA2 000000000
0D4A419E3 OE3082DF1 OE7C9B7DB 000000000 000000000 OB93DF199 000000000 0314E6339
0088334E1 000000000 010ABB697 000000000 0197E717C 000000000 01FDE8BA2 000000000
0D4A419E3 0A65A1734 OE7C9B7DB 000000000 000000000 OB93DF199 000000000 0314E6339
0082AF7D5 000000000 000000000 000000000 000000000 000000000 000000000 000000000
000000000 03CAE16BD 000000000 000000000 000000000 000000000 000000000 000000000
| ha |06A09E667 06D320398 OOE1A7F40 OA359E80E OE029DE72 019F5C484 032084418 0836E2FD8|
| h3 |06A09E667 06D320398 OOE1A7F40 OA359E80E OEO029DE72 019F5C484 032084418 0836E2FD8|

‘I\/f{)

M

fin

My

M,

i
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6. We also have 24 conditions on Fy1,G2,1, H2,1 in stream 2 that have to be
fulfilled to guarantee that the differences at the output of f and g cancel
out in step 1 of stream 2. Therefore, we have to modify xg 1 to satisfy these
conditions. We can find a suitable value for x5 ; in at most 224 trials.

7. Calculate m; for ¢ =0,...,15 from the z-values calculated in step 1-6.

mo = w10 = 21,0 — 410
mis = Wa,1 = T2,1 — Fa
m2 = w2 = T1,2 — A1,1
mg = w3 = T23 — K21
My =wia=214— A1,2
mig = Wa5 = Ta,5 — o2
me = Wi,6 = T1,6 — A1,3
my = wa7 = To7 — K3

Mg = Wa,g = T2,9 — Fo 4

Note that there are 2 conditions on m,4. To satisfy both conditions we calcu-
late first m4 = w14 = 21,4 — A1 2 and then we use mg to modify Es 3 such
that m4 = wi,7 = X277 — E273 holds.

With this method we can easily construct collisions in the FORK-256 variant.
Once we have fixed the values of the chaining variables by using an arbitrary first
message block and have determined z1,0, 1,2, T1,4, T1,6, 2,1, 2,3, 2,5, L2,7, and
22,9 We can construct many collisions by solving the system of equations given in
step (7) of the attack. We can construct about 2(16-9)32 ¢o]liding message pairs
once we have fixed all the x-values. This can be compared to having 224 neutral
bits [1] in the message. In Table 6, we give a colliding message for FORK-256
reduced to the first 2 streams.

Complexity Analysis. In this section, we will give a detailed complexity analy-
sis of the attack on FORK-256 reduced to 2 streams. The attack basically consists
of 2 parts:

1. Find the values of Table 7 and Table 8 in the appendix
2. Find suitable z-values.

The first part of the attack has complexity of at most 232 .4 = 234 computations
of f and g¢. This is equivalent to at most 22® computation of the compression
function of FORK-256. Note that the real complexity might be much lower,
since ¢ is only calculated if Af is correct. While the first part of the attack is
computational expensive, the second part of the attack has a comparable low
complexity. For each difference in z;; for j = 1,2,3,4 and ¢ = 0,...,15 we
have to fulfill 24 conditions on the chaining variables and further find 3 suitable
x-values to guarantee the that the difference cancel out after 4 steps. Therefore,
we need 9 x-values in the attack on the first 2 streams. To find all these z-values
and calculating the first block to fulfill all conditions on the chaining variables
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take us at most 7 - 232 calculations of f and g, and 224 hash computations.
Note that the probability for finding a suitable z-value is much higher than 2732
in practice. Thus, the complexity will be much lower than 22° for this part of
the attack. Hence, the final attack complexity for both parts of the attack is
about 22° for the first collision. Many other collisions can be constructed with
probability 1 afterward.

Improving/Extending the Attack. There are several ways to improve the
attack. In the following we list some of them:

1. The attack can be modified to construct collisions in FORK-256 reduced to
two other streams.

2. As shown by way of an example, the degrees of freedom (the number of
neutral bits) we have in the attack on 2 streams is quite large. Thus, we can
try to extend the attack to 3 streams of FORK-256.

3. Since the number of needed weak constants is too large for an attack on the
original FORK-256 hash function, we could try to construct a near-collision
in the hash function (only 6 weak constants needed).

4. Instead of searching for values (z,z*) for which Af = Ag, we can extend the
search to values for which Af # Ag, but the differences cancel out due to
carries of the modular addition. Therefore, we have to find a good method to
reduce the search space and the runtime for finding these values, respectively.

6 Conclusions

In this article we presented the first cryptanalytic results on the hash function
FORK-256. We showed that the linearized variant of FORK-256 has several
unusual properties which do not exist in the linearized variants of other hash
functions. We also explained why the linearized model can not be used to mount
attacks similar to the recent attacks by Wang et al. on SHA-like hash functions.

Furthermore, we showed how collision attacks, exploiting the non-bijectiveness
of the nonlinear functions of FORK-256, can be mounted on reduced variants of
FORK-256. We presented an efficient attack on FORK-256 reduced to 2 streams.
Moreover, we expect that our attack can also be extended to FORK-256 reduced
to 3 streams. For the moment our approach does not appear to be applicable to
the full FORK-256 hash function.

However, this does not prove that FORK-256 is secure. Further analysis is
required to get a good view on the security margins of FORK-256.
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A Appendix

Table 7. List of (semi) weak constants for the left side of the stream

side |constants|Af = Ag T x*
bo 11111111|7AB8131D|{728D1B48
bo 88888888|B2D7C3DA|3B10A457
b1 11111111 |DC7A5519|38EC29EF
61 11111111|E02717D6|{9FED7307
b1 44444444|C2886A61|545D72A2
b1 88888888|8DC83B78|1C547838
b2 22222222|650CA295|4605419A
b2 44444444 |BEF57D44|2CF60FEB
03 22222222 |E3E8525C|4CA6452C
03 44444444 |8EA41F57|642967E8
03 44444444|7BOSOCA7|304EB46C
b4 22222222|64B41C80|4D83EDBA
05 444444441F92C0421|46119614
o5 88888888|130F16FD|113044A8
b6 22222222|8DD2989F|3FC9AB68
b8 11111111 |FE26B64C|{CA52EA30
s 11111111 |AD85682B|609F 1D2F
b8 22222222 |BAF886F0|4BAFOF68
b8 44444444|B14939BC|0DOB62B8
left side s 44444444 |CE341C7A|ACO4B7A3
b9 11111111|B16A5B43[{97949A93
b9 44444444 FEF6F543|4D044E8C
b9 88888888|7AB68B12|68C08524
610 88888888|F542812D|71F08875
611 88888888|50411ED1|23B25243
611 44444444 |F7DFOAAC|7C65633B
611 22222222|4AB0742B|17E1B95C
612 44444444 |CE44B12D|8EDDS5A2B
612 11111111 |E940C5B8|CO304FF9
612 44444444|86B755E0|73EF1636
612 11111111|5566F6BE|3F3136F2
613 22222222|48A7C925|279A5753
613 44444444\ AE36E874|12D10ADA
613 22222222 |FACB2049|F947DBD2
614 22222222|Eb45F52D (46511638
614 88888888|678E6534|02271592
614 22222222|CD454CD7|3D6A82F0
614 88888888|F3508338|C32F4A66
615 22222222|68B8B75D|46A9FF78
615 44444444|F7C30C12|56C94895

99



100 F. Mendel, J. Lano, and B. Preneel

Table 8. List of (semi) weak constants for the right side of the stream

*

side constants|Af = Ag x x
o 11111111|87311631|CF174A81
do 88888888|9AE34AAD |E9BBB576
do 88888888|7078180F |[CASE34B0
o1 22222222|8A7B922A|8515FD65
o1 44444444 |49E17C65|D2FAFF64
b3 11111111 |B93446E3|3AEE54AD
03 44444444147233861|190D5338
b4 22222222|5C40490B|4D886BE9
b5 44444444|8673BCO3|636FTE88
05 44444444 |CC6F6AFE|AAF1DEL10
b6 22222222|249BD62F |717C851E
b6 22222222 |E5C43BC9|9C7E42D8
610 11111111|FOD362CD|E15DA3A4
612 11111111 |E2E5A2A9|A6378BEC
right side 612 22222222|02FCA84E|A822C4E6
612 22222222|F150D9B4|DA63ATEA
612 22222222|24193476|93C46D96
613 22222222|B43BA7D4|A49197T7E
613 22222222 |DF3661E0|A6F79CF2
613 22222222 |DF3661A0|A6F79CB2
613 11111111|28E0B213|C91908C7
613 44444444 113BB91E2|B7FO68E6
614 88888888(99394D77|73F1C4C9
614 44444444 BSFAEFDB|6A6FE934
614 88888888 |AC9747A5|77F40F98
615 11111111{1D405A4E|OBAE9B75
615 22222222|COD7FE3A|53480ECC
615 88888888 |AE4ABS9E3|6EDFO9DA
615 88888888 |AEOBS9E3|6E9F99DA




Second Preimages for SMASH*

Mario Lamberger, Norbert Pramstaller,
Christian Rechberger, and Vincent Rijmen

Graz University of Technology
Institute for Applied Information Processing and Communications
Inffeldgasse 16a, A-8010 Graz, Austria

{Christian.Rechberger,Vincent.Rijmen}@iaik.tugraz.at

Abstract. This article presents a rare case of a deterministic second
preimage attack on a cryptographic hash function. Using the notion of
controllable output differences, we show how to construct second preim-
ages for the SMASH hash functions. If the given preimage contains at
least n + 1 blocks, where n is the output length of the hash function in
bits, then the attack is deterministic and requires only to solve a set of
n linear equations. For shorter preimages, the attack is probabilistic.

Keywords: SMASH, hash functions, cryptanalysis, second preimages.

1 Introduction

So far, cryptanalysis of dedicated hash functions mainly focused on collision
resistance. The goal here is to find an arbitrary pair of messages whose hash
values collide. The cryptanalysis is usually considered to be successful if the
employed method needs less than 2"/2 hash evaluations, where n is the length
of the output. Recently and most notably a successful cryptanalysis of SHA-1
was shown which targets its collision resistance [12].

However, for many applications of hash functions, fast collision search attacks
are not considered to be a threat. Instead, properties like pseudorandomness,
one-wayness or resistance against second preimage attacks are usually expected
and needed from a hash function. We know that collision resistance implies sec-
ond preimage resistance [7], at least if the existence of a family of hash functions
is assumed [11].

In this article we present a quite rare case of a second preimage attack on
a hash function. The only known preimage or second preimage attacks in the
literate are a second preimage attack on MD4 reduced to two rounds [4], a
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and by the Austrian Science Fund (FWF) project P18138. The information in this
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thereof uses the information at its sole risk and liability.

M. Abe (Ed.): CT-RSA 2007, LNCS 4377, pp. 101-{IT1} 2007.
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preimage attack on MD2 [6] and a chosen-message second preimage attack on
MD4 [13].

The targeted hash function of this paper was named SMASH and presented
at FSE 2005 [5]. It turns out that the collision attack presented in [9] can be
extended to a second preimage attack, which works for almost all hash functions
designed according to the SMASH design strategy. Before that, we first review
the SMASH design and list some of its properties in Section [2l The attack is
based on the concept of controllable output differences which we introduce in
SectionBl A method to turn the ability to produce controllable output differences
into preimage/second preimage attacks of known hash function constructions is
given there. In Section ] we show how to construct arbitrary differences in the
chaining variables of almost any instantiation of the SMASH design strategy,
including SMASH-256 and SMASH-512. Subsequently, we turn this into a second
preimage attack in Section [0l Finally we give some general remarks on how to
avoid the identified vulnerabilities in Section [6] and conclude in Section [

2 The SMASH Design Method

We present here an overview of the hash function design strategy presented in
[5]. Basically, we follow the notation of [5], except that we denote finite field
addition by ‘+’.

2.1 Definition of SMIASH

Knudsen [5] proposes a new hash function design strategy with a nonlinear com-
pression function based on a bijective n-bit mapping f, where n is the output length
of the hash function in bits. Let m = my, ms, ..., m; be the message input after
MD strengthening, where each block m; consists of n bits. The hash output A4
is computed as follows where h; denotes the chaining variable after iteration i:

ho = f(iv) +iv (1)
hizf(hi—l +mz)+h1_1+9ml fOI‘iZl,...,t (2)
hit1 = f(he) + he . (3)

The last step @) is equivalent to the processing of an additional message block,
filled with zeroes. Hence, we can also describe this as a different padding rule,
where first MD strengthening is applied and then a block m;41 filled with zeroes
is appended.

The multiplication by 6 in ()) is defined as an operation in the finite field
GF(2™). Here, 6 is an arbitrary field element in GF(2™) with the only restriction
that 0 ¢ {0,1}.

Knudsen proposes two instantiations of the new model, called SMASH-256
and SMASH-512. For instance SMASH-256 is specified by setting n = 256, by
defining the finite field GF(22°%) via the irreducible polynomial g(a),
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gla)=a® +a'% +a® +a+1, (4)

and by defining the function f. Because the attack we describe in this paper
works for almost all instantiations of the SMASH model, including SMASH-256
and SMASH-512, we don’t repeat the detailed description of the instantiations.
In the remainder of this paper we will write SMASH to denote an instantiation
of the SMASH design method.

2.2 Properties of the SMASH Structure
The structure of SMASH in (2) exhibits the following property.

Property 1 (forward prediction property [3)]). Let h;—1, h}_| be two intermediate
hash values. Choose a value for m; and compute m} = m; + h;_1 + h}_;. Then

h; + hf = (1 + 9)(hi71 + h;k_l) .

In our analysis of SMASH, we don’t use any properties of the function f, ex-
cept for the following property, which follows from the simple observation that
repeated input values lead to repeated output values.

Property 2 (Deterministic function property). If x; = x; and 2} = x; then
fla) + (@) = fla;) + f(25).

This property may sound trivial, but it has been used in [9] to construct collisions
for SMASH.

3 Controllable Output Difference Implies Preimages

We say that we can control the output difference of a hash function H if there
exists a base message m, and a set of offset messages m*(i) such that for any
given output difference €, we can efficiently determine the offset message m* (i)
such that

H(m*(i¢)) = H(m) + €. (5)

Assume now that we want to construct a preimage for the value H. Then we
proceed as follows. We compute e = H — H(m). If ¢ = 0, then m is a preimage
for H. Otherwise, the offset message m*(i.) is a preimage, because

H(m*(i.)) = H(m) + e = H(m) + H — H(m) = H.

4 Constructing Arbitrary Differences in a Chaining
Variable

In this section, we define the messages that we need in order to construct arbi-
trary differences in the chaining variable of SMASH.
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4.1 Structured Messages

The base message m contains n message blocks. The first block, denoted by m,,
can be selected arbitrarily. The next blocks are defined as follows:

m;, =m; +hy+h, ;,1<i<n, (6)

where h, denotes the value of the chaining variable after processing message m,:
h, is defined by () and h, by ([2).The purpose of this base message is to ensure
that the inputs to the function f are the same for each iteration.

Secondly, we define the offset messages m*(8), where ¢ is a vector of n bits
denoted 61, ..., 0,, which are not all equal to zero. We denote by h} the value
of the chaining variable after processing message mj, again according to (Il) and
@). Let = be an arbitrary n-bit block, different from zero, and let a denote the
value

a= f(m; +hy) + f(m; +z+hy) + 0z (7)
= f(m; +h;_y) + f(m; + 2 +h;_;) + O, (8)

where the second equality follows from the definition of the base message (@l).
Then the offset message m*(6) is defined as follows:

mj =m, + 61z, ‘ )
m} = m, —|—6i3:—|—az;;11 §;(1+0)y—71 1<i<n.

K3

4.2 Constructing the Desired Offset Message

Using Property [l and Property Bl the following theorem can be shown, which is
also given without proof in [9].

Theorem 1. For any non-zero value z, defining m, 6, a and m*(68) as above, it
holds that:

h, +hy=a) &(1+60)"7.
j=1

Proof. We give a proof by induction, showing that:

t
hy+hf=ad &6(1+60)7, 1<t<n (10)

Jj=1

In the first step, we set ¢t = 1. If §; = 0, then we have from (@) that m} = m,
and hence h; +h} = 0. If §; =1, then m} =m; + x and

hy +hi = (f(ho +my) + ho + 60my) + (f(ho +my + ) + ho + 0(m; + x))
=a.
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Assume now that ([I0) holds for index ¢ > 1, then we need to show it also holds
for index ¢t + 1. Applying (@) and the induction hypothesis gives:

t
My g+ My + @ = azéj(l +6)"™7 =h, +hy. (11)
=1

Hence, if 6;+1 = 0, then we have:

hyyy +hipy = flhy + myyy) + f(hy +myy) +hy +hy +60(mq +mgy)

0
t
(1+0)ad 6;(1+
j=1
t+1

=a) 6;(1+0)T

j=1

If 6,41 = 1, then we use @) and () to get:

hyyy +hi g = f(hy +my )+ f(hf + my ;) +h, +hi +60(m, ; +m;, ;)

¢
:(a—i—ﬂm)—i—aZéj(l—&—@)t*j—i—ﬂ a
Jj=1 J

§5;(1+60)7 +x

™~

1

t t+1
=a +0)Y 6(14+6)77 | =ad 5;(1+6)"*+I
j=1 j=1

+

O

The proof is based on the fact that (B) and (@) have the following effect on the
inputs to f.

Let y; = m; + h;—1 be the inputs to f when processing the base message m.
Similarly, let y be the inputs to the compression function when processing the
offset message m*. In case of the base message m, we have

Vi,1<i<n:y;=mi+ho.

In case of the offset message m*, the inputs to f depend on ¢, but still can only
have two values:
Vi,l1<i<n:y;=mi+ho+6 x.

Theorem [Ilcan be used to compute the value h,, + h’ corresponding to a given
base message m, difference x and vector ¢. Conversely, when given a value for m, =
and h,, + h’, the corresponding value for § can be computed by solving a set of n
linear equations in the unknowns é1, . . . , 6,,. If the polynomials (1 + 6)¢ mod g(«),
0 < i < n,arelinearly independent, then there is always exactly one solution. Once
6 is known, the corresponding offset message m* can be constructed using ([@).
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The polynomials (1 + 6)? are independent if the element (1 + ) is one of
the elements that are not in a proper subfield of GF(2"). If n is a power of
2, then the number of such elements is 2 — 2"/2. Hence, a randomly selected
# will produce independent polynomials with overwhelming probability. This is
the only condition that is required for our attack to work deterministically on a
hash function designed according to the SMASH design strategy.

4.3 SMASH-256 and SMASH-512

In the cases of SMASH-256 and SMASH-512 we have that 6 = «, and (1 4 «)
is not in a proper subfield. For these cases, the value § can be computed with
Algorithm [Tl which is faster than the general method to solve linear equations.

Algorithm 1. Compute § for SMASH
Require: First preimage M
Ensure: §; € {0,1}
Compute base message m as described in (@)
Compute a as described in (7))
V= (b +hyp)a”
Compute the polynomial representation V(a) of V/
Let Th(a) < V(a)
1&<=n
Initialize § with 0
repeat
Perform the polynomial division T;(a) = T;—1(a)(1l + «) + ¢; to determine the
quotient T;_1(«) and the remainder ;.
b <= t;
1<i—1
until : =0 or T;(a)) =0
{Check that t; € {0,1}, Vi, that deg(Ti(a)) < ¢, Vi and that T; = 0.}

In [9], collisions for SMASH were constructed by choosing an arbitrary base
message and selecting a proper offset message. Observe that for n-block mes-
sages, h, +h} = 0 always leads to the unacceptable solution 6 = 0. That is the
reason why n + 1-block messages (without considering the padding) have to be
used in order to construct collisions.

5 Construction of Second Preimages

Consider first a reduced variant of SMASH, which is defined by leaving out the
padding (we only consider inputs with a length that is a multiple of n) and by
leaving out the final application of the compression function (). The discussion
in the previous section implies that we can control the output difference of this
SMASH variant. Hence, we can construct preimages. In order to do this, we need
to control the message blocks m3, ..., m*. This is illustrated in Fig. [l
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arbitrary n — 1 blocks set by the attack  padding
—_— ——

1 2 n t=n+1

n blocks used in the basic attack

target of the preimage attacks

Fig. 1. Structure of the messages used in the (second) preimage attacks

Due to the padding and the final processing in SMASH, we can’t control the
message inputs for the last two applications of the compression function. We
see currently no way to find preimages for SMASH. However, we can construct
second preimages.

For simplicity, assume we are given a message M (after padding) with length
t = n+1 blocks, i. e. the first preimage. Later on we will show how to extend the
approach to longer and also shorter messages. We can easily compute H;_;, the
value of the chaining variable before the processing of block M;. Now we con-
struct an n-block preimage for H;_;. Subsequently we concatenate M; to produce
a second preimage for SMASH(M). This attack produces second preimages of
the same length as the given preimage.

5.1 Second Preimages for Longer Messages

For messages of length ¢ > n + 2, there are two possibilities to construct second
preimages using the described attack.

1. The target for the preimage is again H,_;. Choose arbitrary values in the
first ¢ — n blocks instead of the first block only and then do the attack by
controlling the last n — 1 message blocks. The resulting message structure is
illustrated at the top of Fig.

2. Instead of constructing a preimage for H;_1, construct a preimage for H,
instead. Only the first block can be chosen arbitrarily, the last t — n blocks
are the same for the first and the second preimage. The resulting message
structure is illustrated at the bottom of Fig. 2l

5.2 Second Preimages for Shorter Messages

The attack can be extended to find also second preimages for a first preimage
M with length ¢ < n. Following Theorem [, we then get n equations in ¢ — 1

unknowns:
t—1

hy oy +hiy =a) &(1+6)"". (12)

j=1
With probability 2¢~1~", there exists a solution 6. If no solution exists, then the
attack has to be repeated with another value for m or z. On average, the attack
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t — n arbitrary blocks n — 1 blocks set by the attack  padding
——
1 t—mn |[t—n+1 t—1 t

n blocks used in the basic attack

target of the preimage attacks

arbitrary n — 1 blocks set by the attack padding
—_——— ——
1 2 n t
n blocks used in the basic attack t — n blocks same as first preimage

target of the preimage attacks

Fig. 2. Two different structures of the messages used in the (second) preimage attacks
for longer messages

will succeed after 2711~ iterations. Hence the presented attack is faster than the
general meet-in-the-middle attack [5] for messages longer than n/2 + 1 blocks.

5.3 Summary of Results

Table [[] summarizes the results on second preimage attacks on SMASH.

Table 1. Overview of second preimage attacks on SMASH

type message length number of blocks |probability
t the attacker can choose
meet-in-the-middle [5] >2 t—2 2 /2
this paper >n+1 t—n 1
this paper <n+1 1 gt=1-n

6 Additional Discussions

Subsequently we discuss general ways to prevent the found weaknesses in SMASH
in new hash function designs. In order to have a secure iterated hash function, its
compression function and the way it is used should have (at least) the following
properties:
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l ‘ ’ Round ‘
L ’ ‘ ’ Round ‘
’ ‘ ’ Round ‘

o «——+
G—L

Fig. 3. Two views on a block cipher

1. there should be no ‘simple’ relation between input (differences) and output
(differences),
2. it shouldn’t be possible to apply the same input twice to the same function.

The first property is captured in the notion ‘random oracle’. The second property
is essential in a universal hash function.

There are currently no indications that the SMASH-256 and SMASH-512 con-
structions violate the first property. Note that for algorithms like SHA-1 [§] and
its predecessors these relations have been found. They have been used to con-
struct collisions [12] but they can not be used to construct controllable differences
as needed for the presented second preimage attack.

However, the second property is absent from the SMASH design structure.
There seem to be two alternative approaches to achieve the second property.
The first one is used in block-cipher based compression functions as studied
in [2T0]. A block cipher has two inputs, and the secure constructions all ensure
it is impossible to control both inputs. An attacker can for instance control the
plaintext input, but then the key input doesn’t stay constant over the different
iterations, which implies that the attacker sees different functions of the family.

A second approach is to base the compression function on a primitive that
takes in principle inputs of larger size than a message block. For instance, in
Alpha-MAC [3], only 32 bits of the 128-bit AES round transformation are de-
termined by the message.

Both approaches are in fact not that very different from one another. The
two inputs of a block cipher can also be seen as two parts of one input, of which
one part is controllable and the other part not, see Fig. Bl In the case of 128-bit
AES, the round transformation and the key schedule can be composed into a
new 256-bit round transformation, that transforms both the message and the
key input. This new round transformation is however highly asymmetric. Much
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more symmetry is in the enlarged round transformation of the block cipher W,
used in the hash function Whirlpool [I]. This is because the key schedule of
W uses the round transformation. A remaining asymmetry is however the fact
that while there is information flow from the ‘key part’ to the ‘message part’,
no information flows in the opposite direction (see right hand side of Fig. [3).

7 Conclusion

Using the concept of controllable output differences, second preimages for SMASH
can be constructed. The conjectured security level against second preimage at-
tacks was 2"/ hash operations. Our attack breaks this bound for messages longer
than n/2 + 1 blocks.

We discussed how to avoid these vulnerabilities in new hash function con-
structions. It would be interesting to see whether there are other hash function
constructions that are vulnerable to this attack.
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Abstract. A digital signature scheme that achieves an optimal band-
width (generating signatures as short as possible) is called an optimal
signature scheme. The previous optimal signature schemes all need the
random permutations (or the ideal ciphers) with large block size as build-
ing blocks. However, the practical cipher with large block size such as
Halevi and Rogaway’s CMC-mode should call the underlying secure block
cipher with small block size many times each time. This makes the previ-
ous optimal signature schemes which use the large domain permutation
(or the ideal cipher) less efficient in the real world, even if there exist
the methods that can encipher the messages with larger domain. On the
other hand, all the practical signature schemes are not optimal in band-
width including PSS-R, FDH, DSA, etc. Hence, the problem on how to
design a practical, efficient and optimal signature scheme remains open.

This paper uses two random oracles and an ideal cipher with a smaller
block size to design an optimal padding for signature schemes. The ideal
cipher in our scheme can be implemented with a truly real block cipher
(e.g. AES). Therefore, we provide a perfect solution to the open problem.
More precisely, we design a practical, efficient and optimal signature
scheme. Particularly, in the case of RSA, the padding leads the signature
scheme to achieve not only optimality in bandwidth but also a tight
security.

Keywords: Optimal Signature, Tight Security, Random Oracle Model,
Ideal Cipher Model, Short Signature.

1 Introduction

How to constructing short signatures is an important old problem since short
signatures are very useful in practice. The size of the signature is also one of
the measures of the efficiency of a digital signature scheme. Therefore, several
proposals are shown on how to shorten the signatures while preserving a high
level of security [Bl6]. Another technique proposed for reducing the signature
length is to design signatures with message recovery [3I2TIT3]. In such systems
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one encodes a part of the message into the signature thus shortening the total
length of the message/signature pair.

Generally speaking, a digital signature scheme is a tuple of probabilistic algo-
rithms which enable the signer to transform an arbitrary message into a signed
message, such that anyone can check the validity of the signed message[13]. A
signed message contains the message, plus some information to prove its validity.
If in a scheme without message recovery, the signed message is the concatena-
tion of the message and of a signature. The message expansion of a signature
scheme is the difference between the length of the signed message and the original
message. It is the length of the signature, if there is no message recovery.

The security level of a properly designed signature scheme is determined by
not only the hardness of the underlying mathematical problem but also the size
of message expansion of the signature scheme. For a specific signature scheme,
one obvious lower bound of the security level is that k-bit signatures (or more
exactly k bits of message expansion) cannot provide better than & bits of security,
since the probability that a signature is valid is at least 27%, assuming that the
underlying hard problem is k&’ > k bits secure [I3]. Hence, the problem on how
to obtain message expansion as small as possible while still preserving high
level of security has been put forward in [I3]. Now it attracts more and more
cryptologists’ attention [T714].

1.1 Optimal Paddings for Signature Schemes with Message
Recovery

To solve the problem mentioned above, many researchers are looking for the
signature schemes which have with optimal message recovery length. Granboulan
[13] has shown a theorem which says that if we want a k-bit secure signature
scheme, the message expansion should be at least k bits, and the signature
scheme must have unique signature for each message. The author also proposed
a signature scheme in the random permutation model named Basic OPSSR and
improved version in the ideal cipher model, named (OPSSR), respectively. Both
of the schemes achieve the lower bound of the message expansion.

However, the signature schemes’ security is not tightly related to the hard-
ness of the underlying cryptographic assumption since the underlying trapdoor
permutation is required to be 2k-bit secure if each signature scheme has k bits of
message expansion and security [ Hence, the signature schemes are both with
loose security. This makes the signature schemes both inefficient according to
the theoretically secure parameters.

Katz and Wang extended Granboulan’s result and showed a signature with
optimal message recovery length, based on the claw-free permutations in the
random permutation model [I7]. Different from Granboulan’s signature schemes,
their signature scheme’s security is tightly related to the hardness of breaking
a pair of claw free permutation. The scheme is essentially optimal in terms of

! Even using a random-self-reducible permutation, the underlying trapdoor permuta-
tion is still required to be (k + gs)-bit secure.
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the allowable message length, but not with unique signature for each message.
The signature can achieve the highest security level due to the tight security
reduction.

More recently, Chevallier-Mames, Phan and Pointcheval proposed a universal
padding, based on the random permutation in [4], named OPbP. The padding
is shown to be optimal both for signing and encrypting. When the padding is
used to sign message, it is optimal in bandwidth of message recovery, similar to
Katz and Wang’s construction.

1.2 Idealized Models and Practical Security

To our knowledge, many of signature schemes are proven secure in the following
three idealized models: the random permutation model, ideal cipher model and
random oracle model. An idealized (oracle) model replaces some components of
the algorithm with the oracles simulated by the reduction. The number of calls to
the oracles is often assumed to be upper bounded since the actual computation
of the idealized components takes time. For a signature scheme the number of
all the queries to the oracle is always upper bounded as well.

In fact, security proofs of the signature schemes are the descriptions on how
to construct a reduction algorithm which reduces from forgery to the underlying
hard problem. A reduction algorithm in an idealized model always gives random
answers taken from the set of values that are consistent with previous answers.
Although proofs in such models do not guarantee security when the oracles are
instantiated by any particular cryptographic primitive [7], it is widely believed
that a proof in an idealized model gives some confidence in the design of a
cryptographic primitive [18].

1.3 Motivation

As far as we know, all the optimal signature schemes need the random permu-
tations (or the ideal ciphers) with a block size same as the size of element that
the underlying trapdoor way permutations act on. According to [I3I17], we are
not aware of any appropriate way to instantiate the random permutation (or the
ideal cihper) for large block sizes even for 1024-bit modulus RSA [22] by now.
Even more, Granboulan’s OPSSR, based on an ideal cipher, is suggested to use
at least 1536-bit modulus for the case of RSA. Later, the practical ciphers with
large block size such as Halevi and Rogaway’s CMC-mode were proposed [14].
However, such an encipher scheme in [I4] employs a secure underlying block
cipher with small block size and enciphering a plain-text once must call the un-
derlying cipher many times. This makes the previous optimal signature schemes
which use large domain permutation (or the ideal cipher) less efficient in the real
world even if there exist the methods that can encipher the messages with larger
domain.

So the previous schemes are not so efficient and practical in the real world.
The problems occur with Katz and Wang’s optimal signature scheme in [17] and
Chevallier-Mames et al.’s universal padding based on the random permutation
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(Optimal Permutation-based Padding OPbP) when the padding is used to sign
Ol messages.

Meanwhile, all the practical signature schemes are not optimal in bandwidth
including PSS-R, DSA and some other signature schemes with message recovery
used as the standards now. Most of the signature schemes in the random oracle
[2] are not optimal in bandwidth. The universal padding, based on the OAEP-
3 rounds recently proposed by Chevallier-Mames, Phan and Pointcheval is not
optimal when it is used to sign on messages as well. Hence, how to design a more
practical, efficient and optimal signature scheme remains open.

1.4 Our Contribution

This paper uses two random oracles and an ideal cipher with a smaller block
size to design the optimal padding for signature schemes. In the real world the
ideal cipher we use can be implemented with a truly real block cipher and the
random oracles can be replaced by the cryptographic hash functions. Therefore,
we provide a perfect solution to the open problem. That is to say, we design
a practical, efficient and optimal padding for signature schemes. We show that
the padding is provably secure if the underlying trapdoor permutation is secure.
The padding for signature schemes leads the signature schemes to achieve tight
security reductions when the underlying trapdoor permutations are induced by
a claw free permutations. Particularly, in the case of RSA, the padding makes
the signature scheme achieve not only optimality in bandwidth but also a tight
security reduction. We believe that it will be preferred to RSA-PSSR in the
future.

2 Basic Notions of Signature Schemes

This section reviews the definition of signature scheme, the notion of security
for the digital signatures and the basic cryptographic assumptions.

2.1 Definitions of Signature Schemes

We review the functional definitions of both general signature schemes as well
as those supporting message recovery and the definition of security.

Definition 1. A signature scheme is a tuple of probabilistic algorithms (Gen,
Sign, Ver) over a message space M such that:

— On input 1¥ where k is the security parameter, the key-generation algorithm
Gen outputs a public key pk and a secret key sk.

— The signing algorithm Sign takes as input secret key sk and message m € M
and returns a signature o.

— If message recovery is not supported, the verification algorithm Ver takes as
input a public key pk, a message m € M, and a signature o and returns
accept or reject.
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— If message recovery is supported, verification algorithm Ver takes as input
public key pk and signature o and returns either a message m € M or
reject.

We make the standard correctness requirement, given here for schemes support-
ing message recovery (the other case is analogous): for all (sk,pk) output by Gen
and all m € M we have Very,(Sign,,(m)) = m.

Existential Unforgeability under adaptive Chosen-Message Attacks (EUF-CMA)
[12] is a widely accepted standard notion for the security of digital signatures.
In the following, we use a generalized version of EUF-CMA, named Strong Exis-
tential Unforgeability under an adaptive Chosen-Message Attack (SEUF-CMA)
[LT7IT9).

Definition 2 (SEUF-CMA). A forger F (t,qs, qn,€)-breaks a signature scheme
if F runs in time t, makes at most qs signature queries and at most qn hash
queries; and furthermore

Pr [ (pk, sk) < Gen(1*); (m, o) « F5&n+0)(pk) : 0 ¢ £* A Verpp(m,o)=1] > ¢

where X* is the set of signatures received from the signing oracle.

If the signature scheme supports message recovery, the definition is as above
except that we are interested in the probability that F outputs a signature o such
that Veryi (o) = m but o was never the response of a query to the signing oracle.
That is

Pr [ (pk, sk) < Gen(1*);0 «— F&n:()(pk) : o ¢ X% A Very,(o) =m] >

In either case, a signature scheme is (t, qs, qn, €)-secure if no forger can (t, qs, qn, €)-
break it.

2.2 Underlying Complexity Assumptions

Trapdoor (One-Way) permutations are among the most popular cryptographic
tools to design encryption schemes, signature schemes and protocols. The explicit
complexity definition of trapdoor permutations is defined as follows.

Definition 3 (Trapdoor Permutations). A trapdoor permutation family is a
tuple of probabilistic polynomial time (PPT) algorithms (Gen, Eval, Invert) such
that:

1. Tp-Gen(1%) outputs a pair (f, f=1), where f is a permutation over {0, l}k.

2. Eval(1®, f,z) is a deterministic algorithm which outputs some y € {0, l}k
(assuming f was output by Gen and z € {0, l}k) We will often simply write
f(x) instead of Eval(1*, f, ).

3. Invert(1*, f=1 y) is a deterministic algorithm which outputs some x € {0, l}k
(assuming f~1 was output by Gen and y € {0, l}k) We will often simply
write f~1(y) instead of Invert(1¥, f~1 y).
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4. (Correctness.) For all k, all (f, f~') output by Gen, and all z € {0, 1}k we
have f~1(f(x)) = .
A PPT algorithm A is said to (t,e)-break a family of trapdoor permutations if A

runs in time at most t and outputs the preimage of a random chosen y € {0, l}k
for f generated by Gen(1¥) with probability greater than e:

Pr[(f,f1) — Gen(1¥)y €r {0,150 — A(¥, f.y): f2) =y | 2 &

A family of trapdoor permutations is (t,€)-secure if no algorithm can (t,)-break
it.

The existence of claw-free permutations seems be reasonable. In fact, any ran-
dom self-reducible permutation can be seen as a trapdoor permutation induced
by a claw-free permutation [10] and almost all known examples of trapdoor per-
mutations are self-reducible. Meanwhile, the trapdoor permutations induced by
claw-free permutations can be used to obtain tight reductions[17].

Definition 4 (Claw-Free Permutations). A family of claw-free permutations
is a tuple of algorithms {Gen; f;; g;|i € I} for an index set I such that:

1. Gen outputs a random index i and a trapdoor td.

2. fi, gi are both permutations over the same domain D;.

3. there is an efficient sampling algorithm which, on index i, outputs a random
r € D;.

4. £ (the inverse of f;) and g7 ' (the inverse of g;) are both efficiently com-
putable given the trapdoor td.

A claw is a pair (zo,z1) such that f(xg) = g(x1). Probabilistic algorithm A is
said to (t,€)-break a family of claw-free permutations if A runs in time alt most
t and outputs a claw with probability greater than €:

Pr [ (i, td) — Gen(1%); (z0,21) — A(1*) : fi(zo) = gi(z1) ] > .

A family of claw-free permutations is (t,e)-secure if no algorithm can (t,)-break
it.

We say a signature scheme is k-bit secure when there is no forger can (¢, ¢, €)-
break the scheme with log,(t/¢) < k. In the same manner, we say a trapdoor
permutation (including the claw-free permutation) or a mathematic problem is
k-bit secure if there is no adversary can (¢',e’)-break it with log,(t'/e’) < k'
The value k (resp., k') also depends of the time unit used for ¢ (resp., t'). A
reduction is said to be tight if /e ~ t'/¢’. Hence, a tight reduction from forgery
to the hard problem implies that the scheme achieves the same security level as
the underlying hard (mathematic) problem.

3 Efficient Optimal Paddings for Signature Schemes

Various paddings for signature schemes (with message recovery) were proposed
through the last few years [BISIOTTIT3IT7ITO20]. Most of them are proven
secure in the random oracle model. However, none of the schemes proven secure
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in the random oracle model achieves optimality in bandwidth including PSS-R,
Katz and Wang’s improved PSS-R in [I7]. As far as we know, all the optimal
signature schemes with message recovery are based on the random permutation
or the ideal cipher for large block sizes (i.e., block sizes larger than the block size
of a cipher such as AES)[T3/T7]. Thus, the optimal signature paddings become
less efficient due to the cause that larger domain cipher calls the underlying
block cipher many times[I4].

In the following, we propose a more practical, efficient and optimal padding
for signature schemes with message recovery. This padding uses a block cipher
with smaller size which can be implemented with the true block ciphers. Next,
we shall prove the security of the padding for signature schemes in the idealized
models: the ideal cipher model and the random oracle model.

3.1 Ouwur Proposal

The padding for signature schemes uses a keyed permutation E(-) : {0, 1} x
{0,1}™ — {0,1}™, that we assume to behave like a truly ideal cipher. For each
key x € {0, 1} of the block cipher E defines a random permutation £, = E(x,-)
on {0,1}™. The ideal cipher E accepts both forward queries (E) as well as inverse
queries (E71). Let ¢ : {0,1}™ — {0,1}" be a trapdoor one-way permutation (or
a claw-free permutation) whose inverse is ¢ ~!. The scheme uses two random
oracles H : {0,1}* — {0,1} and G : {0,1}™ — {0,1}"~™, where we assume
n > m > k. Finally, in the following PRFy(-) designs a pseudorandom function
that uses a secret key 6 and generates one bit. The symbol “ || 7 denotes the
bit-string concatenation. The signature scheme is described as follows:

Key Generation Algorithm Gen: runs Tp-Gen(1™) to obtain a pair of trap-
door permutation ¢ and ¢~!. Sets (p, ¢~ !) as the public key and secret key,
respectively.

Signature Algorithm Sign: The space of the messages is M = {0,1}"™™ x
{0,1}™~* the signature algorithm outputs a signature ¢ into {0,1}": on a
message M = (my,mz) € M, one computes b = PRFy(M), h = H(m;),
w = Ej(my || b¥), s = G(w) ® my and then o = o~ (s || w).

Verification AlgorithmVer: On a signature o, one first computes s || w =
(o) where s € {0,1}"™, w € {0,1}™ and then m; = G(w)®s, h = H(my),
(m2 || v) = E; ' (w) € {0,1}™7F x {0, 1}*. Finally, if v = 0F or v = 1¥, the
verifier returns the message M = (mq,ma); otherwise returns reject.

Our scheme uses an ideal cipher with small block size which can be imple-
mented by a real block cipher. Due to this point, the signature scheme works
effectively and efficiently in the real world. All the previous optimal signature
schemes use a full domain permutation. However, the existence of such a large
block cipher is still an open problem according to [I3I17]. Therefore, the previous
optimal signature schemes are theoretically effective and can’t be implemented
directly by any existing block ciphers.

The following subsection presents the security proof of the signature scheme.
We observe that the signature schemes with this padding can be proven secure
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in the random oracle model and the ideal cipher model. The security of the sig-
nature is tightly related to the security of the underlying trapdoor permutation
when the trapdoor permutation is induced by a claw-free permutation.

3.2 Security Analysis

In the following, we prove that the security of the proposed scheme is related to
the security of the underlying trapdoor one-way permutation in the ideal cipher
model and the random oracle model.

Theorem 1. Let F be adaptively chosen-message (to the signing oracle) adver-
saries, against the signature scheme. Let us assume that F can produce an exis-
tential forgery according to the definition [3, with success probability € (within a
time bound t, after qo = qe+qp-1, ¢s, qn and qg queries to the keyed permutation
oracles (which includes qg forward queries and qp-1 inverse queries), signing
oracle, H-oracle and G-oracle, respectively). Then the underlying trapdoor per-
mutation ¢ can be inverted with probability &' within time t' < t+ (g +q¢s+1)T,
where:

2 .
< > 1 (E— dp-1 3(Qh+q(s‘+1) _ 9(Qg+Qh+Qs+1) (QE+QQ+Qs+1)).(1)
QE+QS+1

2k—1 2l+1 on—m+1

Proof. We prove the theorem, with incremental games, to reduce the inversion
of the permutation ¢ on a random instance y (i.e., find p such that y = ¢(u)) to
an attack against the signature scheme. We show that the forger (or adversary)
algorithm F can help us to invert ¢(z).

— GAME Gyg: This is the attack game, in the ideal cipher model and the random
oracle model. Several oracles are available to the adversary during the game:
the ideal cipher oracles (both (E) and (E~!)), two random oracles (H (-) and
G(-)) and the signing oracle Sign,,—1(-).

To break the signature, the adversary F outputs its forgery, one checks
whether it is actually valid or not. We denote by Forge, the event this forged
signature is valid and use the same notation Forge; in any game G;.

Note that if the adversary asks ¢, signature queries to the signing oracle
Sign,-1(+), and g. = qr + gg-1 queries to the ideal cipher oracles, at most
qs + qg + 1 queries for encryption are asked to the ideal cipher during this
game, since each signing query may cause a new queries to the cipher oracle.
Hence, ¢ = Pr[Forge,].

— GAME G: In this game, we simulate the ideal cipher oracles F and E~1, by
maintaining a list F-List, using a truly ideal cipher £ and its inverse £~!, the
signing oracle Sign,,—1 () with a list X-list, and the random oracles H-oracle
and G-oracle, by maintaining the lists H-list and G-list, respectively.

The simulation of the real attack game is described as follow:
e E()(-)-Oracle: A query Ej(ms || v) is answer by w, where
Rule EvalE"V: w = &, (my || v), store the record (h, (ms || v),w) in E-list.
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E(’_)l(~)—0racle: A query E, " (w) is answer by my || v, where
1

1
(

Rule InverED: (my || v) = &, " (w), store the record (h, (mz || v),w) in
E-list.
G-Oracle: Answer to the query G(w) is set as follow:
Rule G(:

1. if a record (w, g) appears in G-List, the answer is g;

2. otherwise the answer is randomly chosen from {0,1}"" and the

record (w, g) is stored in G-list.

H-Oracle: Answer to the query H(my) is set as follow:
Rule H:

1. if a record (m1, h) appears in H-List, the answer is h;

2. otherwise the answer is randomly chosen from {0, 1}! and the record

(mq,h) is stored in H-list.

Sign,,—1(+)-Oracle:
Rule S For a signing query Sign,,-1(M), one first breaks up M as
(m1,mz) € {0,1}"~™ x {0,1}™~* computes b = PRFy(m1,ms), then
asks for h = H(m1) to the H-oracle, then asks for w = Ej,(my | b*)
to E((-)-oracle, and then compute s = G(w) © my. The signature o is
0 (s || w). We store the (my,ma,b, h,w,g,0) in X-list.
Ver,(-)-Oracle:
Rule V(V: The game ends with the verification of the output o from
the adversary. One first computes s || w = ¢(o) where s € {0,1}"™,
w € {0,1}™ and then m; = G(w) @ s, then asks for h = H(m;) to the H-
oracle, (mz || v) = E; ' (w) € {0,1}" 7% x {0,1}* to the E(f)l(-)—oracle, if
v = 0F or v = 1%, returns the message M = (my, ms); otherwise returns
reject.

Now, we denote by A; the statistical distance between the distribution of
the adversary’s view in the game G; and in the game G;_1. We see that the
perfect simulation does not modify any probability in GAME G;. Therefore,
Ay =0, and Pr[Forge)] = Pr[Forge,].

— GAME Ga: In this game, we modify the simulations of the (random oracles)

H-oracle and G-oracle in GAME G as follows:
e G-Oracle: Answer to the query G(w) is set as follow:

Rule G?:
1. if a record (w, g) appears in G-List, the answer is g;
2. otherwise one randomly chooses g from {0,1}"~™, if g has been set
as G(w') for some w’ # w, aborts; else returns g as the answer and
stores the record (w, g) in G-list.

e H-Oracle: Answer to the query H(my) is set as follow:

Rule H®):
1. if a record (m1, h) appears in H-List, the answer is h;
2. otherwise one randomly chooses h from {0, 1}!, if h has been set as
H(mj) for some m} # my, aborts; else returns g as the answer and
stores the record (my, h) in H-list.
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Let Ay be the statistical distance between the distribution of the adversary’s
view in the game G2 and in the game G;. The simulations of the H-oracle
and G-oracle in the game are indistinguishable from those in the previous
game unless the simulations abort, which event is denoted Abort. The event
Abort happens only when a collision on either G or H has occurred, which
event is denoted Col-H-G. Hence,

Ay = |Pr[Forge,| — Pr[Forge,]|

= Pr[Abort]

< Pr|[Col-H-G] (2)
(Qh + qs + 1)2 (QQ + qs + 1)2

— 2l+1 gn—m+1

— GAME Ga3: In this game, we modify the simulation of the ideal cipher oracles
E and E~! in GAME Gy. The explicit rules of the simulations are set as
follows:

e E(y(-)-Oracle: When a query Ex(m2 || v) B is submitted, we use the
following rules:
Rule EvalE®: Look for the record (h, (ms || v),w) in E-list:
1. if the record is found, Ej(ms || v) = w;
2. otherwise randomly choose a = € {0,1}", compute (s || w) = ¢(x)

(if it is the i-th query we may set (s || w) = y), and then look for the

record (myq, hE in H-list:

(a) if the record (mq, h) is found, compute g = m; @ s, if g has been
set as G(w’) for some w’ # w, stop (denoted by Stopl); otherwise
return Ep(ms || v) = w and add (w, g) to G-List.

(b) otherwise when the record (mq, k) isn’t found, randomly choose
my € {0,1}"~™, if m; is asked to H before, stop (denoted by
Stop2); else compute g = mq @ s, if g has been set as G(w') for
some w’ # w, stop (denoted by Stop3); otherwise return Ej, (ms ||
v) = w, add (w, g) to G-List and (m1, h) to H-list.

(c) store the record (h,(ms || v),w) in E-list and the record
(m1,ma,b,h,w,g,2) in X-list where v = b* (for the i-th query
store the record (mq, me,b, h,w,g, L) in X-list).

° B )1(~)—Oracle: A query E; '(w) is answered according to the following
rules:
Rule InverE®: Look for the record (h,(my | v),w) in E-list: if the
record is found, return mg || v; otherwise randomly choose (mg || v) €
{0,1}™F x {0, 1}*:
1. if v € {1% 0%}, stop (denoted by Stop4);
2. otherwise return E, '(w) = (ma || v), store the record (h,(ms ||
v),w) in E-list.

2 Here, we may assume v = b* in a query Ej(ma || v) where b € {0, 1}, otherwise the
signature won’t be valid.

3 In GAME G, H has no collisions, then, we can find a unique m; as the preimage of
a given h under H if h has been set.
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There is no difference between GAME G3 and GAME Gy unless one of the
events Stopl,Stop2, Stop3 and Stop4 happens. Therefore, the difference is
the following probability

Pr([Stopl V Stop2 V Stop3 V Stop4] < Pr[Stopl] + Pr[Stop2] + Pr[Stop3] + Pr[Stop4]. (3)

Since there are only g4 + ¢s + 1 queries to G, we can compute Pr[Stopl] <

W, where ¢g is the number of the queries to E(.)(-)—oracle. Simi-
larly, we have Pr[Stop2] < % and Pr[Stop3] < W. The
probability that the event Stop4 happens is upper bounded by 2‘15[1 where
qg-1 is the number of queries to E( )1(~)—0racle. Therefore,
As = |Pr[Forge,] — Pr[Forge,]|

< 208(g +as+ 1) +anlan +as +1) L 24

— on—m 2k (4)

< 3qp(qg +an +4s +1) 4 24

on—m 2k

GAME Gy: In this game we shall use FE-list, H-list, G-list and X-list to
generate signatures instead of using the trapdoor ¢ =1 in the simulation of the
signing oracle (Sign,,-1(-)-Oracle) of GAME G3. The rules of the simulation
of Sign,—1(+)-Oracle is described as follows:

e Rule SW: For a signing query Sign,,-1(M), one first breaks up M as
(m1,mz) € {0,1}"~™ x {0,1}™ %, randomly chooses one bit b € {0, 1},
then asks a query h = H(m1) to the H-oracle and a query Ej,(ms || b¥)
to E(.(-)-oracle, and then finds the record (m1,m2,b, h,w, g, r) in X-list.
Hence, the signature x satisfies p(z) = (s || w) where s = G(w) & my
according to the rules of E(.y(-)-oracle in the previous game.

Except the i-th signature query, all the signature queries are answered by
valid signatures. However, in this game one needs to submit at most ¢s
queries to G, H and E.)(-) oracles respectively, which may lead to the abor-
tion of the simulation. Exactly, whether such events will happen is the only
difference between GAME G4 and GAME Gj. If the events are denoted by
AbortG, AbortH and AbortE respectively, Ay is upper bounded by the prob-
ability of these events. Therefore :

Ay = |Pr[Forge;] — Pr[Forge,]|
< Pr[AbortG] + Pr[AbortH] + Pr[AbortE]
@y +as+1) - (ant+as+1)  3Bas(anta+a+1) (5
- + + -
on—m 9l on—m
qs - (Qh + qs + 1) 46]‘9(% + dg + qs + 1)
2l oan—m

IN

IN

GAME Gyj: This is the last game. Finally the forger will return a valid sig-
nature o on message (mi,mz). We have p(o) = s || w, s € {0,1}"™,
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w € {0,1}™ and m; = G(w) @ s. We ask for h = H(m1) to the H-oracle,
(m2 || v) = B}, '(w) € {0,1}"%x{0,1}* to the E(f)l(~)—orac1e. Hence v = b'*
where b € {0,1}. The event that Ej(mg || b'*) is the i-th query to E((:)-
oracle which is denoted by GoodGuess, happens with probability m.
In this case, we shall know that ¢(0) = y and the reduction succeeds which
is denoted by Success. Otherwise we abort the game. Hence, we have

, 1

=Pr[S = Pr[F A GoodG =——Pr|F . (6
€ r[Success| r[Forge, A GoodGuess] p—— r[Forge,]. (6)

For all, we have

qp-1 . 3(gn +qs + 1) n Ngg +aqn+aqs +1) - (qe +qg +qs +1) (7)

!
e—(gp+as+1)-¢ < p5+ o+ on—m+1

[\

The running time ¢ of the reduction includes the running time of F and is
otherwise dominated by the computation of ¢ denoted T, performed for each
query to the signing oracle and the ideal cipher oracle (E(.)(-)) at most. There-
fore, we have ' <t + (¢g + ¢ + 1)T, O

If the underlying trapdoor permutation is induced by a claw free permutation,
we can use the idea of the Katz-Wang construction [I7] to achieve tight security
in signature. More precisely, we only need to modify the simulation of the sign-
ing oracle and the ideal cipher oracle in the previous proof, then the following
theorem holds.

Theorem 2. Let F be adaptively chosen-message (to the signing oracle) ad-
versaries, against the signature scheme. Let us assume that F can produce an
existential forgery according to the definition[2, with success probability e (within
a time bound t, after ge = g + qg-1, qs, qn and qq queries to the keyed permu-
tation oracles (which includes qg forward queries and qg-1 inverse queries), the
signing oracle, H-oracle and G-oracle, respectively). If the function o is induced
by a claw-free permutation, then we can inverse @ in time t', with probability &'
where t' <t + (qg + ¢s + 1)T, and

1( gp-1 3lan+qs+1)° g+ an+as+1)- (g8 + gy + ¢ +1))
9 T o1 T QU+ B on—m+1 :

(®)

g >

3.3 How to Sign Long Messages

The padding in previous subsection for signature schemes only allows one to
sign messages of length n — k. To sign a message m of arbitrary length greater
than n — k, the message is split m = (mg, m1,mz2) € M = {0,1}* x {0,1}"~™ x
{0,1}™~*. my, m will be recovered from the signed message. While mq will be
transmitted in the clear. Details of the signature scheme are described as follows:

Key Generation Algorithm Gen: runs Tp-Gen(1™) to obtain a pair of trap-
door permutation ¢ and ¢~!. Sets (p, 1) as the public key and secret key,
respectively.
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Signature Algorithm Sign: The space of the messages is 9 = {0,1}* x
{0,1}"=™ % {0,1}™~* the signature algorithm outputs a signature (mg || o)
into {0,1}* x {0,1}™: on a message M = (mg, m1,mz) € M, one computes
b= PRFy(M), h = H(mg,m1), w = Ep(my || b¥), s = G(w) ® m; and then
o= (s | w), returns (mo || o).

Verification Algorithm Ver: On a signature (mg || o), one first computes
s || w = p(c) where s € {0,1}" ™, w € {0,1}™ and then m; = G(w) ® s,
h = H(mg,m1), (ma || v) = E; }(w) € {0,1}™7% x {0, 1}*. Finally, if v = 0F
or v = 1%, the verifier returns the message M = (mg,m1, mz); otherwise
returns reject.

Therefore, the padding for signature schemes can be used to sign on long
messages. More precisely, part of the message can be recovered from the signed
message. The bandwidth in communication can be optimal if we use this kind
of padding for signature scheme to sign long messages.

Meanwhile, the security proof still holds if all answers to oracle queries are
independent for different values of (mg,m1) and we can obtain the same result
within a similar theorem.

4 Parameters and Discussions

For practical purpose, n and m is much greater than the bit-size of the redun-
dancy k (where m < 256 since the existing largest block cipher can’t be di-
rectly used to encrypt a plaintext with block size greater than 256 bits [16]).
Since all the queries to the oracles is upper bounded, we may assume that
14+¢s+aqn+ g9 +9e + g < Q. Then, without loss of generosity, assum-
ing that Q <t/ ~t < t+Q < 2%, the quantity Q-27%, Q-2™", or even Q%-27,
Q?-2™~" can be ignored in front of Q-27* if we assume | > 3k and n—m > 3k.
Therefore, the above reduction cost provides that

/
€ €
7 < QT + Tk in the general case;
9
e 2 e . ©)
7 < - + ok if ¢ is induced by a claw-free permutation.

In the general case, if the underlying trapdoor permutation is 2k-bit secure,
we shall get a signature scheme which is nearly k-bit secure with only k bits of

redundancy (or message expansion). According to the first theorem in [I3], our

padding leads to an optimal signature. Due to the fact that $ < QTE' + %, we

only require that %/ < 272k then we shall roughly get $<ec: 2=F% where ¢ is a
small constant.

If ¢ is induced by a claw-free permutation, the padding not only achieves
the lower bounds of message expansion for signature schemes (optimal for the
length of message recovery), but also leads to a tight security reduction. Namely,
we needn’t require the underlying permutation to be 2k-bit secure. For a tight
security reduction implies that the signature scheme and underlying trapdoor
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permutation have the same security level, the padding for signature schemes is
also optimal for the security of theoretical design.

With a usual setting of the security bound, in the case that ¢ is induced by
a claw-free permutation, k = 80 is secure enough in the real world.

4.1 How to Implement in the Real World

As we have mentioned previously, the padding for signature with message recov-
ery is also practical and efficient in the real world. Here, we explain the details on
how to implement such a padding for signature schemes using the existing cryp-
tographical primitives. Since the most popular trapdoor (one-way) permutations
are the RSA permutations we can use the RSA permutations as the underlying
permutations. Luckily, the RSA permutations are claw-free as well. Therefore,
the RSA permutations are widely used in all kinds of cryptographical standards,
such as the standards: RSA-PSSR, RSA-OAEP, etc.

Our theorem shows that the padding for signature schemes leads to a tight
security. Hence, for the particular case of RSA, we can use a 1024-bit modulus.
Due to the Lenstra-Verheul’s estimation [I5], if RSA is (¢, &’)-secure, then ¢’ /e’ >
280, Therefore, the parameters are suggest to be n = 1024, k =8l and m =1 =
256 > 3k = 243, then we shall get a signature with 80-bit security level.

We shall use two hash functions H : {0,1}* — {0,1}?°¢ and G : {0,1}?56 —
{0,1}7%® which can be viewed as random oracles. For the ideal cipher, we may
choose the block cipher, NUSH, or a variant of the NIST AES standard, 256-bit
plaintext block Rijndael, with a 256-bit key over 14 rounds[I6], to instantiate
the keyed permutation E(-) : {0,1}! x {0,1}™ — {0,1}™. Both the key length
and the block size can be 256 bits.

4.2 Comparison with Some Other Schemes

Various practical signature schemes (with message recovery) were proposed
through the last few years. However, most of them are proven secure in the
random oracle model. None of the schemes proven secure in the random oracle
model can achieve optimality in bandwidth including the RSA-PSSR, Katz-
Wang’s improved PSSR.

Indeed, the Katz-Wang’s paper [I7] that proves that PSS with a one-bit salt
is sufficient when the underlying permutation is induced by a claw-free permu-
tation. However, it is not optimal. From theorem 3 in [I7] and the suggestion in
[3], we get that the expansion (length of redundancy and randomness), in other
word, the difference between the length of the signed message and the original
message should be nearly k; + 1 = 180 bits if taking Q = 29, ¢/ = 2760, With
the same assumption that Q = 269, ¢/ = 2760 we may see that our padding for
signature schemes only needs nearly k& = 120 bits of expansion. More exactly,
Katz-Wang’s construction reduces the randomness to one bit, but keeps the
original redundancy of PSS. While, our padding for signature schemes bounds
the length of redundancy and randomness as small as possible. Therefore, Katz-
Wang’s improved PSS is not optimal in bandwidth, but ours is optimal. To our
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knowledge, the problem on how to construct an optimal signature scheme in the
random oracle model still remains open now.

On the other hand, all the optimal signature schemes (with message recovery)
depend on either the random permutations or the ideal ciphers. However, these
permutations (including the ideal ciphers) all require large block sizes (i.e., block
sizes larger than the block size of a cipher such as AES; etc)[I3UT7/4]. Therefore,
these proposals are less efficient in the real world due to the cause that larger
domain cipher calls the underlying block cipher many times[14] when it enciphers
the message (or deciphers the ciphertext).

We compare our scheme (denoted by Ypopss) with practical signature schemes:
Katz-Wang’s improved PSSR[LT], the signature scheme from OAEP3r [4] (denoted
by Xoaepsr), and the short signature schemes in [5/6]. Meanwhile, we compare our
scheme with all the previous proposed optimal signature schemes: Granboulan’s
proposal [I3](denoted by Xopssr), the signature scheme from the universal
padding OPbP in [4] (denoted by Xoppp) and Katz-Wang’s scheme in [I7]. Let
TP and CFP denotes trapdoor permutations and claw-free permutations, respec-
tively. CDHP denotes the computational Diffie-Hellman problem in Gap of Diffie-
Hellman Problems (GDH) groups. Details are showed in table[Il

Table 1. Comparison with Some Other Schemes

Signature Schemes: Message Recovery|Tight Security|Assumption|Optimal|Efficient
Improved RSA-PSSR in[17] yes yes RSA no yes

Y OAEP3r yes no/yes TP/CFP no yes
Short signatures in [5,6] no no CDHP no yes
Optimal Signature Schemes:

2 oPSSR yes no TP yes no
Katz and Wang’s Proposal in[17] yes yes CFP yes no
Yorbp yes yes TP/CFP yes no
Ypopss yes yes TP/CFP yes yes

5 Conclusions

This paper proposes a practical, efficient optimal padding for signature schemes
with message recovery. The padding is simple and efficient only employing two
random oracles and an ideal cipher with a practical small block size. We provide
a perfect solution to the problem on whether there exists a practical optimal
padding for signature schemes with message recovery that can be efficiently im-
plemented in the real world. Exactly, we’ve designed practical, efficient optimal
signature schemes by replacing the idealized oracles with a true block cipher and
two hash functions. We show that the padding is provable secure if the under-
lying trapdoor permutation is secure. The padding for signature schemes leads
the scheme to achieve a tight security reduction when the underlying trapdoor
permutation is induced by a claw free permutation.

Particularly, in the case of RSA, the padding makes the signature scheme
achieve not only optimality in bandwidth but also a tight security.
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Directed Transitive Signature Scheme
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Abstract. In 2002, Micali and Rivest raised an open problem as to
whether directed transitive signatures exist or not. In 2003, Hohen-
berger formalized the necessary mathematical criteria for generic di-
rected transitive signature scheme, showing that the edge signatures in
such a scheme form a special (and powerful) mathematical group, called
Abelian trapdoor group with infeasible inversion, which is not known
to exist. In this paper, we consider a directed graph whose transitive
reduction is a directed tree, on which we propose a natural RSA-based
directed transitive signature scheme RSADTS. In this particular case,
we have answered the open problem raised by Micali and Rivest. We
have proved that RSADTS, associated to a standard digital signature
scheme, is transitively unforgeable under adaptive chosen-message at-
tack if the RSA inversion problem over a cyclic group is hard and the
standard digital signature is secure. Furthermore, RSADTS has even
better performance than RSAT S-1 in certain circumstance.

Keywords: Directed transitive signature, transitive closure and reduc-
tion, RSA inversion problem over a cyclic group.

1 Introduction

The concept of transitive signature was envisioned by Micali and Rivest [I] in 2002.
Transitive signature aims to authenticate the transitive closure of a dynamically
growing graph G = (V, E), denoted as G = (v, E’), in which there exists an edge
(4,4) in FE if there exists a path from nodes i to j, where i, j € V. The original idea
of transitive signature is that the signer, having secret key tsk and public key tpk,
is able to sign any node and any edge of G such that given signatures on nodes 1,
4, kin V, and signatures on edges (i, 7), (j, k) in E, anyone in possession of tpk
can compose a signature on the edge (¢, k) in E. However, without tsk, it is hard
to create a valid signature of an edge or a node outside G.

As suggested by Micali and Rivest [I], transitive signature for an undirected
graph can be used to authenticate administrative domains, where nodes stand
for machines and an undirected edge (¢, j) means that ¢ and j are in the same do-
main, while transitive signature for a directed graph can be used to authenticate
a military chain-of-command, where nodes stand for personnel and a directed
edge (7,7) from nodes ¢ to j means that ¢ commands (or controls) j.

M. Abe (Ed.): CT-RSA 2007, LNCS 4377, pp. 129-{IZ4] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Two transitive signature schemes, DLTS and RSAT S-1, were firstly pro-
posed by Micali and Rivest [I]. Shortly afterwards, Bellare and Neven [2][3] pro-
posed a series of transitive schemes, such as Fact7TS-1, DLT S-1M, GapT S-1,
RSATS-2, FactT S-2, and Gap7 S-2. DLT S is similar to Okamoto’s ID scheme
using two generators [4] while DL7T S-1.M is similar to Schnorr’s ID scheme using
one generator [5]. Recently, Shahandashti et al. [6] proposed a short transitive
signature scheme based on bilinear maps that is the same as Gap7 S-1 scheme.

In [1], Micali and Rivest proved that DLT S is transitively unforgeable under
adaptive chosen-message attack assuming that the discrete logarithm problem
is hard in an underlying prime-order group and an underlying standard sig-
nature scheme is secure. They pointed out that even though the natural RSA
based transitive signature scheme RSA7T S-1 can be proved to be transitively
unforgeable under nonadaptive chosen-message attack, there is no known proof
of transitively unforgeable under adaptive chosen-message attack.

In [2][3], Bellare and Neven proved RSAT S-1 to be secure (transitively un-
forgeable under adaptive chosen-message attack), under the assumption that the
one-more RSA inversion problem is hard and the underlying standard digital
signature SDS scheme is secure [7] (unforgeable under adaptive chosen-message
attack). One-more RSA inversion problem was introduced by Bellare et al. [§]
in order to prove the security of Chaum’s blind signature scheme [9]. It was also
used in [I0] to prove security of Guillou-Quisquater (GQ) identification scheme
[11] against the impersonation attack.

Bellare and Neven also proved that (1) Fact7 S-1 is secure if the factoring
problem is hard and the underlying SDS is secure; (2) DLTS-1M is secure
if one-more discrete logarithm problem [I0] is hard and the underlying SDS
is secure; and (3) Gap7 S-1 is secure if one-more gap Diffie-Hellman problem
[12][13] is hard and the underlying SDS is secure.

DLTS, RSATS-1, FactTS-1, DLTS-1M, and GapT S-1 [2][3] follow the
node certificate paradigm, in which: (1) The signer associates to each node i
in the current graph a node certificate consisting of a public label L(i) and
a signature on the concatenation of ¢ and L(7) under the standard signature
scheme, and creates the signature of an edge including the certificates of its
endpoints plus an edge label §; (2) Verification of an edge signature involves
relating the edge label to the public labels of its endpoints as provided in the
node certificates and verifying the standard signatures in the node certificates;
(3) Composition involves algebraic manipulation of edge labels.

RSAT S-2, FactT S-2, and GapT S-2 [2][3] eliminate node certificates by spec-
ifying the public label of a node i as the output of a hash function applied to
i. No explicit certification is attached to this value. In [2][3], the edge label is
shown to provide an “implicit authentication” of the associated node label and
RSATS-2, FactTS-2, and GapT S-2 are proved to be transitively unforgeable
under adaptive chosen-message attack, in a model where the hash function is a
random oracle [T4]. Therefore, the standard signature scheme and all associated
costs are removed.
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The above transitive signature schemes are designed for undirected graphs, in
which (7, j) and (j,4) stand for the same edge and therefore they have the same
edge signature. A transitive signature scheme for undirected graphs cannot be
used to authenticate directed graphs, in which (¢, j) and (j,4) stand for distinct
edges and thereby they have distinct edge signatures.

In 2002, Micali and Rivest raised an open problem [I]: “The problem of finding
a directed transitive signature scheme remains a very interesting open problem.
We have not been able to make much progress on this problem.” In general, a
directed transitive signature DTS scheme allows the signer to sign a subset of
edges on a directed graph in such a way that anyone can compose the signatures
on edges (7,j) and (j, k) to obtain the signature on (i, k).

In 2003, Hohenberger [15] formalized the necessary mathematical criteria for
generic DTS scheme when the signatures can be composed in any order, showing
that the edge signatures in such a scheme form a special (and powerful) mathe-
matical group, called Abelian trapdoor group with infeasible inversion (ATGlII),
which is not known to exist. Such a group would only be possible when the order
of the group remains secret [16]. Furthermore, a DTS scheme is more complex - in
a black box sense - than standard signature, public key encryption and oblivious
transfer, and a pseudo-free ATGII is sufficient for a secure DTS construction.

Kuwakado and Tanaka [I7] constructed a transitive signature scheme for di-
rected trees in 2003. However, Yi et al. [18] has shown that it is insecure against
a forgery attack, in which directed edge signatures can be forged by composing
the existing directed edge signatures provided by the signer.

Hohenberger’s criteria for a generic DTS scheme is applicable for general di-
rected graphs. In a special case where the transitive reduction of a directed graph
is a directed tree, can we find a directed transitive signature scheme on it?

In this paper, we construct a natural RSA based directed transitive signature
RSADTS scheme for a directed graph whose transitive reduction is a directed
tree. Our basic idea is that a node ¢ is mapped to an element L(7) in a cyclic
subgroup of Z* for an RSA modulus n, and a directed edge (i, j) is mapped to
odd prime §;;, such that L(i)% = L(j)(mod n).

The main contributions of this paper include: (1) By RSADT S scheme, we
have answered the open problem raised by Micali and Rivest as to whether a
directed transitive signature scheme exists or not in the case where the transitive
reduction of a directed graph is a directed tree; (2) We slightly modify the
definitions of a UTS scheme, its correctness and security given by Bellare and
Neven [2][3] to fit into a RSADTS scheme; (3) We formally define the RSA
inversion problem over a cyclic group; (4) We prove RSADT S to be transitively
unforgeable under adaptive chosen-message attack if the RSA inversion problem
over a cyclic group is hard and the associated standard signature scheme is
unforgeable under adaptive chosen-message attack; (5) We find that RSADTS
has better performance than RSA7T S-1 in certain circumstance.

The rest of this paper is organized as follows: Section 2 introduces notations
and definitions; Section 3 presents RSADT S scheme; Section 4 gives the security
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proof of RSADT S scheme; Section 5 discusses the performance of RSADT S
scheme; Conclusions are drawn in the last section.

2 Notations and Definitions

Notations: The notation = <~ S denotes that z is randomly selected from the
set S. Let N = {1,2,---,n,---} and P stand for the set of all odd primes, ()
represent the empty set, || the concatenation operator on strings, |S| the order
of a set .S, and <G> a cyclic subgroup of Z generated by an integer G, where
n is a product of two safe primes p = 2p’ + 1 and g = 2¢’ + 1, such that p’ and
q' are also primes. If A is a possible randomized algorithm, then the notation
z — A(ay, a9, -, a,) denotes that x is assigned the outcome of the experiment
of running A on inputs a1, as, -, Gn.

Graph: In this paper, we consider a directed graph G = (V, E), whose transitive
reduction is a directed tree, and work on its transitive closure. The transitive
closure, denoted as G = (V, E’), is defined to have V = V and to have an edge
(3,7) in E if and only if there is a path from nodes i to j in G. The transitive
reduction, denoted as G* = (V*, E*), is defined to be the minimum graph with
the same transitive closure as G. It is obvious that V* = V. In a directed graph,
each directed edge is associated with an ordered pair of nodes (i, j), where i is
the initial node and j the terminal node, and thus (¢,j) and (j,?) stands for
distinct directed edges. A directed tree is a directed graph which is a tree if the
directions on the edges are ignored. A tree has some properties as follows:

— If it has |V| nodes, then it has exactly |V| — 1 edges.

— There is exactly one path between every pair of nodes.

— If any two of nodes which are not adjacent are joined directly by an edge,
then the resulting graph possesses exactly one cycle.

Directed Transitive Signature (DTS) Scheme: A directed transitive signature
scheme DTS = (TKG, TSign, TVf, Comp) is defined by four polynomial-time
algorithms as follows:

— The randomized key generation algorithm TKG takes 1% as input, where
k € N is the security parameter, and returns a pair (¢tpk,tsk), where tpk is
the public key while ¢sk the matching secret key.

— The signature algorithm TSign, which could be stateful or randomized (or
both), takes inputs the secret key tsk and a directed edge (i, j), where ¢,j €
N, and returns an original signature o;; of (i, j) relative to tsk. If stateful,
it maintains state which it updates upon each invocation.

— The deterministic verification algorithm TVf, given tpk, a directed edge (i, j),
and a candidate signature o, returns either 1 or 0. If the output is 1, oy; is
said to be a valid signature of (i, j) relative to tpk.

— The deterministic composition algorithm Comp takes tpk, two directed edges
(¢,7) and (4, k), and two signatures o;; and o;; as inputs, and returns either
a composed signature oy, of edge (i, k) or L to indicate failure.
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In practice, it is desirable to allow users to name nodes with whatever iden-
tifiers they choose, but these names can always be encoded as integers [2]. We
assume that the nodes of the graph are positive integers.

Correctness of DTS Scheme: Naturally, it is required that if o;; is an original
signature of directed edge (4, j) relative to tsk then it is a valid signature of (i, )
relative to tpk. A transitive signature scheme allows to compose a signature o
with two signatures o;; and ;. Therefore, a signature is legitimate if it is either
obtained by the signer, or obtained by applying the composition algorithm to
legitimate signatures.

The formal definition of correctness takes into account the statefulness and
associates to any algorithm A (deterministic, halting, but not computationally
limited) and security parameter k& € N the experiment shown in Fig. 1, which
provides A with oracles TSign(tsk,-,-) and Comp(tpk,-,-,-, -, -), where tpk,tsk
have been produced by running TKG on input 1*. In this experiment, the TSign
oracle maintains state and update this state each time it is invoked.

(tpk, tsk) «— TKG(1F)
S «— 0, Legit < true, NotOK «— false
Run A with its oracles until it halts, replying to its oracle queries as follows:
If A makes TSign query on (i,7) then
If [(i = j) vV ({¢,5} € V)] then Legit — false
Else
Let 045 be the output of the TSign oracle
S = SU{(i,j,0i5)}
If TVf(tpk,i,j,0:;) = 0 then NotOK « true
If A makes Comp query on (4, j, k), 0ij, 0,5 then
If [(4, 4, k are not all distinct)V((,4,045) € S) V ((4,k, 05k) € S)]
Then Legit < false
Else
Let o1 be the output of the Comp oracle
S — SU{(i, k,om)}
If (TVf(tpk,i, k, o) = 0) then NotOK « true
When A halts, it outputs (Legit A NotOK)

Fig. 1. An experiment to define the correctness of a directed transitive signature scheme
DTS = (TKG, TSign, TVf, Comp)

Definition 2.1. A directed transitive signature DTS scheme is said to be correct
if for every algorithm A and every k € A/, the output of the experiment of Fig. 1
is true with probability zero.
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As A queries, the experiment computes a Boolean Legit which is set to false if A
makes an “illegitimate” query, and a Boolean NotOK which is set to true if an
invalid signature is returned by TSign or Comp oracles on a “legitimate” query.
To win, A must stay legitimate (meaning Legit = true), but violate correctness
(meaning NotOK = true). The experiment returns true if and only if A wins.
The definition needs that this happens with probability zero.

Different from the definition of correctness given in [2], we do not require the
real and composed signatures to be the same or statistically indistinguishable.
In fact, only one signature exists for each edge of the transitive closure, which
is either produced by TSign or composed by Comp. The signer never produce a
signature which can be composed by existing signatures.

Security of DTS Scheme: A forgery is a valid directed transitive signature on an

edge not in the transitive closure. We associate D7 S = (TKG, TSign, TVf, Comp)

to any algorithm F (called dtu — cma adversary) and security parameter k € N
dtu—cma

the experiment ExpproF (k) of Fig. 2, which provides F with input ¢pk and an
oracle TSign(t¢sk, -, ). The oracle is assumed to maintain states.

(tpk, tsk) — TKG(1%)

S ={(i,j,04)} < TSign(tsk,-,-)

(¥4, 015) < Fltpk, S)

Let £ = {(i,7)3(i,J,0i;) € S}, V ={il(3(:,5) € E) v (3(j,4) € E)}

Let G = (V,E), G = (V, E), S = {(i,5,0:)|((i,5) € E) A (TVF(i, j, 035) = 1)}
If (¢',5',00) € Sv TVf(i', 5,0 ;) = 0 then return 0

Else return 1

Fig. 2. An experiment to define the security of a directed transitive signature scheme
DTS = (TKG, TSign, TVf, Comp)

The experiment Exp%;?;}‘a (k) returns 1 if and only if F succeeds in producing

at least one forgery. The advantage of F in its forgery attack on DTS is defined as
Advy ST (k) = PrExpRysT (k) = 1] (1)

for k € N, where the probability is taken over all the random choices made in
the experiment.

Definition 2.2. A directed transitive signature scheme DTS = (TKG, TSign,
TVf, Comp) is said to be transitively unforgeable under adaptive chosen-message
attack if the function Advd,f“T;rFa(k) is negligible for any adversary F whose
running time is polynomial in the security parameter k.

Standard Digital Signature (SDS) Scheme: Our construction will use an under-
lying standard digital signature scheme SDS = (SKG, SSign, SVf), described as
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usual via its polynomial time key generation (SKG), signing (SSign), and verifi-
cation (SVf) algorithms. Based on the security definition of unforgeability under
chosen-messages attack [7], a forger is given adaptive oracle access to the signing
algorithm, meaning the forger can choose the next query based on the oracle’s
answer to the previous one, and its advantage Adv:’gfp_gj‘; (k) in breaking SDS
is defined as the probability that it outputs a valid signature for a message that
was not one of its previous oracle queries. The scheme SDS is said to be un-
forgeable under adaptive chosen-message attack if Adv‘“;gg’j‘g(k) is negligible for
every polynomial-time forger.

3 Directed Transitive Signature Scheme

In this section, we propose a natural RSA based directed transitive signature
scheme RSADTS for a directed graph G = (V, E) whose transitive reduction
G* = (V, E*) is a directed tree.

Associated to a RSA-based cyclic group generator Kysacg and any standard sig-
nature scheme SDS = (SKG, SSign, SVf), a directed transitive signature scheme
RSADT S = (TKG, TSign, TVf, Comp) is defined as follows.

1. TKG(1*) runs as follows:
(1.1) Run SKG(1*) to generate a key pair (spk, ssk).
(1.2) Run Kisacg(1%) to produce a triple (<G>, n, p(n)), where n = pq, p,q
are two safe primes, 2871 < n < 28 p(n) = (p —1)(¢— 1), and <G> is a
cyclic subgroup of Z* generated by an integer G such that G # 1(mod n).
(1.3) Output tpk = (<G>, n, spk) as the public key and tsk = (¢(n), ssk) as
the secret key.

2. The signing algorithm TSign maintains state (V, A, L, X)) where V' C N is
the set of all queried nodes, the function L: V' —<G> assigns to each node
i € V a public label L(i), while the function A: V' — P assigns to each
edge (i,75) € E* a public label 6;;, and the function X: V' — {0,1}* assigns
to each node i a standard digital signature X' (i) on || L(i) under ssk with
SSign. The node certificate of node i is C; = (4, L(7), X'(7)).

Choosing a node r as a reference node, when invoked on inputs tsk =

(p(n), ssk) and an edge (i,j) € E*, meaning when asked to produce a sig-
nature on the edge (i,7) € E*, TSign runs as follows:

Case 1:i=r¢V,j&V, i#t]j

(21) V —VU{ij}

(2.2) (') — G; X(i) < SSign(ssk,i[|L(i)); A =0

(2.3) 8 < P L(j) — L(3)* (mod n); 5(j) — SSign(ssk, | L(7));
A— AU {61]}

(2.4) i — (i, L(2), X(i)); C — (4, L(5), £(4))

(2.5) Return (C;, Cj, 6;5) as the signature of (¢, 5)

Case 2: i ¢V, j=rgV,i#j

(2.6) V «—VU{ij}

(2.7) L(j) < G; X(j) < SSign(ssk, jl|L(j)); A=0
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(2.8) 6;; <2 P; L(i) — L)% ™ *™ (mod n); S(i) — SSign(ssk, i||L(i));
A— AU {(5¢j}

(2.9) Ci (i, L(2), X(4)); Cj — (4, L(j), 2(j))

(2.10) Return (C;, Cj, 6;5) as the signature of (4, j)

Case 3:i€V,j&V, i#j

(211) V <V U{j}

(2.12) b <= P — A; L(j) — L(§)%4 (mod n); £(j) — SSign(ssk, 1[|L(j));
A— AU {51']'}

(2.13) G5 — (4, L(5), £(4))

(2.14) Return (C;, Cj, 6;5) as the signature of (4, j)

Case 4:i¢V,jeV, i#j

(2.15) V — VU {i}

(2.16) 6;; <2 P — A; L(i) — L(j)% (mod n); (i) — SSign(ssk, i||L(i));
A— AU {51]}

(2.17) C; « (¢, L(z), X(3))

(2.18) Return (C;, Cj, 6;5) as the signature of (4, j)

Case 5: 1 €V, j &V, i,j#r i#j Because G* = (V, E*) is a directed
tree, there exists an unique undirected path (r, a1, -+, @, ) between nodes
r and 7. Recursively applying algorithm in Cases 1-4 to each directed edge
on the path if its signature does not exist, the signature on (a,, %) or (4, )
can be generated at last. Since there is an unique undirected path between
tand j, 80 j # a1, -, Qm—1. If j = a;n, the signature on (4, a,,) has been
already produced. If j # au,, apply algorithm in Case 3 on (i, 7). Finally,
return (Cj, Cj, 6;5) as the signature of (¢, 7).

An example for Case 5 is illustrated in Fig. 3, in which there is an undirected
path (7, a1, @, as, 1) between nodes r and 4. In order to produce the signature
on edge (i,7), signatures on edges (r, 1) (Case 1), (a1,a2) (Case 3), and
(a3, ag) (Case 4) are firstly generated if they do not exist. Then the signature
on edge (i, a3(j)) (Case 4) is produced at last.

Case 6: i = j or {i,j} € V, return failure.

as(j)

ow
/—&2

T 7

Fig. 3. An example of the signing algorithm TSign in Case 5
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3. The deterministic verification algorithm TV f, on inputs tpk = (n, spk),
(4,7), and a candidate signature o;;, proceeds as follows.
(3.1) Parse oy as (C;, Cj, 6;5), parse C; as (4, L(i), X (7)), parse C; as (4, L(j),
X(5))-
(32)1
(3.3)

If [(SV f(spk,C;) = 0) V (SV f(spk,C;) = 0)] then return 0.
Else if

L(i)* = L(j) (mod n) (2)

then return 1 else return 0.
4. The deterministic composition algorithm Comp takes (4, j, k), signatures o;;
and o;i, as inputs, and computes a composed signature for the directed edge
(i, k) as follows:
(4.1) Parse oy as (C;, Cj, 6;5), parse C; as (4, L(i), X (7)), parse C; as (4, L(j),
(7))
2) Parse oj;, as (Cj,Ck, 051), parse C; as (4,L(j), X (j)), parse Ci as
s L(k), 2 (k).
3) Si «— 6ij - Ojk
4) Return (C’l, Ck, 6ix) as the signature for (i, k).

(4.
(k
(4.
(4.

Proposition 3.1. The RSADT S directed transitive signature scheme satisfies
the correctness requirement of Definition 2.1.

Proof. If (V,L, A, ¥) is the internal state of TSign algorithm in RSADTS
scheme, then at any time during the experiment in Fig. 1, the invariant

(Legit = false) V (¥(i,7,045) € S, TVf(i,5,04) = 1) (3)

holds true.

The above claim is proved by induction on the number of TSign oracle query
q as follows.

In the initial state, S = () and the claim is trivial.

Suppose that the claim is true after ¢ — 1 oracle queries.

If Legit = false before the g-th query, it will still be false after the g-th
queries. This proves the claim directly.

If the g-th query is a TSign query on (i, j) with ¢ = j or {4, j} € V, Legit is set
to false and thus the claim is proved. Otherwise, a new element (i, j, 0;;) is added
to S, where o;; = TSign(tsk, i, 7). All elements of S satisfying TVf(s, j, 04;) =1
in the previous state of TSign, still do so in the new state, because TSign only
adds new entries to V, L, A, X, but never change existing entries. Thus, it suffices
to show the newly added element (4, j, 0y5) satisfying TVf(4, j, 05;) = 1. This can
be seen from the TSign algorithm.

If the g-th query is a Comp query on (i, j, k), 05, 0,5 with not all distinct ¢, 7, k,
or (i,4,04) € S, or (j,k,055) € S, Legit is set to false and thus the claim is
proved. Otherwise, a composed element (i, k, 0,1 ), where o, = (C;, Ck, b;1,) and
Oit, = 0350k, is added to S. Because the internal state of the TSign is not affected
by the Comp, all elements previously satisfying TVf(i, j, 05;) = 1 will still do so.
We only need to verify whether the newly added element (i, k, 0;1) also satisfies
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TVf(i, j,0i;) = 1. Since i, j, k are all distinct, (4, 7,04;) € S, and (j,k,05%) € S,
we have SV f(spk,C;) = 1, SV f(spk,Cy) = 1, L(i)% = L(j)(mod n) and
L(j)%* = L(k)(mod n). Furthermore,

L(i)** = L(i)"%* = (L(i)*)** = L(j)** = L(k) (mod n)

Therefore, TV f(i, k, i) = 1.

A corollary of the claim is that any time during the experiment, TV f(3, j, 045)
=1 for all (4,4,04;) € S if Legit = true. By this corollary, the verification of a
signature in S always succeeds as long as Legit = true. Since the experiment
outputs (Legit A NotOK) at the end of execution, the claim implies that it
returns false for every adversary A, thereby proving this proposition. 0O

Remark 3.2. Let n = pq where p, ¢ are safe primes, p’ = (p—1)/2,¢ = (¢—1)/2,
G is an integer such that G2 # 1(mod n), and g = |<G>|, then p’ | g or ¢’ | g.
When both p’ and ¢’ are large, |[<G>| is large, too.

Proposition 3.3. If (V,L, A, ) is the internal state of TSign algorithm in
RSADTS scheme, then for any i # j and L(i), L(j) € L, there exists distinct
odd primes aq, -+, 0, 81, -+, By in A such that

L) = L(i)® o5 o BofiBulmod () (o ) (4)

where ag = 39 = 1, ¢ > 0 and v > 0. In addition, L(5)? # 1(mod n) for any
L(j) € L.

Proof. Assume that the unique undirected path from i to j contains p + v
edges. There are p directed edges in the reverse direction from i to j, whose

public edge labels are oy, - -, o, while there are v directed edges in the same
direction from i to j, whose public edge labels are (1, - -, 3,. Based on TSign
algorithm, aq,-- -, @, b1, -, B, are distinct primes, and (4) holds.

When i = r is the reference node, we have
L(j) = g%_lafl"'0‘515051"'5u(m0d @(n)) (mod n) (5)

If L(_j)Q = l(mod n), then QQQJlo‘fl"'o‘ZlﬁDﬁl"'ﬁv = l(mod n) and thus G2 =
1(mod n). This contradicts with the assumption that G2 # 1(mod n). Therefore,
L(5)? # 1(mod n) for any L(j) € L. O

4 Security Proof

In this section, we prove that RSADT S scheme is transitively unforgeable under
adaptive chosen-message attack if the RSA inversion problem over a cyclic group
is hard for the associated generator and the associated standard signature scheme
is unforgeable under adaptive chosen-message attack.

Definition 4.1. (RSA Inversion Problem in a Cyclic Group: RSA-icg).
Let kK € N be the security parameter. Let A be an adversary. Consider the

rsa—icg

experiment Eprrsacg ~(k) in Fig. 4.
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(<G>,n,p(n)) £ Kisacg (1%), where n = pq, p, q are safe primes, G2 # 1(mod n)
e & P,y £ o<g>
T A(<g>7 n,e, y)

If 2° = y (mod n) then return 1 else return 0

Fig. 4. An experiment to define RSA inversion problem in a cyclic group

The advantage of A is defined as
AV (k) = PrlExp S(k) — 1] (6)

rsacg »

The RSA-icg problem associated to Kisacg is said to be hard if the function
Advr;alcf\(k) is negligible for any adversary A whose time-complexity is poly-
nomial in the security parameter k.

Remark 4.2. The group <G> is closed to RSA-icg problem because xz¢ =
y(mod n)(where the probability of ged(e, ¢(n)) # 1 is negligible) has an unique
solution, i.e., x = ye_1 (mod n), which belongs to <G>.

Remark 4.3. If RSA-icg problem is not hard, the RSA inversion problem is
not hard in the case: given (e,y), determine z such that ¢ = y(mod n), where
n = pq, p,q are two safe primes, e is an odd prime, and y belongs to <G>. Thus,

the hardness of RSA-icg problem is based on the one-wayness of the standard
RSA.

Theorem 4.4. Let Kis,g be a RSA-based cyclic group generator and SDS =
(SKG, SSign, SVf) be a standard digital signature scheme. Let RSADTS =
(TKG, TSign, TVf, Comp) be the directed transitive signature scheme associated
to Kisacg and SDS. If the RSA-icg problem associated to Ksacg is hard and
SDS is unforgeable under adaptive chosen-message attack, then RSADTS is
transitively unforgeable under adaptive chosen-message attack.

Proof. Suppose that we are given a polynomial-time adversary F for RSADT S.
It has access to an oracle TSign(tsk, -,-), by which it is able to obtain a set of
transitive signatures, denoted as S = {(, 7, 04;)}. On input tpk and S, F outputs
a forgery,

J;’j’ = ((ilaLiUZi’)ﬂ(jlej’azj’)vég’j/) (7)

Let G = (V,E) be the directed graph defined by the set of F’s signature
queries, where E = {(¢,7)|3(4,7,04;) € S} and V = {i|(3(¢,5) € E) V (3(J,9) €
E)}. Let G = (V, E) be the transitive closure of G and S = {(3, j, 6;;)|((¢,7) €
E) A (TVE(i, §,6i5) = 1)}. F wins if (¢, j',07,;,) ¢ S and TVF(¢', j',07,;) = 1.

There are two cases where F wins as follows:

Case A. In the case where a F’s forgery contains recycled node certificates,
Ly =L(i") and Ly =L(j'), but (¢/,j") ¢ E. There exists an unique undirected
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path from 4’ to j' in the transitive reduction of G. After joining i’ and j' di-
rectly, one cycle containing (¢’, ;') forms. In this cycle, there are two undirected
paths from ¢/ to j’. Based on Proposition 3.3, there exists distinct odd primes
aq, -, 0y, B, -+, By such that

L(i')e or e BB Be — (31 (mod n) (®)

where ag = o = 1 and p,v > 0.
In addition, L(i')%"s = L(j")(mod n). Therefore,

L(i/)aoal"'au,‘s;/j/ — L(Z/)/Boﬂlﬂu (9)

If 4 = 0, the forgery belongs to S because there is a directed path from i to j
in G* and the forgery can be composed. This contradicts with the assumption.
Therefore, p > 1.

Next, we can construct a polynomial-time adversary A, to solve the RSA
inversion problem in the cyclic group <G>, i.e., determining x such that z¢ =
y(mod n) for given an odd prime e and y in <G>. A proceeds as follows:

First of all, A runs F to obtain a1,---,ay, f1,---, 0, and 6§,j, such that (9)
holds. It is obvious that a1 ---aué,;, # Bo-By. Let p = |a1 - audj; —
Bo -+ By, then L(i")? = 1(mod n). Based on (4), G = 1(mod n).

If ged(e,p) = 1, there are integers s,t such that se + tp = 1. Therefore,
x = %1 = y5(zP)!(mod n). Because the probability of ged(e,o(n)) # 1 is
negligible and y belongs to <G>, so z = ye_l(mod n) belongs to <G>. At last,
x? = 1(mod n) and x = y*(mod n).

If ged(e, p) # 1 and X is the largest integer such that e*|p, then there are two
integers s,t such that se +t% =1 and z = 2*TE = (2 7) (mod n). Let
ged(p, p(n)) = 7, then G = 1(mod n). Because the probability of ged(e, p(n)) #
1 is negligible, gcd(e,7) = 1 and 7|(p/e). Furthermore, = belongs to <G> and
thus zex = 1(mod n). At last, x = y*(mod n).

Case B. In the case where a F’s forgery contains at least one node certificate,
which includes a signature on a new message, we can construct a polynomial-
time adversary B, which is able successfully to make a chosen-message attack to
the standard digital signature (SDS) scheme.

Let E be the event that F’s forgery contains recycled node certificates. In case
E happens, A aborts. In case E happens, B gives up. Accordingly, we have

Adv%“s;fg‘;s’,:(k) = PT[EXP%USX’B;'S,FU{:) = 1]
= PrExpRsprs (k) = L AE]+ PriExpRs ipys (k) = 1A E]
< Advi? K (k) + AdvELEE (k)
If the RSA-icg problem associated to Kysacg is hard and SDS is unforgeable un-
der adaptive chosen-message attack, then RSADTS is transitively unforgeable

under chosen-message attack.
The theorem is proved. O
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5 Performance Analysis

In this section, we analyze performance of RSADTS scheme in terms of sig-
nature size, computation cost and compare RSADTS with those undirected
transitive signature schemes using node certificates.

At first, let us consider the size of a transitive signature (Cj, Cj,6;5) on an
edge (4,7), where C; = (i, L(2), (7)), C; = (4, L(j), X (j)). The size of L(¢) and
L(j) amounts to 2log,n, X(i) and X(j) are two standard signatures, and i, j
are integers. Therefore, the size of C; or Cj is fixed. However, the size of edge
label 6;;, which is either a prime or a product of some primes (in the composition
case), varies case by case. In practice, we can choose small primes as 6;; for edges
in the transitive reduction of a directed graph so as to reduce the size of their
possible compositions. This will not affect security of RSADT S scheme.

Even though the distribution of primes seems random, the number of primes
less than an integer is surprisingly well behaved. Let p(A) be the A-th prime, it
has been shown in [19][20] that p(A) ~ X In(A).

Let |V| be the number of nodes in a directed graph, then the transitive re-
duction has |V] —1 edges, which need |V| — 1 distinct primes for edge labels. In
addition, Let m be the number of directed edges on the longest directed path.

If we assign the first |V| — 1 odd primes to [V]| — 1 edges in E*, the average
size of a single edge label is about log, (|V]in(|V]))/2 bits. For a signature which is
composed by the longest directed path, the average size of the composed edge label
is about M = mlog,(|V|In(|]V]))/2 bits. Some examples are given in Table 1.

Table 1. The size of edge label 6;; (|6:;| = log, 6ij)

(VIm) 1651 : (i,4) € B [M = maz{[é;[}
(100,10) |~ 4.5 bits ~ 45 bits
(500,50) |~ 6 bits ~ 300 bits
(1000, 100) |~ 6.5 bits ~ 650 bits
(10000, 100) |~ 8 bits ~ 800 bits
(100000, 100) [~ 10 bits ~ 1000 bits

Next, let us consider the computation cost of RSADTS scheme. In order to
generate a transitive signature for (7, j), two node certificates (C;, C;) are needed
to compute, which involves one modular exponentiations for computing L(j)
or L(i) and two standard signatures. The verification of a transitive signature
requires to check that two node certificates and L(i)%9 = L(j)(mod n), involving
the verification of two standard signatures and the computation of one modular
exponentiation. The composition algorithm is efficient, involving only one integer
multiplication.

A directed transitive scheme can be trivially realized by accepting, as a valid
signature of {, j}, any chain of signatures that authenticates a sequence of edges
forming a path from i to j. T'wo issues lead to exclude this trivial solution: the
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growth in signature size, and the loss of privacy incurred by having signatures
carry information about their history [1].

In RSADTS scheme, the verification of a composed transitive signature do
not require information of intermediary nodes. Therefore, privacy of a directed
graph can be kept. Although the signature size of a composed transitive signature
in RSADTS scheme does increase with the growth of the edges, the growth rate
is much slower than the trivial solution.

For example, suppose that a directed graph has about 10000 nodes, each time
when a new node is added, which results in a new directed edge, the size of
a composed signature in RSADTS scheme increases about 8 bits in average.
However, the size of a composed signature in the trivial solution increases about
1024 bits if RSA signature scheme is used (where the RSA modulus has 1024
bits). The growth rate of the composed signature size in the trivial solution is
almost 128 times of that in RSADT S scheme.

Performance comparison of RSADT S with those undirected transitive sig-
nature schemes using node certificates is shown in Table 2.

Table 2. Performance comparison among transitive signature schemes (|n| = log, n)

Scheme |Signing cost |Veriﬁcati0n cost|Compositi0n cost|Signature size

DLTS |2 stand. signs.| 2 stand. verifs 2 adds in Zg 2 stand. signs.
2 exp. in G 1 exp. in G 2 points in G
2 points in Zq
RSATS-1| 2 stand. signs.| 2 stand. verifs O(|n|?) ops 2 stand. signs.
2 RSA encs 1 RSA enc. 3 points in Z};
FactTS-1 | 2 stand. signs.| 2 stand. verifs O(|n|?) ops 2 stand. signs.
O(|n|?) ops O(|n|?) ops 3 points in Zj,
DLTS-1M| 2 stand. signs.| 2 stand. verifs 1 add in Zg 2 stand. signs.
2 exp. in G 1 exp. in G 2 points in G
1 points in Zgq
GapT S-1 | 2 stand. signs.| 2 stand. verifs O(|n|?) ops 2 stand. signs.
2 exp. in G 1 S4dn 3 points in G
RSADTS | 2 stand. signs.| 2 stand. verifs < |M]| ops 2 stand. signs.
1 exp. in <G>| 1 exp. in <G> 2 points in <G>
1 label 51']' S M

In Table 2, the word “stand.” refers to operations of the underlying stan-
dard signature scheme, G denotes the group of prime order ¢, and n denotes a
product of two primes, G is a gap Diffie-Hellman group and Sqqp, refers to the
decision Diffie-Hellman algorithm in G. Abbreviations used are: “exp.” for an
exponentiation in the group; “RSA enc.” for an RSA encryption; “RSA dec.”
for an RSA decryption; and “ops.” for the number of elementary bit operations.

From Table 2, we can see that RSADT S scheme has almost the same signing
and verification costs as other undirected transitive signature schemes (excluding
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FactT S-1). But its composition cost and signature size vary according to the num-
ber of nodes |V| in a directed graph and the number of directed edges m on the
longest directed path. When M < n, RSADT S scheme has even better perfor-
mance than RSAT S-1.

In practice, directed paths of a directed graph are not very long. For example,
in a directed graph for a military chain-of-command, the longest directed path
usually contains less than 100 edges. In this case, it can be seen from Table 1
that RSADTS scheme is practical and efficient.

RSADTS scheme allows dynamically to add a new node, which results in
a new directed edge, into a directed graph. In other word, the directed graph
can dynamically grow. However, it does not allow to create a new edge (i, 7) by
connecting two existing nodes ¢ and j.

RSADTS scheme can be applied to a directed graph whose transitive reduc-
tion is a disjoint union of directed trees, where transitive signatures in different
directed trees are distinguished with different tree labels.

6 Conclusion

In 2002, Micali and Rivest raised an open problem as to whether directed tran-
sitive signatures exist or not. In this paper, we have proposed a natural RSA
based directed transitive signature scheme RSADT S for a directed graph whose
transitive reduction is a directed tree. RSADT S scheme has been proved to be
transitively unforgeable under adaptive chosen-message attack if the RSA inver-
sion problem over a cyclic group is hard and the underlying standard signature
scheme is unforgeable under adaptive chosen-message attack. Therefore, we have
answered the open problem in the case where the transitive reduction of a di-
rected graph is a directed tree. Furthermore, performance analysis has shown
that RSADT S scheme is practical and efficient. When M < n, RSADTS
scheme has even better performance than RSAT S-1.
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Abstract. Multi-signatures allow multiple signers to jointly authenti-
cate a message using a single compact signature. Many applications how-
ever require the public keys of the signers to be sent along with the
signature, partly defeating the effect of the compact signature. Since
identity strings are likely to be much shorter than randomly generated
public keys, the identity-based paradigm is particularly appealing for the
case of multi-signatures. In this paper, we present and prove secure an
identity-based multi-signature (IBMS) scheme based on RSA, which in
particular does not rely on (the rather new and untested) assumptions
related to bilinear maps. We define an appropriate security notion for
interactive IBMS schemes and prove the security of our scheme under
the one-wayness of RSA in the random oracle model.

1 Introduction

With the increased adoption of small, energy-restricted devices such as laptops,
cell phones, PDAs and sensors, battery life has become a crucial bottleneck in the
usage of these devices — and an important distinguishing factor in their sales.
Fast progress is being made in the development of lighter and higher-capacity
batteries, but at the same time the demand for energy-preserving technology is
more pressing than ever. Much effort is being put in the design of low-power
microprocessors, but also the software running on these processors is being op-
timized for energy consumption, rather than for speed or portability.

In accordance with their wireless nature, communication on these portable
devices often takes place over wireless channels such as Bluetooth and WiFi.
Unfortunately, these communication mechanisms are rather expensive in terms
of energy consumption. Reducing the number of bits to communicate is crucial
to increase battery life: communicating a single bit of data requires significantly
more power than executing a 32-bit instruction [I], so it makes perfect sense
to invest extra computation cycles to save on bandwidth. Also, communication
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is often not reliable, so the fewer the number of bits one has to communicate,
the better. To make things worse, wireless channels are inherently vulnerable
to eavesdropping and tampering attacks by outsiders. Strong cryptography is
needed to protect the communication, adding even more overhead to the com-
munication. It is our challenge as designers of cryptographic primitives to limit
this overhead to a minimum.

MULTI-SIGNATURE SCHEMES. A multi-signature (MS) scheme [20] allows n dif-
ferent signers with public keys pkq, ..., pk, to collectively sign a message m,
yielding a multi-signature o of roughly the same size as a standard signature,
yet that certifies m under all public keys pkq, ..., pk,, simultaneously. By trans-
mitting o instead of n individual signatures, multi-signature schemes can help
greatly to save on communication costs.

However, one still needs the public keys of all cosigners in order to verify the
validity of such a multi-signature. In most applications these public keys will
have to be transmitted along with the multi-signature, which partially defeats
the primary purpose of using a multi-signature scheme, namely to save on band-
width. The inclusion of some information that uniquely identifies the cosigners
seems inevitable for verification, but often this information can be represented
more succinctly than by means of randomly generated public keys. For exam-
ple, the signers’ user names or IP addresses could suffice for this purpose; this
information may even already be present in package headers. Moreover, each
public key may come with an associated certificate containing a signature from
a certification authority (CA) and the CA’s public key, which on its turn may
come with a chain of certificates leading to the root CA. Altogether, this sums
up to many more bits being transmitted than strictly necessary to authenticate
the message.

IDENTITY-BASED SIGNATURES. In an identity-based signature scheme [28], the
public key of a user is simply his identity, e.g. his name, email or IP address.
A trusted key distribution center provides each signer with the secret signing
key corresponding to his identity. When all signers have their secret keys issued
by the same key distribution center, individual public keys become obsolete, re-
moving the need for explicit certification and all associated costs. These features
make the identity-based paradigm particularly appealing for use in conjunction
with multi-signatures, leading to the concept of identity-based multi-signature
(IBMS) schemes.

GENERIC CONSTRUCTIONS. In spite of their appeal with regard to applications,
implementations of IBMS schemes are rather limited. As demonstrated in [122],
any standard signature scheme can be transformed into an identity-based one
using the “certification paradigm”. One can attempt to derive IBMS schemes
from existing standard MS schemes via this approach [I6]. The problem is that
the resulting multi-signature is not compact due to the need to in